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- multiple exploits and patches ready per service
- attacking everyone and taking their flags
- (still some difficulties with patching)
- way too much to do







☹



Got some food (Biological Warfare agents)

● TIP: don’t eat food that requires an accident waiver (learned that the hard way :)
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Better eat some improvised cup noodles or pizza



Short break

- Go to casino floor 
- Lose 20$ in 10min 
- Go back to reversing

https://www.tiktok.com/
@the_king_jesus83/video/
7270993394476813611



One more night

- consume unhealthy amounts of caffeine 
- back to full force reversing 
- think about life 
- don’t think about liveCTF 
- plan a strategy for day 3



Challenge jukebox - prodigy

● Jukebox is a ELF binary consisting of three sub-challenges 
● We first blooded the third one - prodigy



Challenge overview

● The challenge allows users to upload audio files 
● The sub-challenges are virtual audio devices that process uploaded wav files 
● You can play them via a device 
● And interact with devices (custom behaviour per device)



Prodigy Overview

● The interesting option is crash and burn 
● It first validates whether the .wav has audible clicks and is in the right key 
● Then it overrides and executes the .wav header with hardcoded shellcode



Prodigy Overview

● The interesting option is crash and burn 
● It first validates whether the .wav has audible clicks and is in the right key 
● Then it overrides and executes the .wav header with hardcoded shellcode 
● But there is no ret, the code just falls through to the next part 
● We can control the next part which are the .wav samples





Exploit plan

● Create a sine wave with the correct key 

● Create a first stage payload which passes validation 

● Create a second stage payload which leaks the flag



Stack preparation

Load 2nd stage
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- shorter than the other days
- chaotic, mostly attacking
- DEF CON information was even more lacking
- first blood on a service :p

http://drive.google.com/file/d/1O1LJiScRpq8XuUIlL2ns2xyn1GJ0tXhq/view


NAME ATK DEF KOH LIFECTF Total

1. mmm 591475 172700 151893 60000 976068

2. blue-water 474900 50000 179076 133700 837676

3. superdicecode 375550 36600 59543 70000 541693

4. nu1l 368075 58300 175 70000 496550

5. repokemonedcollections 350300 55600 23415 50000 479315

6. mhackeroni 327800 51700 18709 80000 478209

7. kalmarunionen 253500 39000 32159 60000 384659

8. friendly-maltese-citizens 192225 37500 32065 100000 361790

9. kuk-hofhackerei 256060 36900 4204 50000 347154

10. cold-fusion 202425 43000 10935 50000 306360

11. shellphish 160900 36800 0 90000 287700

12. this-years-organizers 182725 37800 0 50000 270525
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Conclusion

- amazing performance 
- a fun and unique experience 
- run it back next year?

// TODO 

- improve tooling 
- get more people




