




















2x SDWAN Box Small
1x SDWAN Box Large
1x 5G Modem Netgear M6 Pro 5G WiFi 6E MR6450
1x UniFi UAP-AC-LR
1x Mini PC (Ryzen 7 7840HS 8 cores, 64GB RAM, 1TB SSD)
1x Mini PC
1x Mini PC (12 cores, 32GB RAM, 1TB SSD)
1x Mini PC (10 cores, 16GB Ram)
1x Laptop ( i9-13900H, 64GB Ram)
1x 5G Router (huawei 5g cpe pro 2)
1x Netgear 5 Port Managed Switch
1x Netgear 5 Port UnManaged Switch
1x Netgear 16 Port Managed Switch

1x Unifi 24 Port Managed Switch (24x 1Gbit lan, 2x SFP+ 10G)
1x Unifi Outdoor AP (U6 Mesh Pro)
1x Netgear 8 Port Managed Switch
4x Power Strips, 6 sockets (with switches)
2x Power Strips, 6 sockets
1x Xiaomi AX5400 5G



We arrived!
- 69 Hours until game open -

http://drive.google.com/file/d/1P_xhyXS_jHfzhekU1V0UaRsSpcmFuTvP/view
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- Setup A/D infra

- Switched from Loki/Grafana to 
Dynatrace

- Organize food and water

- Buy 5G Routers
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A/D 

Services you have to find 
weaknesses to fix/attack 

 
King of 
the Hill 

Incremental challenges 
that give points according 

to rank 

 
 

LiveCTF 

Double elimination 1v1 
tournament hacking on 

stage 
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How to A/D

Distributes and checks flags 

Obfuscates packet origin

Vulnbox under full team control
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How to   DEF CON A/D

● Each service wrapped in docker
● Services hosted on organiser infra
● No. of containers:

○  Team X Team X services ~ 1200
● Attack box still under team control
● Attacks in silent mode (no traces) - but 

less points
● Patches are public
● Network traces are public
● Each team gets dedicated infra

○ -> no interference


