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> whoami
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• Jakob Friedl

• Penetration Testing @ MM Group

• ~3 years in offensive security

• Hacking Lab Enjoyer

• Certification Enjoyer

• Malware Development Enjoyer

• 6+ months, 200+ commits of “Conquest” C2 development
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Command & Control 101
Chapter 1
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“
MITRE ATT&CK - TA0011

Command and Control consists of techniques that 

adversaries may use to communicate with systems under 

their control within a victim network.

Adversaries commonly attempt to mimic normal, expected 

traffic to avoid detection.
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Agents
Payloads

Implants

Beacons

…

Listener

C2 Protocols: 
HTTP(S)

DNS

SMB

literally anything else that 

goes over the Internet

Operator
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Operator

Agents
Payloads

Implants

Beacons

…

Listener

C2 Protocols: 
HTTP(S)

DNS

SMB

literally anything else that 

goes over the Internet

C2 Redirectors
- First point of contact for agents

- Forward C2 traffic

- Hide and protect the C2 server

- Replaceable if burnt 
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Why C2? 
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Task queueing

Persistence

Post-exploitation

Multiple sessions & users
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C2 Frameworks
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More at: 

https://howto.thec2matrix.com/ 
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Nim 101
Chapter 1.5
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Why Nim?  
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• Enjoyable development experience

• Static type system

• Low-level performance

• Cross-compilation

• Easy access to Windows API using winim library



Titelmasterformat durch Klicken bearbeiten

11

Why Nim? 
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• Enjoyable development experience

• Static type system

• Low-level performance

• Cross-compilation

• Easy access to Windows API using winim library
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Designing a C2 Framework

Chapter 2
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Architecture
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Architecture
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• Client tells Server what to do

• Start Listener

• Stop Listener

• Add new task to queue

• …

• Server tells Client to update UI

• New Agent connected

• Task output received

• … 

• Agents use HTTP endpoints to 

GET tasks and POST results
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Agent Routine
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Parse config Sleep obfuscation Check constraints Register agent

Retrieve tasksExecute taskPost results

registered?

all tasks 

executed?
successful?
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C2 Communication
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• 4 packet types

• Registration

• Heartbeat

• Task

• Result

• 48-byte header for packet & agent 

identification
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Protecting C2 Traffic

17

• C2 traffic contains highly-sensitive data

• System information

• Command output 

• Files

• Credential material 

• Packet Encryption

• AES256-GCM
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Key Exchange
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• ECDH based on X25519

• Encryption key is derived from the shared secret

derive(Serverprivate  +  Agentpublic)  =  derive(Serverpublic  +  Agentprivate) 

• Agent is generated with server’s public key embedded

• Registration packet contains agent’s public key 

• Client uses Websocket events to initiate key exchange
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Agent Activities
Chapter 3
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Activity 1: Sleeping
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Sleep Obfuscation
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Activity 2: Requesting
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• C2 Network traffic can be customized using C2 profiles

• User-agents

• HTTP endpoints

• Headers

• GET Parameters

• …
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Activity 2: Requesting
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• C2 Network traffic can be customized using C2 profiles

• User-agents

• HTTP endpoints

• Headers

• GET Parameters

• …
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Data transformation
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• Customize how packet data is represented

1. Encoding

2. Append/prepend strings

3. Placement
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Data transformation
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Data transformation
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Activity 3: Executing
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Command 

execution
Screenshots

File upload & 

download

BOF 

execution

.NET 

execution

Token 

manipulation
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Should I build a C2 framework? 

Chapter 4
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It depends…
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Should I build a C2 framework? 
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YES, because … NO, because…

• … you want to learn how C2 frameworks 

work in detail

• … you want full control over capabilities and 

features

• … you can spend time and energy on 

designated malware/tool development

• … you want to fill a market or research gap 

• … you want to challenge yourself 

• … it takes a lot of effort

• … you don’t want to reinvent the wheel

• … building a custom agent/module also gets 

the job done

• … time is money. You get paid for doing 

engagements, not writing a C2
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What’s next for Conquest? 

32

• The more you know, the more you 
know that you don’t know

• More listener & payload types

• Modular plugin system

• Stability - Usability - Functionality

https://github.com/jakobfriedl/conquest



Thank you!
j a k o b f r i e d l . g i t h u b . i o
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