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https://github.com/jakobfriedl/conquest



Definitions
● C2: Command & Control; Techniques used by adversaries to communicate with systems 

under their control in a target network.

● C2 Framework: Platform used for managing and controlling multiple compromised 

systems remotely.  Examples: Cobalt Strike, AdaptixC2, Havoc, Mythic, Conquest

● Agent: Payload that is executed on a compromised host and calls back to the C2 team 

server via Beaconing.

● Sleepmask: Agent memory is encrypted between callbacks.

● OPSEC: Operational security; Operate without getting detected by security solutions or blue 

teamers.

● Post-Exploitation: Offensive actions taken after getting an initial foothold on a target 

system.

● Fork & Run: Agent injects post-exploitation capability into a sacrificial process to execute it.
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Beacon 
Object Files
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Object File

Introduced in Cobalt Strike 4.1 (2020)

(usually) C2-agnostic 

Executed directly in-memory 

Usually written in C

Position-independent COFF object files

Compact size

BOF Basics (1)

Beacon               
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Provide support external post-ex capabilities to keep detection surface of the agent minimal.

Stealthy PopularLightweight



Examples
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BOF Basics (2)
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bof.c

Compiler

bof.o

crypto.o

bof.exe
Linker

BOF Loader

utils.o



BOF Basics (3)
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BOF Loading
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Calculate memory

Allocate memory

Copy over sections

Perform relocations

Execute entry point

Retrieve output



BOF API
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https://hstechdocs.helpsystems.com/manuals/cobaltstrike/current/userguide/content/topics/beacon-object-files_bof-c-api.htm

● Cobalt Strike’s de-facto standard for BOF development 

● #include “beacon.h”

● Implemented by the BOF Loader

Data Parser API

Extract and unpack BOF 
arguments

BeaconDataParse
BeaconDataExtract
BeaconDataInt
BeaconDataShort
BeaconDataLength
BeaconDataPtr

Output API

Return output to the C2 
agent

BeaconPrintf
BeaconOutput
BeaconDownload

Format API

Build large or repeating 
output

BeaconFormatAlloc
BeaconFormatAppend
BeaconFormatFree
BeaconFormatPrintf
BeaconFormatReset
BeaconFormatToString

Internal API

Miscellaneous 
functionality

BeaconUseToken
BeaconRevertToken
BeaconIsAdmin
BeaconInjectProcess
toWideChar
BeaconAddValue
BeaconGetValue
…



BOF Arguments (1)
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BOF Arguments need to be packed into a specific format

z NULL-terminated string (ANSI) BeaconDataExtract

Z NULL-terminated wide string (UTF-16) (wchar_t*)BeaconDataExtract

i Integer BeaconDataInt

s Short BeaconDataShort

b Raw bytes BeaconDataExtract

https://github.com/trustedsec/COFFLoader/blob/main/beacon_generate.py



Example: LDAPSearch (1)
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https://github.com/trustedsec/CS-Situational-Awareness-BOF/blob/master/src/SA/ldapsearch/entry.c

z
z
i
i
z
z
i



Example: LDAPSearch (2)
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Example: LDAPSearch (3)
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Example: LDAPSearch (4)
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Raw Parsed



BOF Limitations
● BOF crashes -> Agent crashes (not good)

● Long execution blocks the agent and renders it unresponsive (also not good)

● OPSEC risks since Sleepmask is not applied (again, not good)

● The main limitation of synchronous BOFs is…

● Work-arounds (without sacrificing the agent)
○ Post-ex DLLs (Fork & Run -> bad) 
○ Process Injection (noisy) 

○ Something new…
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they’re synchronous



Async BOFs
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Async BOFs (1)
● Major addition to the BOF standard through collaboration between Outflank (OutflankC2), 

Fortra (Cobalt Strike) and MDSec (Nighthawk) in 2025

● Downsides
○ Almost exclusively implemented in commercial C2s ($$$)
○ Lack of public Async BOFs 
○ Tricky to integrate into existing frameworks
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https://www.outflank.nl/blog/2025/07/16/async-bofs-wake-me-up-before-you-go-go/

Async BOFs enable BOF execution in the background 
without blocking the agent’s main execution thread.

Long-running Tasks Event Monitoring Parallel Execution Better OPSEC



Async BOFs (2)
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Regular BOFs Async BOFs
Callback

Sync BOF 
execution

New Thread

BeaconPrintf(CALLBACK_OUTPUT, …)

BeaconPrintf(CALLBACK_OUTPUT, …)

BeaconWakeup() (NEW!)

BeaconGetStopJobEvent() (NEW!)

Force callback and 
drain output

Stop BOF

Start BOF

Sleep

https://www.outflank.nl/blog/2025/07/16/async-bofs-wake-me-up-before-you-go-go/



Async BOFs (3)
Some things to consider:

● Synchronization
○ Wakeup
○ Output
○ Stop

● Sleepmask problem 
○ Beacon APIs live in agent memory
○ Agent memory is encrypted during sleep
○ Async BOF tries to access Beacon APIs 
○ Crash (not good)
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Implementation Approach
The Conquest solution:

1. Create a background job system for executing long-running tasks in a separate thread

2. Create a DLL loading command that uses the job system

3. Create a fully self-contained BOF loader as a Windows DLL 

4. Setup inter-thread communication between BOF and Agent

5. Profit 
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Async BOF Loading
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Operator Agent Job

DLLBOF

Alias command: dll

DLL bytes
“Run”

BOF, BOF args, “go”

Spawn new thread

hWakeup (from agent context)
hStop (created)

hOutput (created)
Local PE/DLL Mapping

Execute “Run” with: 
BOF, BOF args, “go”
hStop
hOutput
hWakeup

BOF Loading

Populate global handles
Execute “go” with:

BOF args

BeaconWakeup sets 
hWakeup to interrupt sleep delay

BeaconPrintf & BeaconOutput write to
hOutput

Command cancel sets
hStop to end BOF execution



Async BOF 
Use Cases
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Async Port Scanning
● Discover open ports on target system(s)

● Synchronous version exists, but sucks when scanning large ranges 

● Cobalt Strike injects port scanner into remote process
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Discovery

https://github.com/jakobfriedl/asyncscan-bof/





User Logon Monitoring 
● Notify when a user session is created on a target machine

(local or remote)

● Steal & store access token in token vault for later impersonation 
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Situational Awareness

https://github.com/jakobfriedl/logon-monitor-bof





USB Device Monitoring
● Notify when USB device is connected/disconnected

● Automatically list directory contents of a connected drive or 

place coercion files to force authentication for NTLM relaying 

(even better with zero-click exploits)
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Situational Awareness

https://github.com/jakobfriedl/usb-monitor-bof





KeePass Keylogging
● Monitor processes & windows

● Locked KeePass databases have the same

window title: “Open Database - *.kdbx”

● Output handler reconstructs Master Password
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Credential Access

https://github.com/jakobfriedl/keelog-bof



Clipboard Monitoring
● Check GetClipboardSequenceNumber to determine if the clipboard

content changed

● Limitation: Encoded screenshots are too large for the output pipe

● Solution: get-clipboard (synchronous)
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Credential Access

https://github.com/jakobfriedl/clipboard-monitor-bof





Kerberos TGT Monitoring
● Rubeus monitor functionality as a BOF (Unconstrained Delegation Abuse)

34

Credential Access + Lateral Movement

https://github.com/jakobfriedl/tgt-monitor-bof





Other Ideas
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Event Monitoring

- Automatic renewal of expiring TGTs 
(WIP)

- Notify file/file share changes
- Hijacking SSH sessions
- NTLM hash capture 

(Responder/Inveigh as a BOF)

Long-running Tasks OPSEC Risk Mitigation

- LDAP enumeration 
(Bloodhound as a BOF)

- Continuous screenshots
- Audio/Microphone capture
- Port forwarding/proxying

- Anti-debugging & anti-analysis
- Self-delete on network isolation
- Self-delete when debugger is 

detected
- Monitor AV/EDR processes



Closing Thoughts
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Key Takeaways

- BOFs are lightweight third-party capabilities that 
are executed within the C2 agent’s process.

- The C2 agent contains less features, less code and 
less detection surface.

- Async BOFs enable background execution for 
long-running tasks or monitoring functionality

- Async BOFs operate completely independently 
from the C2 agent but can force them to wake up 
and return output. 

- The only limit is your imagination!

Further Research/Next Steps

- Automation!

- Offensive SIEM

- Sleepmask for Async BOFs

- Async BOF loading without DLLs

- Position-independent code objects / PICOs
(Crystal Palace + Tradecraft Garden)

- Async PICOs



Further Reading
● Outflank Original Research: https://www.outflank.nl/blog/2025/07/16/async-bofs-wake-

me-up-before-you-go-go/
● Nighthawk: https://www.nighthawkc2.io/sivako/
● Cobalt Strike: https://www.cobaltstrike.com/blog/cobalt-strike-411-shh-beacon-is-sleeping
● Havoc Professional: https://infinitycurve.org/blog/release
● BRC4: https://bruteratel.com/release/2025/10/07/Release-Flux/
● https://kuwaitist.github.io/posts/ASYNC-BOFS/
● Async PICOs:

○ https://www.nccgroup.com/research/async-picos-and-custom-beacon-wakeups-
in-cobalt-strike/

○ https://github.com/nccgroup/async-pico-hub
○ https://aff-wg.org/2026/06/10/a-long-running-bof-component-contract/
○ https://rastamouse.me/modular-pic-c2-agents/
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