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whoami

Slava Moskvin


Security researcher in 
embedded and automotive


• 60+ CVEs


Linux kernel research as a 
hobby



What this talk is about

• Mutational, coverage-guided network fuzzer for the Linux kernel


• 3 remote kernel bugs


• including CVE-2025-22037 in ksmbd


• Pareto Principle in effect



Motivation

• Manual code analysis -> only good for 3rd-party modules


• Off-the-shelf tools -> limited results


• Options:


• forking existing tools


• writing my own



The Idea

• Network fuzzing, with coverage!


• Simplicity over everything:


• Minimal target modification


• No extensive protocol research required 


• Cutting corners


• Not syzkaller with extra steps:


• No grammar



Primary Target: ksmbd
SMB server/client implementation in kernel space



Architecture



Coverage: KCOV

• https://docs.kernel.org/dev-tools/kcov.html



Normal KCOV



Remote KCOV



Remote KCOV

captures everything



PCs -> Feedback



PCs -> Feedback
Basic block vs Edge coverage

• BB coverage:


• Marking BBs hit


• A->B->D->E = A->B->E


• Edge coverage:


• Marking branches


• A->B->D->E != A->B->E



PCs -> Feedback

• Basic block coverage


• Edge coverage = ?



PCs -> Feedback
Edge coverage

• Solution: hash PCs



Problems Start

• Attempt 1: Per-susystem KCOV


• echo "KCOV_INSTRUMENT := y" >> Makefile


• 0 coverage


• Attempt 2: KCOV_INSTRUMENT_ALL=y


• Great coverage


• Either a genius fuzzer, or noise



Problems Start
Great coverage?

Too much coverage:


• noise from unrelated subsystems



Limiting the noise

• address ranges


• addr2line

KCOV_INSTRUMENT_ALL

…

…



Limiting the noise

KCOV_INSTRUMENT_ALL

waiting for 
addr2line to finish



Limiting the noise

Solution = reimplement important bits 
with libdwarf

KCOV_INSTRUMENT_ALL



Agent: Communication
Network Protocol

• COON/COOF - KCOV on/off


• HASN - new cov? new crash?


• GECO/GECU - get best coverage map, get current coverage map


• GECR - get crash data



skcov (Simple KCOV)



skcov (Simple KCOV)



skcov (Simple KCOV)



Bugs found
ksmbd Remote DoS
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Bugs found
ksmbd Remote DoS

• smb2_handle_negotiate()


• connection init


• conn->preauth_info = 0


• smb2_sess_setup() -> generate_preauth_hash() -> alloc_preauth_hash()


• NULL deref


• Remote kernel panic



Bugs found
ksmbd Remote DoS

smb2_handle_negotiate()

smb2_sess_setup()

target down



More Bugs

• ksmbd: another bug (NULL deref?):


• service-level DoS


• fixed by CVE-2025-22037 patch


• NFS: NULL deref in svc_process_common()


• Triggers only on first connection to NFS 
after reboot



What worked well

• End-to-end fuzzing idea


• Bugs in high-profile targets


• Network fuzzing is somewhat interesting*


• *I’d have said in 2025 vulns



Development Timeline 

ksmbd vuln

NFS bug

65% LOC



What I’d Change

• Fuzzing w/o becoming protocol expert 


• Early results as oracle to future success


• Depth <-> width


• Speed



Wrap-up

• skcov release


• Followed by net-shredder release


• Socials:


• X/Twitter: @slava_moskvin_


• LinkedIn: Vyacheslav Moskvin


• Questions?


